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Abstract 

Knowledge leakage as an undesirable outcome for MNEs is an accepted view in IB literature.  We 

challenge this view and argue that knowledge leakage is often unintentional, unavoidable and beneficial 

for the MNE. In a highly networked and information rich society, knowledge leakage from MNEs (1) 

happens naturally due to interfirm relationships, interactions and socialization, (2) is unavoidable due to 

employee mobility, and (3) facilitates knowledge inflows due to the reciprocity nature of knowledge 

exchange, and hence, is beneficial for MNEs. In addition, the costs of protecting knowledge incurred by 

an MNE will often outweigh the benefits. 

Keywords: knowledge leakage, knowledge protection, reciprocity 
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Unintentional, unavoidable and beneficial knowledge leakage from the 

multinational enterprise 

The creation and transfer of knowledge is hailed as a basis for competitive advantage in firms (Argote & 

Ingram, 2000). Multinational enterprises’ (MNEs’) very existence is closely related to taking advantage 

of differences in knowledge and expertise around the world in terms of both exploiting existing 

repositories of knowledge and combining them to create new knowledge (Kogut & Zander, 1993). While 

co-creating, sharing, and combining knowledge, MNEs may find that their knowledge leaks outside their 

firm boundaries. In this essay we argue that contrary to the generally accepted view in international 

business (IB) literature, knowledge leakage can be beneficial for the MNE. Rather than focusing on the 

cost of knowledge protection and the risk of knowledge leakage, MNEs should be assessing, and 

capitalizing on, the knowledge acquisition and creation opportunities associated with participating in 

knowledge exchanges across their value chain. 

 

Knowledge leakage 

Alerting managers to the risk of knowledge leakage, especially in the context of strategic alliances, IB 

literature has many examples of MNEs’ alliance partners appropriating their valuable knowledge (Inkpen, 

2000). An illustrative example is Kawasaki Heavy Industries’ joint venture in China set up in 2005 to 

manufacture high-speed trains. In a press release Kawasaki described the objectives of the joint venture: 

“Kawasaki expects to sharpen its competitive edge and to increase its orders in the Chinese market by 

providing engineering expertise. … For the longer term, Kawasaki plans to enhance the businesses of the 

joint venture to include procurement of rail car parts within and outside of China” (Shirouzu, 2010). One 

of Kawasaki’s partners, CSR Sifang Locomotive and Rolling Stock Co.. Ltd. introduced its own high-

speed trains in China in 2010. According to Kawasaki, the Chinese partner illegally appropriated its 

technology based on its access to Kawasaki internal knowledge and intellectual property via the joint 

venture. If that is the case, Kawasaki was a victim of knowledge leakage  its proprietary knowledge 



5 
 

being “intentionally appropriated by or unintentionally transferred to partners beyond the scope of the 

alliance agreement” (Jiang et al., 2013: 984). 

Knowledge leakage is a fundamental dilemma of interfirm relationships (Heiman & Nickerson, 

2004). The literature on cross-border inter-firm collaboration warns about the risk of knowledge leakage 

when alliance partners act opportunistically (Hamel, 1991) or free-ride on their partners’ innovative 

efforts (Oxley & Sampson, 2004). Collaboration usually involves knowledge transfer, much of which 

may be difficult to legally protect from appropriation (Heiman & Nickerson, 2004). Terms such as 

“reluctant loser” have been coined to describe the firm that loses out to its alliance partner’s aggressive 

efforts to acquire its knowledge (Khanna, Gulati, & Nohria, 1998). In the case of international joint 

ventures, Hertzfeld, Link and Vonortas’s (2006) study of the effectiveness of intellectual property 

protection mechanisms used by U.S.-based companies in the formation of research partnerships concludes 

that “IP protection is a fundamental consideration for all research partnership members” (p. 836).  MNEs 

may find themselves competing with domestic firms that are able to upgrade their skills, often by hiring 

MNE employees and copying marketing and distribution strategies. Research and development (R&D), in 

particular, is one of the least internationalized MNE activities because firms fear that doing so will result 

in a loss of control over the innovation process and knowledge leakage to competitors (Berry, 2014). 

Given the various admonitions in IB literature about MNEs’ need to protect their knowledge from 

opportunistic partners, suppliers, and local competitors, it might seem reasonable to conclude that, from 

an MNE perspective, knowledge leakage is undesirable and must be prevented. This paper challenges this 

view and argues that knowledge leakage is often unintentional, unavoidable and can be beneficial for the 

MNE. Specifically, we argue that in any cross-border inter-firm collaboration knowledge leakage from 

MNEs happens naturally due to interfirm relationships, interactions and socialization. It is often 

unintentional, i.e. not done on purpose, and hence cannot be fully controlled. Instead, the firms should 

accept that some knowledge leakage is going to happen, carefully evaluate potential benefits of 

knowledge leakage, and design actions to minimize its costs.  Our second point is that in a highly 

networked and information rich society, knowledge leakage is unavoidable due to employee mobility and 
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hence cannot be prevented. Instead of engaging in defensive or regulatory actions for minimizing 

mobility, firms are encouraged to adopt a more strategic relational approach to employee mobility and get 

benefit from access to clients, access to new forms of human capital and opportunity to generate goodwill 

assets (Somaya & Williamson, 2011). Finally, we argue that knowledge leakage facilitates knowledge 

inflows due to the reciprocity nature of knowledge exchange, and hence, is beneficial for MNEs. We also 

argue that the costs of knowledge protection incurred by an MNE will often outweigh the benefits. 

Overall, we believe that the total outcomes for MNEs from knowledge leakages are positive, a position 

that is contrary to much of the IB literature on knowledge spillovers and leakage.  

 

Point 1. Knowledge leakage happens naturally in interfirm relationships 

Firms do not operate in isolation. Rather, they have to engage in transactions with other firms. Knowledge 

leakage may happen unintentionally and naturally when firms are involved in interfirm relationships, such 

as industry co-location and alliances, joint ventures, and partnerships.  

Co-location as one form of interfirm relationship can occur in various ways. When firms are co-

located in an agglomeration, such as in Silicon Valley or the financial districts of New York or London, 

there will be externalities from the agglomeration. One possible externality is knowledge leakage from 

one firm to another. Firms that are exposed to other co-located firms can capture new knowledge and 

improve products and processes, often at very little cost. In the field of regional studies one of the most 

established arguments is that knowledge-intensive activities are impacted from co-location due to 

frequent interactions, socialization, and access to labor (Grillitsch & Nilsson, 2017). 

It has been argued that when firms are clustered in an agglomeration those firms with inferior 

technology, human capital, training programs, suppliers, or distributors will substantially gain from the 

knowledge of the most successful firms (Alcácer & Chung, 2007; Kalnins & Chung, 2004; Shaver & 

Flyer, 2000). The successful firms will gain little and could be hurt as knowledge leaks to their less 

successful competitors. Because the less successful firm, i.e. the firm with poor technology, process, and 

people, can greatly enhance its competitiveness through knowledge acquired from the more competitive 
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firm, the poor technology firm will have a greater incentive to co-locate with other firms in its 

competitive set. For the stronger firm, one option is to remain isolated and not locate close to competitors 

and, in doing so, will prevent its knowledge from leaking to less well-endowed competitors.  

The above co-location argument may be valid for industries such as semiconductors and 

biotechnology where success depends on a homogeneous set of technologies. It is not valid for some 

other industries or situations  for example, when the co-located firms represent a mix of firms from 

different countries, as in industrial clusters such as Silicon Valley or in the financial districts of New 

York, London, Frankfurt, Hong Kong and Tokyo. The knowledge stocks of firms are heterogeneous, as 

co-location researchers usually acknowledge. No firm will have a uniquely strong knowledge base across 

the entire industry value chain. Heterogeneity becomes even more apparent in an IB environment where 

firms from different countries and cultures co-locate. In this scenario there are knowledge acquisition 

opportunities for multiple firms, not just the low resource firms. Moreover, the knowledge flows will 

happen naturally as firms interact, compete, and establish themselves within the agglomeration of firms.  

 In addition to knowledge leakage associated with agglomeration, knowledge leakage is highly 

likely for firms in alliances and partnerships. There is an extensive literature examining knowledge flows 

between alliance partners, with substantial focus on the risks of unwanted opportunism by one partner and 

involuntary leakage of technology, skills, or other types of private knowledge (Ding, Huang, & Liu, 2012; 

Gulati & Singh, 1998; Inkpen, & Beamish, 1997; Kale, Singh, & Perlmutter, 2000; Madhok & Tallman, 

1998). In the opportunism scenario, one firm appropriates the knowledge of another without 

compensation, thus harming the originator firm.   

Although knowledge leakage may lead to negative outcomes for the partner whose knowledge is 

unwillingly misappropriated, our contention is that this is a somewhat rare event. Knowledge leakage 

from one alliance partner to another will usually occur if the interfirm relationship involves interaction 

between managers from the partners. Consider the following example. In the oil and gas industry there are 

many alliances formed between international oil companies like ExxonMobil and Shell and national oil 

companies (NOCs) owned or controlled by state governments. In countries with abundant oil and gas 
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resources, NOCs are the vehicle through which the resources can be managed and monetized. In a typical 

arrangement, an NOC will partner with an international oil company to produce the in-country oil or gas. 

The partnerships are structured in a variety of ways. A common thread is that in the early years of the 

project the international oil company provides the technology and managerial capabilities necessary to 

produce oil and gas, with income from oil production shared between the partners. The international oil 

company will typically second a set of experienced engineers and managers to the partnership, which 

brings the risk of knowledge leakage to the partner and local country. As an example, Petronas  the NOC 

of Malaysia  was established in 1974 with 15 employees and a small office in Kuala Lumpur. Over the 

subsequent decades international oil companies such as ExxonMobil, Hess, Murphy, Shell, and Talisman 

partnered with Petronas to produce Malaysian oil and gas. In 1991 Petronas launched its first international 

venture in Vietnam and in 1998 discovered oil in offshore Vietnam. In 2017 Petronas operated in 35 

countries and competed in the upstream, refining, lubricants, and petrochemicals sectors. Had Petronas 

not had exposure to the technologies and managerial skills of the international oil companies it is doubtful 

it could have become a legitimate international oil company in its own right. For the international oil 

companies the creation of an international competitor was a cost of entry into the Malaysian market. More 

importantly, knowledge gained by Petronas was probably the result of planned transfer by these 

international oil companies rather than unintended leakage due to Petronas’ opportunistic behavior.  

 As the previous example shows, knowledge leakage that happens naturally in an interfirm 

relationship is not necessarily costless.  Petronas used knowledge obtained from its international partners 

as a foundation for its international expansion.  In doing so, Petronas became a potential competitor to its 

international oil company partners, which is a cost to these companies.  The challenge for the Petronas 

partner is to assess the cost, probability and consequences of knowledge leakage.  For companies 

involved in these types of relationships, the seemingly most rational decision is to exploit the opportunity 

of working with the local company. Giving up the opportunity will not prevent local companies like 

Petronas from partnering with other international companies, resulting in a similar path of knowledge 
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development and lost business for the international company that chooses not to partner.  In the alliance 

field the cost of knowledge leakage has been linked empirically with alliance scope (Oxley & Sampson, 

2004) and alliance form (Sampson, 2004).  However, both studies have as their underlying foundation the 

argument that knowledge leakage is likely to occur and must be minimized because of its cost.  The 

question of how executives involved in interfirm relationships evaluate the benefits and costs of 

knowledge leakage remains a topic for future empirical research. 

 

Point 2. Knowledge leakage is unavoidable due to employee mobility and social network 

embeddedness 

Most valuable knowledge resides in individuals (Grant, 1996) and individuals move within and between 

firms, industries, and countries. Employee mobility is “a key driver of knowledge diffusion across 

existing organizations” (Ganco, 2013: 668). With growing employee mobility in the future there will be 

an increase in knowledge flows between firms. The strategic management literature presents solid 

evidence that intra-industry mobility (i.e., individuals moving from one firm to another in the same 

industry) is a powerful engine of knowledge diffusion between firms and even amongst rivals (Almeida & 

Kogut, 1999). Studies in entrepreneurship confirm that employee mobility generates knowledge flows 

(Kim & Steensma, 2017). Even contingent workers (e.g. freelancers, independent contractors, 

consultants) can be a medium through which a firm’s proprietary knowledge is leaked to other 

organizations (Matusik & Hill, 1998). 

With increased labor market dynamism, growing employee mobility, rising trends of job hopping 

and boundaryless careers, knowledge leakage becomes unavoidable. This is especially true in the context 

of emerging markets and, specifically, in the areas of foreign direct investment (FDI) concentration, in 

which we observe strong competition for scarce human capital. For example, in the Moscow and St. 

Petersburg regions of Russia, the number of qualified candidates  those with diploma from a 

recognisable university, knowledge of foreign languages, additional functional training and work 

experience  is limited (less than 20% of all candidates on the labour market). Hence, a qualified 
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candidate may have two or three offers at the same time from both domestic and foreign firms. Fuelled 

with emerging collective-oriented materialism (Awanis, Schlegelmilch & Cui, 2017) and increases in the 

strength of certain “needs” (usually those which emphasize status and achievement), the norm of 

employees spending whole careers within one or two firms is becoming obsolete (Morley, Minbaeva, & 

Michailova, 2016). Qualified candidates move within and between industries and switch between 

domestic and foreign firms. Entrepreneurial individuals may leave their employers, set up their own 

firms, and hire the initial workforce from former employers (Cheyre, Klepper, & Veloso, 2014). These 

movements typically also involve transfer of skills and knowledge. 

Moreover, mobility and associated with it knowledge leakage increases with the growth in quality 

of local human capital. Regardless of location and country of origin, many companies continuously invest 

in training and development, support individuals’ quest for lateral transfer, and strive to provide adequate 

opportunities for professional growth and career advancement (so called convergence of human resource 

practices, see Pudelko & Harzing, 2007). The labor economics literature shows that the mobility of 

trained employees compared to non-trained employees is higher (Becker, 1964). Finally, Sofka, Preto and 

de Faria (2014) introduce displacement as another channel for flows of human capital and knowledge 

between MNE subsidiaries and local firms. When an MNE closes a subsidiary, it voluntarily makes 

people with various knowledge and skills available to the market, which could include competitors. With 

subsidiary closures occurring more frequently (Berry, 2013), there will be a leakage of knowledge, skills 

and other valuable strategic assets to host-country rivals. 

In addition to employee mobility, knowledge leakage is unavoidable due to the informal networks 

in which individuals are embedded. MNE subsidiaries are members of local business networks in their 

host countries (Andersson, Forsgren, & Holm, 2002), and their employees are embedded in local social 

networks and knowledge sharing communities (Minbaeva & Santangelo, 2018). From an MNE 

perspective, such multiple embeddedness is desirable and has positive performance implications (Meyer, 

Mudambi, & Narula , 2011). Managers and technical personnel, such as engineers and R&D scientists, 

frequently provide information or advice to colleagues in other firms. Individuals meet at conferences or 
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annual meetings of professional associations. They are alumni of the schools and colleges they previously 

attended, and have friends, neighbors, and relatives. In short, they are deeply embedded in various social 

networks. When they encounter a problem at the workplace that they cannot solve, it is natural that they 

call on each other for help and activate their networks to exchange information (Bouty, 2000). Thus, 

multiple embeddedness creates informal communication networks that often constitute an important 

channel for distributing information among firms, including firms that compete in the same industry 

(Schrader, 1991).  

Since knowledge leakage is unavoidable, solely focusing on its negative outcomes may not be 

helpful. Supplementing the argument that employee mobility will increase knowledge leakage, our view 

is that mobility and the associated knowledge flows will have overall positive outcomes. Indeed, human 

capital mobility scholars suggest that instead of framing employee mobility as a win-lose scenario in 

which firms are competing in a war for talent, a relational approach to mobility should be used. 

Companies would be better served by adopting a more holistic perspective: rather than viewing employee 

mobility as a risk for knowledge leakage, companies should leverage the potential opportunities created 

by employee mobility (Minbaeva & Collings, 2013; Somaya & Williamson, 2011; Somaya, Williamson, 

& Lorinkova, 2008). In this situation, the key for organizations is to carefully monitor mobility in terms 

of its impact on performance, difficulty of replacement and destination employer (competitor versus “co-

operator”). If employees leave to join a co-operator, there may be significant merit in maintaining 

relationships with those employees. For example, a number of major consulting firms (e.g. McKinsey) 

make significant investments in alumni networks with the explicit aim of maintaining links, building 

potential working relationships with the new firms and exchanging knowledge.  A recent study of new 

ventures found that losing employees to new ventures could potentially provide incumbent firms with 

avenues through which to attain the new venture knowledge that they need to thrive (Kim & Steensma, 

2017). 
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Point 3. Knowledge leakage facilitates inflows due to the norm of reciprocity 

A major knowledge imperative of many MNE subsidiaries is to innovate and create useful knowledge. 

Yet knowledge creation is a complex task that a subsidiary can hardly accomplish in isolation, and often 

depends on the subsidiary’s ability to acquire knowledge from external sources and recombine it with 

internal knowledge (Laursen & Salter, 2006; von Hippel, 1988). Domestic firms in the host countries 

where MNE subsidiaries are located constitute a crucial source of knowledge. Moreover, local sources of 

knowledge are often complementary to, or at least non-redundant with, the internal pools of knowledge 

accessed by subsidiaries (Singh, 2008). Empirical studies show that subsidiaries do extensively source 

knowledge from host countries (e.g., Awate, Larsen, & Mudambi, 2015; Colakoglu, Yamao, & Lepak, 

2014; Singh, 2007). However, acquiring knowledge from the external environment is not an automatic 

process after a subsidiary has been set up in a host country. Interfirm and interpersonal linkages have to 

be established through repeated interactions, which often take place informally and haphazardly without 

any explicit agreement between the firms involved (Almeida & Phene, 2004). 

In such situations, a usual concern of MNE subsidiaries is the need for knowledge protection at 

the subsidiary level. MNEs have different measures to protect their propriety knowledge, which can be 

broadly classified as formal or strategic (de Faria & Sofka, 2010). For strategic protection measures, 

stringent measures guarding against knowledge leakage may hinder absorption of external knowledge. In 

particular, in certain industries it is undesirable for a firm to strictly control knowledge-trading with 

outsiders, who can absorb and appropriate the firm’s knowledge but at the same time may possess 

knowledge that is highly valuable to the firm and would take the firm substantial time and resources to 

develop on its own (Liebeskind, 1997). Monteiro, Mol and Birkinshaw (2017) studied responses from 

12,152 firms to the fourth and fifth UK versions of the Community Innovation Survey. Their results 

indicate that the use of secrecy negatively moderates the positive effects of openness to external 

knowledge on innovation performance (measured in terms of innovation output and the percentage of 

revenues deriving from new products). The use of secrecy as a protection measure is a double-edged 

sword: “it helps to protect existing knowledge assets, but is actually damaging to the firm’s ability to 
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enjoy innovation benefits from its relationships with external firms” (Monteiro et al., 2017: 283). Secrecy 

sends a signal to the firm’s external partners that it is not fully committed to share and develop knowledge 

together with them. Picking up the signal, these partners would hesitate to provide the knowledge the firm 

needs. The resulting relationships lack trust and are not conducive to knowledge exchange. Thus 

Monteiro et al. (2017) argue that since knowledge exchange and the notion of secrecy represent 

competing mindsets there is necessarily a tradeoff between the two.  

Studies of how MNEs protect their knowledge show evidence of reciprocity. For example, de 

Faria and Sofka’s (2010) study of MNE subsidiaries in Portugal and Germany found that MNEs choose a 

broader set of knowledge protection measures in a host country that has fewer opportunities for 

knowledge sourcing (such as Portugal), and that they opt for a narrower set of measures if they actively 

engage in innovation activities in a technology-rich host country (such as Germany). They argue that the 

latter case necessitates reciprocity in knowledge exchanges in order to fully benefit from host country 

knowledge flows. In another study, Perri and Andersson (2014) conducted an analysis of patent citation 

data on a sample of US subsidiaries of European and Asian firms in the semiconductor industry. Their 

results indicate that subsidiaries sourcing more from the external knowledge community are also more 

likely to contribute their knowledge to the community, again showing the mechanism of reciprocity in 

knowledge exchanges at work. To disentangle correlation from causality, they measured knowledge 

inflows in the three years prior to knowledge outflows. Yet, as admitted by the authors, their study has the 

usual limitations associated with patent data analysis, such as patents representing only the codified part 

of technology and failing to capture certain knowledge-related activities.  

As first developed by Gouldner (1960), the norm of reciprocity states that “what one party 

receives from the other require(s) some return, so that giving and receiving are mutually contingent” (p. 

169). This behavioral norm is clearly illustrated in the responses von Hippel (1987: 295) collected in his 

case study of the mini-mill industry: “Bayou Steel: ‘How much is exchanged depends on what the other 

guy knows  must be reciprocal’. Chaparral Steel: ‘If they don’t let us in [to their plant] we won’t let 

them in [to ours]  must be reciprocal’.” Interestingly, Teigland and Wasko’s (2003) study indicates that 
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while knowledge can be sourced from coworkers within the same organizational unit without expectation 

of reciprocity, once physical organizational boundaries are crossed, expectations of returns for knowledge 

sharing come into play even between organizational units. As a further example, Cassiman and Veugelers 

(2002) studied R&D cooperation among manufacturing firms in Belgium and found that when firms 

regard external information sources as important inputs to their innovation process, they are more likely 

to actively engage in cooperative R&D agreements, which grant, to a varying extent, R&D partners 

access to their knowledge. In other words, firms are willing to accept certain vulnerabilities on disclosing 

valuable knowledge if they expect to gain some knowledge in return. From a more strategic perspective, a 

firm may selectively reveal its knowledge to its peers in order to initiate collaborative relationships or 

influence the trajectory of technological development to its favor (Alexy, George, & Salter, 2013). 

At the individual level, the norm of reciprocity constitutes the bedrock of a trusting relationship. 

Accepting the vulnerabilities of disclosing knowledge helps to establish a sense of trust between 

information traders. Increased levels of trust facilitate knowledge sharing and alleviate the risk of 

opportunism, such as improper use of knowledge acquired by a network member. Norms of reciprocity 

and trust in turn give rise to social control, which is “a binding agent providing both the freedom and the 

control necessary for collaboration” (Larson, 1992: 91). Repeated knowledge exchanges are embedded in 

social networks such that “[i]ndividual aggressiveness is curbed by the prospect of ostracism among 

peers, in both trade and social circumstances” (Williamson, 1975: 107-108). Network members are able 

to recognize those who do not act cooperatively. Therefore, network members’ opportunistic inclination 

impairs their ability to interact with other members (Reagans & McEvily, 2003). Individual concerns over 

reputation, which is time consuming to establish but can be destroyed overnight, and the prospect of 

collective sanctions help to curtail opportunistic behaviors (Jones, Hesterly, & Borgatti, 1997). As 

principals of their employees, firms prefer not to associate with individuals whose reputations are in 

jeopardy, providing an extra layer of control. In brief, although informal information trading is not 

governed by legal contracts, its risk may not be as high as sometimes perceived. 
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To conclude, except in the highly unlikely scenario that MNE subsidiaries prefer isolation and 

decide to withdraw from any knowledge exchange with other firms in their host countries, it is not wise to 

impose strict measures that guard against knowledge leakage. By allowing pieces of their proprietary 

knowledge to leak to domestic firms, subsidiaries may develop a reputation for cooperation that generates 

reciprocity dynamics, which in turn facilitate the access to local sources of knowledge. The more 

subsidiaries share their expertise with domestic partners, the more likely they will successfully acquire 

useful knowledge in return (Perri & Peruffo, 2016). A caveat is that as mentioned, such knowledge 

exchange often takes place informally. As such, MNE subsidiaries have to accept the uncertainty with 

respect to the knowledge they may receive in return for the knowledge they leak. This is a necessary risk 

that every party involved in such knowledge sharing activities has to bear. 

 

Is knowledge protection a solution? 

The IB literature’s predominant view has been that knowledge leakage has negative consequences and, 

therefore, MNEs should take steps to protect their knowledge from leaking (e.g., Li et al., 2008; Oxley & 

Sampson, 2004). This view has made its way into the business community. A thriving consulting industry 

has developed around the area of intellectual property protection. Intellectual property protection has been 

called the number one challenge for MNEs operating in China (Schotter & Teagarden, 2014). Stories and 

case studies (Shih & Wang, 2013) about joint venture partners, suppliers, and other firms stealing 

knowledge can lead MNE managers to a knee-jerk reaction that they have to avoid knowledge leakage at 

all costs. 

We acknowledge the need to ensure that valuable knowledge and intellectual property is not lost 

to rivals. Unintended leakage of knowledge can lead to the creation of competitors and real value 

destruction may occur. However, knowledge protection also has costs.  Devices, processes, and methods 

that are used to prevent knowledge leakage often can also hinder knowledge transfer (Easterby-Smith, 

Lyles, & Tsang, 2008).  The overly protective firm may struggle to find partners and firms to work with, 

which can become a major liability in a networked world. Excessive protection could lead to an MNE’s 
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unwillingness to cross borders or an aversion to taking investment and partnering risks that less protective 

firms are willing to take. Firms that focus on protection could be wasting resources on knowledge 

protection that would better be used to innovate and stay ahead of competition. Rather than focusing on 

protection firms should look for knowledge creation opportunities through their networking interactions 

with other firms. When Toyota established its first plant in North America in partnership with General 

Motors, Toyota chose to openly share knowledge with its partner (Inkpen, 2008). Toyota did not see 

protection as necessary given its strength in the automobile industry and its long-term goal of expanding 

beyond the initial market entry venture. 

Knowledge protection is often not effective enough. Patenting is the most prominent form of 

formal protection measures and there are significant costs associated with its preparation and filing, which 

is often a time-consuming process. Moreover, the effectiveness of patenting is not guaranteed. For 

instance, R&D managers in the semiconductor industry consistently reported that “patents were among 

the least effective mechanisms for appropriating returns to R&D investments” (Hall & Ziedonis, 2001: 

102). Worse still, litigation costs associated with patent infringement are often substantial (Lerner, 1995), 

as attested by the patent litigations engaged by Apple with various companies (Duhigg & Lohr, 2012). 

Small firms are not likely to have the required financial resources to participate in such litigations even if 

their patents are clearly infringed. Such firms have to be very selective in patenting their inventions. 

Moreover, contrary to conventional wisdom in the innovation literature that patents promote 

technological progress, Takalo and Kanniainen’s (2000) theoretical model shows that by reducing the risk 

of rivals’ entry, patents enhance the ability of firms to wait for commercialization and, thus, may delay 

market introduction of innovative products. This in turn would hinder further technological progress, 

giving rise to considerable social cost. 

 Knowledge protection may be costly in other ways. Liebeskind (1997) discusses in detail various 

rules (e.g., restricting social interaction by specified employees with outsiders) that firms impose and 

enforce on their employees for knowledge protection. Such rules often come with significant costs, the 

most obvious of which is the cost of monitoring the rules. For instance, Rich and Janos (1994) document 
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the high personnel costs of security monitoring during the process of producing the Stealth Fighter, a top 

secret weapon, by Lockheed Martin. Employees may react negatively to monitoring mechanisms that are 

perceived as invading their personal privacy (Kupfer, 1987), resulting in reduced trust and loyalty toward 

their organizations. Poor employee morale is not conducive to establishing an innovative organization. 

Further, rules that restrict information exchange and communication also work against a fundamental 

principle of innovation – open dialogue and critique of new ideas. In addition, it is difficult to identify 

protection rules that are effective. It is virtually impossible, for example, for the management of a high-

tech firm to formulate rules that dictate which external collaborations or exchanges that its scientists 

should, or should not, participate in. Residual leakage is therefore unavoidable. It is no wonder that 

Liebeskind (1997: 653) arrives at the central conclusion that “keeping organizational secrets is both 

difficult and costly.” 

 

Conclusion 

MNEs exist to share and move knowledge around and between various subsidiaries. In doing so, firms 

engage with partners, suppliers, customers and competitors, exposing themselves to the potential that 

other firms will appropriate their valuable knowledge in a manner that leads to negative outcomes for the 

MNE. The potential for knowledge leakage is a function of several knowledge conditions that must be 

present: the MNE’s most valuable knowledge is simple and fully codified (Coca-Cola’s secret formula 

being a classic example); the MNE has employees who are highly mobile and motivated to seek new 

employers; and the MNE has low expectations of finding valuable knowledge outside its firm boundaries. 

Yet the existence of all these conditions in any one MNE is rare. Moreover, an MNE’s valuable 

knowledge is usually complex and tacit; any single part of that knowledge is of little value in isolation. In 

order for the knowledge to generate competitive advantage in international markets, co-specialized and 

complementary assets (e.g., dedicated employees, brands, and distribution systems) must be linked with 

that knowledge (Teece, 2014). Leaking bits and pieces of the knowledge to competitors is usually of little 
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consequence.
1
 Thus, in our view, the fear of knowledge leakage is often overstated, leading firms to resort 

to excessive protection and overly cautious behavior with respect to interactions with other firms.  

Our arguments suggest several avenues for future research. Researchers need to revisit the 

assumption, which underpins many empirical studies, that knowledge leakage is harmful to MNEs. There 

are several specific questions that should be addressed, including: What are the positive outcomes of 

leakage for the MNE? Under what conditions and how might leakage improve performance? Are there 

specific types of knowledge leakage that lead to more positive outcomes? Are there certain types of 

MNEs that have to be more aware of the risks of knowledge leakage than others? When entering cross-

border inter-firm collaborations, do executives consciously assess the degree of danger and consequences 

of knowledge leakage and if so how? How can MNEs strategically use knowledge leakage as a means of 

obtaining useful knowledge from domestic firms in a host country? How should the costs of a knowledge 

protection measure be identified (and, if possible, estimated) and compared with the supposed benefits of 

the protection?   

Finally, our position on knowledge leakage has managerial implications, which we summarize as 

follows.  First, given that knowledge leakage is often unintentional and unavoidable, firms should 

proactively assess the benefits, costs, and consequences of leakage rather than adopting the erroneous 

view that knowledge leakage is always a negative outcome.  Second, when knowledge leakage is 

unavoidable and inevitable, firms should shift from a win-lose mentality towards a relational approach 

that leverages opportunities in areas such as employee mobility.  Third, in return for revealing knowledge 

to peers, firms will often be able to initiate collaborative relationships or reciprocal exchanges of valuable 

knowledge.  Fourth, knowledge protection has costs that may exceed the benefits of the protection. 
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