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The Hybrid in the Cloud

Abstract

Cloud computing' is by private companies and public institutions alike coined as the tech-
nological wonder that will dramatically boost economic productivity, and all are seeking
ways to maximise the potential of ‘the cloud’. One central change brought around by
cloud computing is the significant growth of cross-border transfers data, which raises con-
cerns relating to the regulation of data transfers to third countries, jurisdiction, responsibil-
ity, as well as the implications on the protection of the individual’s right to privacy.
Common to, and underlying, all these issues, however, are interlinkages of public and pri-
vate actors; whilst the majority of the European cloud computing infrastructure is owned
and controlled by private companies, a whole range of public institutions, private compa-
nies, industry organisations, civil society organisations, etc. seem to be concerned with
cloud computing, and public actors are seen to increasingly seek control of this space.
Within this network, however, public and private actors appear increasingly intertwined. It
is the relation between public and private in the cloud as well as its implications that are

under investigation in this thesis.

Situating the phenomenon of cloud computing in Europe within the theoretical framework
of Bourdieu with field and habitus as central concepts allows for an analysis capturing the
central actors, their practices, and the relations of power prevailing within the European
field of cloud computing in order to eventually expose the hierarchies produced as a re-
sult. On the basis of this analysis, this thesis argues that within the European field of cloud
computing resides a powerful yet obscure public/private hybrid, the actors, activities, pur-
poses, and regulation of which are thoroughly entangled. The effects of the practices of
this hybrid entail that security in and of the cloud is considered essential to the well func-
tioning of the market, and that only those possessing the required, specialised technical
skills get to speak on matters of cloud security. In this context the protection of individual
privacy is continuously understated. Moreover, through the hybrid’s successful proclama-
tion of the commitment to transparency, regarding the handling and use of data stored in
the cloud, civil society organisations advocating civilian rights to privacy are left entirely

without a voice. The absence of these organisations within the field is striking.

' See Appendix 1 for a brief explanation of the technology.
? http://www.news.com.au/technology/online/security/world-war-iii-will-be-cyber-war-that-is-could-win-
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The power of the public/private hybrid is further amplified by the construction of the
cloud as critical infrastructure and thus as an object whose security is absolutely necessary
for — in this case — the economic functioning of society. Through this construction, con-
cerns for privacy and the materialities to protect privacy in the cloud are placed outside the

boundary drawn through the construction of the cloud as critical infrastructure.

Produced within this field is thus a hierarchy where the public/private hybrid, consisting
of very specialised and technologically superior actors, prevails at the top, and where the
individual as a bearer of rights to privacy ranks lowest. The public/private hybrid, through
its enactment and misrecognition as divided into public and private, conceals this hierar-
chy making it appear normal or even invisible and thus constantly sustains the position of

the individual and his or her rights to privacy and data protection.



Chapter 1. Introduction

Doomsday arguments about impending cyber war and devastating acts of cyber terrorism
are inescapable in current debates on cyberspace. Most recently, John McAfee, the Ameri-
can software developer famous for creating the first commercial anti-virus programme,
has stated that World War III will be come to pass in cyberspace, where terrorist organisa-
tions like Daesh have more advanced skills than countries in the West — including the US.?
As McAfee puts it, we are living in ‘...a doomsday machine of our own design, and it is
only a matter of time before our weapons and technology are turned against us.” Coun-
tering this narrative are scholars like Thomas Rid, arguing that actual acts of cyber terror-
ism are highly unlikely considering the significant level of resources and specific intelli-
gence required to develop and deploy a potentially destructive cyber weapon against a se-
cured target.* Such an attack, he argues, would require the resources of a state actor. Yet,
as evidenced in the statement by McAfee, the presumed threat from cyber attacks seems to
generate something close to a permanent state of emergency through the construction of
the cyber threat as radically new and radically dangerous. Today, the securitisation of cy-

berspace is practically a given.

Yet, what is of essence in debating cyber security” is not necessarily — or at least not lim-
ited to — the imminent threat of cyber attacks and the means necessary for the deployment
and/or deterioration of cyber weapons. To commence a discussion of cyberspace focusing
on the potential threat of cyber war or cyber terrorism to the detriment of the state as if
national security were a principle that stands on its own and that trumps everything else,
risks concealing deeper, more structural issues at stake resulting from recent developments

in cyberspace.

? http://www.news.com.au/technology/online/security/world-war-iii-will-be-cyber-war-that-is-could-win-
john-mcafee-says/news-story/45cffle2e42f062¢107183227fec1435

> Ibid.

“Rid (2011), pp. 27-29.

> This thesis shall adopt Dunn Cavelty’s definition of cyber security defined as ‘the set of technologies, pro-
cesses, and practices designed to protect networks, computers, programs, and data from attack, damage, or
unauthorized access, in accordance with the common information security goals: the protection of confiden-
tiality, integrity, and availability of information.’ (Dunn Cavelty (2013), p. 105)
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As opposed to other areas of security, it is not states but private companies who have tra-
ditionally been the ones in control of cyberspace, and as Dunn Cavelty argues, states must
rely on private companies in the provision of security in and of cyberspace.® Private com-
panies, that is, who consider the provision of commercial services in cyberspace, rather
than the provision of security, as a core activity.’ Traditionally, the provision of security
has been the prerogative of the sovereign, Westphalian state, and privatisation of security
has proved controversial through and through. Less so, apparently, concerning the private
provision of cyber security. Increasingly, however, states are attempting to encroach upon
this space, striving for control and authority herein.® Almost concomitantly, concerns are
raised over state surveillance and individuals’ rights to privacy. Although such concerns
are not raised unwarranted — as shall indeed be demonstrated in this thesis — the question
remains whether the case where personal data and information security are in the posses-
sion of private companies is any more desirable than the case where the state, an interna-
tional organisation, or the EU is in authority.

Having said that, any claim concerning security, be it public or private, necessarily
implies that something or someone is to be secured. Neither the threat nor that which is to
be protected can ever be taken as a given. Indeed, as Bigo argues, ‘/a/ny academic defini-
tion, which tries to stabilise the meaning of security is either naive or politically motivat-
ed.” Hence, when debating issues related to security in cyberspace, it is essential to pon-
der the question as to whom/what is to be secured and whom/what is deemed to constitute
a threat, and in whose interest. As shall be argued in this thesis, however, in whose interest
claims about security in cyberspace are forwarded, is neither necessarily distinctly public
nor distinctly private. Rather, as Dunn Cavelty argues, a focus on public-private relations
is central to capture how security as well as the responsibility to provide security in and of

cyberspace is distributed between a variety of both public and private actors."

® Dunn Cavelty (2016) in Abrahamsen and Leander (2016), p. 89.

7 This specific question is not only relevant in relation to cyber security. Increasingly, private companies,
whose core capacities do not necessarily involve the provision of security, are being let in charge of tasks
traditionally pertaining to national security. The latest example is Sweden compelling all Danish companies
transporting passengers from Denmark to Sweden to check passenger IDs and thereby effectively undertake
border control.

¥ Dunn Cavelty (2016) in Abrahamsen and Leander (2016), p. 89.

’ Bigo (2013) p. 126

' Dunn Cavelty (2009), p. 217.
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In investigating this issue further and seeing as, the complexity of cyberspace and the mul-
titude of actors operating within, require that analyses hereof focus on the characteristics
and peculiarities of one distinct issue, focus in this thesis will be on the phenomenon of
cloud computing in Europe.'' The European field of cloud computing is chosen primarily
because the majority of writings on cyber security and cyberspace in general are almost
entirely US centred making for a very narrow focus in the debate. The European Commis-

‘

sion defines cloud computing as “...IT infrastructures, platforms, and software provided

centrally and distributed to end users over a network. "’

In this way, computing power is
made available on demand, data storage and processing are transferred to very large, re-
mote data centres, and users can access this service from anywhere in the world with an
Internet connection." It is private companies, who own and control the majority of the
cloud infrastructure and provide the majority of services, including security services to
protect data stored in the cloud. However, as shall be demonstrated later on, major EU in-
stitutions are also concerned with security in and of the cloud, and with the ‘Network and
Information Security Services (NIS) Directive’, the first legislation on cyber security to
cover the entire EU, which was agreed on in December 2015, by the European Parliament,
the Council, and the Commission, the cloud is now considered to constitute critical infra-
structure.'*

Yet, this thesis shall argue, that what is at stake here is not whether security in and
of the cloud is provided by private companies or by states; rather, the issue lies in the con-
junction of public and private. As shall be demonstrated, in the European field of cloud
computing, public and private actors are intertwined in an intricate web of cooperation,
competition, struggle, and interdependence. The largely concealed entanglement of these
actors and their practices are of great consequence to the functioning of the field. Hence
the central question addressed in this thesis is, what is the nature of the relationship be-
tween central public and private actors within the European field of cloud computing, and

what are the main manifestations and effects of their practices?

'"'See Appendix 1 for a brief explanation and illustration of the technology.
"2 https://ec.europa.eu/digital-agenda/en/cloud

13 European Commission (2012), p. 2.

' http://europa.eu/rapid/press-release IP-15-6270 en.htm
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In devising an answer to the research question, this thesis is structured into six additional
chapters, each instrumental in reaching an answer to the research question. The following
chapter shall constitute the foundation of the thesis, arguing for the theoretical framework
adopted, which is anchored in the work of Pierre Bourdieu with field and habitus as cen-
tral concepts. Adopting this framework will allow for an analysis capturing the central ac-
tors and their practices, the power relations prevailing within the European field of cloud
computing, and the hierarchies they produce. It is by way of such an approach that it will
be possible to uncover the relation between public and private and assess the manifesta-
tions and effects of their practices. Drawing on the theoretical findings of Chapter 2,
Chapter 3 will argue for the way in which the methods applied in the subsequent analyses
can capture these practices, relations of power, and hierarchies produced. To give a first
indication of the relations between public and private actors within the area of cyber secu-
rity, Chapter 4 will constitute a brief account of the way in which cyberspace has become
of increasing concern within security communities, although private companies have tra-
ditionally been in control hereof. Drawing on these findings, the analysis in Chapter 5 will
undertake a more graphic mapping of the positions of the actors involved in the European
field of cloud computing, in order to identify central actors, the relations between them,
and what capital they possess. To expose the taken-for-granted practices and logics pre-
vailing within the field and synthesise the resulting field effects, the findings in Chapter 5
will be scrutinised further in chapter 6, which shall concentrate on the public-private rela-
tions uncovered and expose the manifestations, effects, and the hierarchies that are (re-
)produced as a result, and thus make explicit the way in which some actors are rendered
victims of the prevailing practices and how this position is constantly sustained. Finally,
the thesis will be drawn to a close in Chapter 7 posing an answer to the research question

as well as some further reflections on the conclusions reached.



Chapter 2. Theory
The central purpose of this chapter is to argue for the way in which the theories applied in
this thesis will contribute to a better understanding of the practices of the central actors
involved in European cloud computing. In order to make explicit the contribution of this
thesis, the following section will cover a discussion of relevant literature on cyber securi-
ty, focusing on the attention paid to the involvement of specific actors, including private
company involvement as well as the relationship between public and private within the
area of cyber security. Specifically, forwarded in this chapter will be the argument, that
the insufficient focus on private company involvement in cyber security and, more im-
portantly, the underlying insistence on the public/private dichotomy effectuates a misper-
ception of the effects of practices related to cyber security that are simultaneously public
and private. This point will be developed further throughout this thesis. Also identified in
this section will be important caveats as well as points of convergence and difference in
the selected literature.

Taking these conclusions as point of departure, the second section will demon-
strate how the theoretical framework of Bourdieu can be applied to break down estab-
lished dichotomies and capture the practices of the central actors involved in European

cloud computing as well as their manifestations and effects.

2.1. The debate and actors in the cyber security literature

Cyber security, as a concept, was introduced on the post-Cold War agenda in the 1990s
with especially American politicians and private companies arguing for the potentially
devastating effects of digital technologies on modern societies.'> Today, cyber security is
listed as a central issue of national security in more and more states, and within contempo-
rary debates on cyberspace and cyber security, to argue for the securitisation of cyber-

space is practically a truism.

!> Hansen & Nissenbaum (2009), p. 1155.
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The current debate on cyberspace and cyber security can be roughly divided into three
strains where arguments, predominantly, centre around: 1) the imminent threat emerging
from cyberspace, e.g. in the form of cyber war or cyber terrorism with both government
officials, politicians, private companies, and scholars alike warning of the risk of poten-
tially devastating cyber attacks against critical infrastructures, upon which modern liberal
societies inherently rely; 2) the inflation of the threat from cyberspace, with especially
scholars like Brito and Watkins'®, as well as Rid'” warning of the dangers of threat infla-
tion, and arguing that actual cyber war as well as lethal acts of cyber terrorism are highly
unlikely, considering the significant level of resources and specific intelligence required to
develop and deploy a potentially destructive cyber weapon against just one secured tar-
get'®; and 3) concerns for civil liberties in the face of increased government surveillance
and control of the Internet, which were exacerbates following the revelations by Snowden
concerning US surveillance programmes, including PRISM. Underlying all three strains of
argument are discussions about which actors are being empowered in cyberspace and what
role the state is playing: is the state becoming obsolete or gaining more control through
cyberspace? Here, scholars like Salhi argue that state authority in cyberspace is not a mat-
ter of either/or; rather, state control should be measured by degree."” Cyberspace, he ar-
gues, may be borderless, the location from which cyberspace is accessed, however, is not.
Individual access to cyberspace depends on the state from which cyberspace is sought ac-

cessed, whereby state authority is rendered central.*’

The fact that cyberspace has been securitised — justifiably or not — and that states are
scrambling to gain control of cyberspace is widely accepted within this debate, if not tak-
en for granted. In connection with this and perhaps as a direct consequence, an explicit
discussion as to what cyber security actually entails, as argued by Hansen and Nissen-

baum, has been largely omitted within current Security Studies.’

' Brito & Watkins (2011), pp. 1-39.

7 Rid (2012), pp. 5-32.

' Ibid. pp. 27-29.

' Salhi (2009), p. 211.

* Ibid. p. 211.

*! Hansen and Nissenbaum (2009), p. 1156.

10



The Hybrid in the Cloud

Applying the Copenhagen School of securitisation theory, Hansen and Nissenbaum aim to
identify and situate cyber security as a distinct security sector.” To successfully coin cy-
berspace as an issue of security, i.e. an issue potentially subject to an existential threat,
they argue, has significant political consequences in the sense that it consequently allows
for exceptional measures in the name of its protection.

Hansen and Nissenbaum identify three security modalities, the acuteness and in-
terplay between which are specific to the cyber security sector.”® The first modality is %y-
persecuritisation’, denoting the way in which the discourse on cyber security is centred on
inflated, often unrealised, disaster scenarios involving cascading threats and multiple di-
mensions of society, simultaneously. The imagery of disasters in rapid succession com-
bined with the fact that very few of these disaster scenarios have ever happened generates
a distinct equivocacy of cyber security. The second modality, ‘everyday security practic-
es’, refers to how actors capable of securitising, mobilise individuals’ lived experiences,
linking them to components of the disaster scenarios to make the hypersecuritisations ap-
pear more credible and, as a consequence, make individuals more invested in the protec-
tion of network security. The mere utterance of security is not sufficient to securitise and
issue. Rather, it is has to be accepted by the relevant audience as an object subject to a se-
vere threat and in urgent need of protection. More importantly, however, with the securiti-
sation of everyday life, the individual is constituted as a potential threat or liability due to
either simple carelessness, or inadvertence, or intentional malice. ‘Technification’, as the
last modality, refers to the technical expertise required to operate within the area of com-
puter security. The largely hypothetical nature of a range of cyber threats as well as the
pace of technological developments and resulting new means for attack, serve to warrant
the authority and legitimacy of technical, expert knowledge. The concurrence of technifi-
cation and securitisation within cyber security discourse serves to depoliticise the issue, as
the political foundation of the securitisation come to be concealed through technical dis-
course. It is this move, Hansen and Nissenbaum argue, which makes cyber securitisations

markedly powerful **

* Hansen and Nissenbaum (2009), p. 1157.
2 Ibid. p. 1163.
* Ibid. p. 1172.

11
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Although Hansen and Nissenbaum argue for the presence of multiple discourses in contes-
tation, they argue for the distinct way in which the referent objects of the cyber security
sector, namely the network and the individual, are all connected to one entity, namely na-
tional and state security. The competition and struggle disappears. Consequently, they fail
to capture the contestation and multiple discourses as they actually set out to do. Moreo-
ver, and as a result, this leads Hansen and Nissenbaum to completely fail to address the
distinctive role of the private sector in the securitisation of cyberspace. This is because the
concept of security, within the framework of the Copenhagen School, cannot be detached
from state security.” As Buzan, Waver and de Wilde argue ‘/sjecurity is an arena of
competing actors, but it is a biased one in which the state is generally privileged as the
actor historically endowed with security tasks and most adequately structured for this
purpose. *® Whilst there is indeed truth in this statement, in the case of cyber security,
however, the state is not the actor traditionally in control and may not be the most “ade-
quately structured” for the provision of security within this domain. This is exactly where
the sector of cyber security differs from other security sectors. We cannot assume a state-
centric securitisation in this environment.

Intrinsic to any concept, however, Waver argues, is a tradition, and a set of prac-
tices and connotations that are well established and from which a particular concept can-
not be dissociated. This tradition, this history, is one of security understood in terms of
conflicts and power politics between states as well as concerns of state sovereignty, i.e.
the concept of security is state-centric. That is, although the concept can be linked to polit-
ical processes and dynamics separate from the state per se, the concept of security cannot
be separated from concerns of state security. In securitising certain issues, the state can
exercise its ‘exceptional right’ and thereby obtain command of them.>’ To Weever, what is
essential when rethinking the concept of security is to assess the ways in which the tradi-
tional issues of threat, national security, and sovereignty transform under new circum-
stances, as well as the way in which states invoke these issues to gain control of sectors of

society, which do not necessarily pertain to military issues.*®

2 Waever (1998).

*® Buzan, Waever and de Wilde. 1998, pp. 36-37.
2T Waever (1998)

¥ Ibid.
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Whilst this theoretical insight may indeed be of value when analysing the efforts made by
states to gain control of cyberspace, aspects of security privatisation and the relation be-
tween public and private cannot be neglected as a consequence of an exclusive focus on

state security.

However, critical, when examining matters relating to cyberspace is to focus neither en-
tirely on private actors nor solely on state actors. As Eriksson and Giacomello argue, no
single actor or type of actor enjoys complete authority in cyberspace, and private and pub-
lic authority often overlaps. >’ The degree of authority and the significance of public and
private actors vary across countries and dimensions of cyberspace.*

By much the same token, Dunn Cavelty argues that control in cyberspace should
be conceptualised rather as an intricate web of governance structures formed by multiple,
diverse actors engaging in activities in cyberspace. In an article focusing on control in cy-
berspace in relation to security threats to critical information infrastructures, Dunn Cavelty
consequently argues that a focus on public-private relations is central to capture how secu-
rity as well as the responsibility to provide security in and of cyberspace is indeed distrib-
uted between a variety of both public and private actors.’' States, she argues, cannot pro-
vide security on their own and are required to share this responsibility with private actors
possessing the necessary technical skills and often owning and operating the critical in-
formation infrastructure, which the state aims to secure. This is exactly the case in relation
to cloud computing. In this environment, the state is in need of private actors in order to
provide security for its own citizens, a task, which has traditionally been the fundamental
responsibility of the nation state. Accordingly, states are increasingly seeking to integrate
private actors in public-private partnerships to ensure critical infrastructure protection.
Reaching consensus on the nature and/or existence of a given threat and what security and
control measures are necessary to counter it, however, is difficult to reach, both between
public and private actors as well as between government agencies — all in competition to

define the nature of the problem at hand and hence the resulting policies to counter it.

%% Eriksson and Giacomello (2009), p. 207.
0 Ibid. p. 207.
*! Dunn Cavelty (2009), p. 217.
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Specifically, struggles persist over whose security is at stake: the state as whole, the indi-

vidual, or a technical system? **

Whilst arguing convincingly for the importance of scrutinising public-private relations
when analysing phenomena related to cyber security, Dunn Cavelty does not fully engage
the nature of this relation and effectively treats the public and the private as entirely sepa-
rate entities. Yet, In an article on US national intelligence, Leander warns of this exact dis-
tinction, arguing that it may risk obscuring and/or reproducing the power relations in-
volved in the conjunction of public and private, and that what prevails in the case of US
national intelligence is rather an obscure yet powerful form of public-private hybrid.”
This hybrid is characterised by instances where logics and actors, traditionally considered
distinctly public or distinctly private, overlap and become intertwined because in this hy-
brid, Leander contends, ‘...the actors, their activities, their purposes, and their applicable
rules and regulations turn out to be public and private simultaneously. ** It is in refusing
to accept the public/private divide as given that it will be possible to discern the effects of
the overlapping and sometimes contradictory practices and logics resulting from this hy-
bridity. In the following section, the importance of breaking down established dichotomies
will be further explicated.

Feeding into this line of argument, however, Bauman, Bigo, Esteves, Guild, Jabri,
Lyon and Walker have written a very comprehensive article on the impact of cyber mass
surveillance on issues like national security, human rights, democracy, obedience and sub-
jectivity, arguing that practices of cyber mass surveillance are carried out by networks of
US and European actors that ‘...are not only transnational but also hybrids between pub-

?> The mechanism, through which a large bulk of the data is col-

lic and private actors.
lected by intelligence services and the like, they argue, is exactly the cloud, where private
companies store immense quantities of very precise data.’® What this thesis will eventual-
ly demonstrate is that this public/private hybrid not only prevails in relation to mass sur-
veillance in the cloud but within several aspects of cloud computing ranging from regula-

tion to activities providing security in and of the cloud.

32 Dunn Cavelty (2009), p. 218.

* Leander in Best & Gheciu (2014), pp. 197-220.
** Ibid. p. 199.

*> Bauman et al. (2014), p.123.

% Ibid. p.123.
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Hybridity, however, does not necessarily mean consensus and cooperation. Returning to
Dunn Cavelty, it is important to note that according to her, although subject to struggle
and competing interests, the solution on how to respond to a given threat is eventually
found through consensus between the actors involved. However, in doing so, Dunn
Cavelty omits to address the resistance of actors. More often than not there is not such
thing as consensus between competing actors. Rather, a given solution and its effects are
the products of resistance and of the power struggles between the actors involved. It is not
consensus-based and it is not the strategy of someone or someone’s speech act. In assum-
ing consensus, one risks simply reproducing dominant structures to which resistance may
indeed exist. As the following section will argue, what is important when attempting to
understand the relations between actors in cyberspace is to uncover the relations of com-
petition, resistance and hybridity and lastly the hierarchies produced hereof. Consequent-
ly, whilst largely agreeing with Dunn Cavelty on her arguments on the complexity of cy-
berspace and the need to understand the relations between public and private actors in this
context, Dunn Cavelty does not fully engage the issue of struggle and resistance nor of the
entanglement of public and private actors in securing cyberspace and what the actual ef-

fects of this are. This argument will be further explicated in the following section.

As evidenced in this section, aspects of public/private hybridity and the role of private
companies are not thoroughly developed in large parts of the cyber security literature,
primarily owing to narrow discussions on state-to-state relations, the destructiveness of
cyber attacks, and the potential for cyber war. Even Hansen and Nissenbaum, who claim
as one of their objectives to expose the multiple discourses operating in the securitisation
of cyberspace, fail to address the role of companies and the relationship between public
and private in providing security in cyberspace. One issue lies in their conception of secu-
rity, where the discursive proclamations of urgency as well as the justification of excep-
tional measures, ultimately in the name of state security, are central. However, as shall be
explicated in the following section, when adopting the theoretical framework of Bourdieu,
what comes to matter when scrutinising aspects of security, in this case cyber security, is
not the exceptional but rather the every-day practices of a range of actors, appearing natu-
ral, even taken for granted, yet determining the normalised security for some and insecuri-

ty for others.

15
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This approach to the concept of security will prove central when uncovering the practices
of central actors involved in cloud computing, the relations between them, and the mani-

festations and effects hereof.

2.2. The field and habitus

In order to capture the practices of the actors, in particular the companies, involved in Eu-
ropean cloud computing and the resulting manifestations and effects, this thesis will make
use of a theoretical framework anchored in the work of Pierre Bourdieu with field and

habitus as central concepts.

According to Bourdieu, the social world is structured into social spheres, within which
distinct logics and rules of the game prevail.”’ Field and habitus are concepts that can be
applied as means to uncover the taken-for-granted logics within a field and the relations of
power rooted in these logics. A field denotes a specific sphere of social interaction organ-
ised around a certain issue, which is considered of central importance and each field is
characterised by particular practices and shared understandings of the world as well as
specific understandings of what constitutes capital, i.e. a source of power. On the basis of
their capital, some actors are able to shape these shared understandings and make them
appear everyday-like and normal. This ability is denoted as symbolic power. As the prac-
tices and understandings come to appear everyday-like and taken-for-granted, the resulting
relations of power seem natural or even invisible. As a result, power is concealed and re-
sistance is reduced, thus sustaining the field.”® It is the aim of this thesis to uncover such
taken-for-granted logics and relations of power in order to determine their manifestations
and effects within the European field of cloud computing.

Like a magnet, the field attracts actors with interests that are pertinent within that
field. Every actor participating in the field, whether actively or unknowingly, is subject to
the dominating structures of the field, i.e. the taken-for-granted logics and rules of the
game. A field, however, is never static. Rather, it is a dynamic, constantly changing sphere

of interaction, where struggle, resistance, and competition between actors prevail.

37 The remainder of this section on the theoretical framework of Pierre Bourdieu is based on Leander in
Denemark (2007), pp. 3255-3270.
¥ Note here, that resistance is reduced but never eliminated.
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The rules of the game within a field as well as the relative value of various types of capital
are constantly subjects of strategic struggles between actors, aiming to advance their posi-
tions within the field. Based on their capital, each actor operates and engages in power
struggles from a specific position within the field and with specific understandings of the
world. However, each individual actor does not determine this position, its own interests
or how to advance these. These are determined by their habitus — i.e. their dispositions —
and the field is the overarching mechanism structuring interactions between actors. In their
competition to advance their own positions within the field, actors effectively struggle
over the boundaries of the field by attempting to draw capital from other fields. This is
because fields do not exist independently from each other; rather, they exist in context and
the relative value of capital within each field and hence the relative position of each field
is constantly an object of struggle. Hence, fields — like actors participating within each
field — come to be hierarchically organised. This hierarchy too is in a constant state of
flux. It is important to note this, as the ensuing analyses will only be able to provide a
snapshot of the field of European cloud computing and the fields organised around it. This

issue and ways to ameliorate it will be addressed in the methodology chapter.

Habitus results from the accumulated positions and dispositions of actors across fields
whilst at the same time reproducing and shaping these positions and dispositions. Habitus
is thus created in context, materials, through language, etc. Habitus is, however, neither
the result of free will nor determined solely by structures, yet it constantly conditions and
shapes actors’ actions and ways of thinking. In this sense, habitus is reflected in actors’
taken-for-granted understandings, attitudes, and ways of acting. Having said that, habitus
is not to be confused with the concepts socialisation or internalisation. These are too in-
teractionist. The concept of habitus emphasises contexts rather than social interaction.
Although habitus reflects all experience, it is partly field specific in the sense that
it embodies and reproduces the rules and discourses prevailing in a particular field. Hence,
actors moving between fields will need to adapt to the established rules within the new
field if not to loose out in the struggle to gain position. Bourdieu, terms this initial malad-

justment as hysteresis.
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This particular point will prove important when analysing the way in which actors origi-
nally belonging within the field of national security make the transition into a field tradi-
tionally dominated by companies whose interests revolve around the optimisation of busi-
ness models to maximise profits and not necessarily the provision of security, although
one does not necessarily rule out the other. Moreover, a related question to be addressed is
whether and/or what security logics are beginning to permeate the field with the entrance
of professionals of security and what consequences this may have to the sabitus within the
field. To these issues, the thesis shall return. For now, it will suffice to simply place em-
phasis on the field-specificity of habitus and how habitus determines practices within a
field, including the practices of the actors at the bottom of the social hierarchy. Habitus is
what sustains the hierarchies and relations of power. At the bottom of the hierarchy within
a field, are the individuals who are rendered victims of the prevailing rules of the game.
However, their habitus too contributes to sustain these rules, and the targets are thus al-
ways complicit in the symbolic violence done to them. Hence, a central task of this thesis
will be to make explicit the way in which some actors within the European field of cloud
computing are rendered victims of the prevailing practices and how this position is con-

tinuously sustained.

As is becoming evident on account of the above considerations, what further aids in un-
covering the power relations and hierarchies within the European field of cloud computing
is the way in which Bourdieu’s notions of field and Aabitus function to break down di-
chotomies that have traditionally been taken for granted such as structure/agency and ma-
terial/ideational. In arguing for habitus to be constituted through accumulated positions
and dispositions of actors across fields whilst at the same time reproducing and shaping
these positions and dispositions, habitus becomes a ‘structuring structure’,”’ and structure
is thus placed at the agency level, breaking down the structure/agency dichotomy. Realis-
ing this serves to make explicit that the field effects do not result from the conscious strat-
egy of some all-powerful actor or from an alliance or consensus between actors. It is not a
plot. Rather, the field effects result from the struggles and competition between actors as
well as the points of convergence amongst them — all this on the basis of their habitus. It is

not a conspiracy and it is not a system that is set up consciously.

%% Leander in Denemark (2007), p. 3257.
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The task in the ensuing analyses is therefore to expose the competition between actors and
uncover the sources of capital within the European field of cloud computing, which actors
are considered to possess this capital and who are not, how they each advance their own
capital and position as well as the way in which these actors relate to each other.
Moreover, in breaking down dichotomies, this approach will move focus from the
state-centric assumptions still dominating analyses within International Relations onto the
wider spectrum of actors, be they public or private, and allow for analysis of instances
where logics and actors of public and private seem to overlap and become intertwined.
This is essential since we cannot, in a field traditionally dominated by private actors as-
sume state authority and centrality. Neither can we assume the domination of private ac-
tors in a field where state actors are increasingly seeking control through an emphasis on
the seemingly ever-vanquishing notion of security. As we shall see, public and private ac-
tors are in close cooperation on matters of cloud computing. Insisting on the orderly dis-
tinction between public and private is thus inutile, at best, whilst, at worst, it risks obscur-
ing and/or reproducing the power relations involved in the conjunction of public and pri-

vate.

Consequently, what this approach will facilitate is an analysis that breaks down estab-
lished dichotomies and uncovers the taken-for-granted and everyday practices of actors
operating within the European field of cloud computing in order to expose the concealed
relations of power and domination prevailing within. It is by uncovering these field effects
— i.e. the manifestations and effects of the practices of actors operating within and across
fields — that it will be possible to assess what hierarchies are reproduced in the field
through the positions and dispositions practices within result in. In short, applying Bour-
dieu’s concepts of field and habitus will allow for an analysis capturing power relations

prevailing within the European field of cloud computing and the hierarchies they produce.
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2.3. (In)securitisation and the everyday practices of cyber security professionals
When addressing any issue related to security, however, it is important to recognise the
fluidity of the concept, security. Drawing on the work of Bourdieu and other insights form
political sociology and political theory, scholars of the Paris School* of security studies,
argue for a governmental rationality of security and the existence of security fields domi-
nated by security professionals engaging in the political construction of security.*'

As Bigo argues, ‘[aJny academic definition, which tries to stabilize the meaning of
security is either naive or politically motivated. ** What matters is the political act in argu-
ing for the prevalence of a given threat, i.e. how, by whom, against whom, and in whose
interest a threat is constructed as real. In attending to cyber security it is thus clear that
such a concept should not be treated as if it were an object with one core meaning; rather,
it is the result of processes involving practices of security.* Practices of security are ones
carried out by actors, invoking the term ‘security’ for their justification. ** Through these
practices, some issues are securitised whilst others are insecuritised. The term
(in)securitisation signals that security and insecurity are not opposites; the definition of

insecurity, i.e. the threat, is intrinsic to the definition of security.45

Drawing on the concepts of field and Aabitus, Bigo argues that these processes of securiti-
sation and insecuritisation operate through everyday practices and interactions of a range
of actors in permanent competition to define that, which is worthy of protection, and that,
which, in opposition, can be constituted as the abnormal — as the threat.*® This focus on
everyday practices is in direct opposition to scholars of the Copenhagen School who view

securitisation as an exceptional discursive act.

0 There are not necessarily clear-cut divisions between the different schools of thought within security stud-
ies; rather, the different theories deemed to pertain to the respective schools do overlap in certain respects
and the division of these theories into distinct schools can be misleading. Nevertheless, this section will,
treat the Copenhagen School and the Paris School as distinct theoretical frameworks in order to argue for the
way in which the two strands of thought diverge and why use will be made of theory from the Paris School
rather than the Copenhagen School.

' C.A.S.E. Collective (2006), pp. 448-449.

2 Bigo (2013), p. 126.

* Ibid. p. 124.

* Ibid. p. 124.

4 Balzacq, Basaran, Bigo, Guittet & Olsson (2010), p. 2.

% Bigo (2013), pp. 124-126.
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However, what the application of field and habitus makes possible is to uncover the rou-
tine of security practices and the way in which security becomes the result of everyday
practices (discursive and non-discursive) of security professionals in competition with
each other as well as the conditions in society rendering certain securitising practices pos-
sible. The actors are striving to shape what is meant by security in order to render legiti-
mate and demanded, their specific practices and their specific capital. In this process, lines
are being drawn between the secure, the “normal”, and the insecure, the source of fear, the
“abnormal”, i.e. that which is to be controlled or governed.*” Accordingly, this process is
inherently political; it is a means of governmentality. It is for this reason that the very no-
tion of security must be questioned when theorising cyber security.

The actors in question are termed ‘security professionals’ because they attempt to
monopolise the definition of the source of fear as well as that, which is necessary to com-
bat this fear, by invoking their expert knowledge of security.”® They do so in order to gain
better standing in the power struggles prevailing between actors operating within a partic-
ular field.* Security is the product of their struggles as well as their points of conver-

gence.

Hence, what is important is not only to uncover the relations of power and struggle within
the field and the systems of meaning, i.e. the routinized, taken for granted practices, gen-
erated in this process, but the kind of securitisation that eventually results from these rela-
tions. What/whom is seen to constitute a source of fear, what/whom is worthy of protec-
tion, and how is this protection best provided and by whom? Who gets to speak of issues
of cyber security in relation to cloud computing, and who does not? The answers to these
questions may be entirely different from answers found in more traditional analyses fall-
ing within the framework of the Paris School of security studies, because the dominant
actors involved may not consider security related aspects of cloud computing as their pri-
mary interest. Nevertheless, for reasons outlined above, the concept of security will have

to be scrutinised.

7 C.A.S.E. Collective (2006), p. 457.
48 Balzacq, Basaran, Bigo, Guittet & Olsson (2010), p. 6.
* Ibid. pp. 3-7.
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Chapter 3. Methodology

Undertaking an analysis based on the theoretical framework outlined in the previous chap-
ter requires a specific methodological approach. The consistency of the conclusions
reached in this thesis depends on a concurrence between the methods applied and the theo-
retical foundation of the thesis. Essential is to achieve coherence between the questions
posed, the type of explanation, as well as how and why such an explanation may generate
valid scientific knowledge on specific subject. The aim of this chapter is therefore to ex-
plicate the relationship between theory and method, and thus how the theoretical frame-
work shall be operationalized. On this basis it will be possible to argue for the way in
which this thesis can contribute to the generation of knowledge on the manifestations and
effects of the practices in the European field of cloud computing. Inevitably, the methods
applied will entail some shortfalls. These too will be explicated and sought amended to the

greatest extent possible.

3.1. Explanatory programme

The central aim of this thesis is to uncover the main prevailing practices and taken-for-
granted logics of central actors operating within (and across) the European field of cloud
computing and the relationship between them in order to assess what hierarchies are pro-
duced and reproduced in the field as a result. This aim of explanation entails a certain un-
derstanding of what qualifies as an adequate explanation of phenomena in the world,
whereby a valid explanation is considered one that succeeds in making a complex phe-
nomenon comprehensible by translating that particular phenomenon into common-sense
lines of reasoning.’’ This type of explanation is categorised, by Abbott, as the semantic
explanatory programme, where the central objective of explanation is argued to be the re-
duction of the complexity of the given phenomena under investigation.”' By making intel-
ligible the manifestations and effects of the practices that appear everyday-like and taken-
for-granted, the complexity of the field is reduced and it becomes possible to understand
the relations of power and what hierarchies are produced in the field of European cloud

computing.

3% Abbott (2004) p. 9.
! bid. p. 9.
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However, this approach does not make for an explanation that allows for an intervention
into the functioning of the field.”> It may be possible to identify the field effects but it is
not possible to actively change them. Nor is it possible to account for exactly how they
have changed or may change. To intervene into the functioning of a field and change a
given phenomenon requires the prior identification of the necessary cause of that phenom-
enon, i.e. it has to be possible to predict phenomena in the social world on the basis of
constant conjunctions. To put it simply: if ‘a’ is identified as a necessary cause for ‘b’
(when ‘a’ then ‘b’), then ‘b’ can be predicted on the basis of ‘a’, and it is therefore possi-
ble to intervene in the phenomenon that is ‘b’ by manipulating ‘a’. There are, however, as
Lebow argues, no such constant conjunctions in the social world.>® Social reality is differ-
entiated and open ended, he argues. To the extent that they do exist, it is on so abstract a
level that it has little, if any, explanatory value when the phenomenon under investigation
is a specific field, characterised by distinct logics and rules of the game. This is not to ar-
gue that all arguments based on constant conjunctions take a form as simple as that of lin-
ear causation (when ‘a’ then ‘b’) or that causal arguments have no value; rather, it is to
argue that such explanations have little relevance in a field, which, according to Bourdieu,
is never static. In this thesis the phenomena under investigation is a dynamic, constantly
changing sphere of interaction where struggle, resistance, and competition between actors
prevail. The relative position of actors operating within this field, the relations of power
between them, the systems of meaning prevailing within, as well as the position of each
field in relation to others is in a constant state of flux.>* Therefore, the analysis of the field
cannot be based on constant conjunctions.

This line of reasoning also renders impertinent reductionist explanations relying on
universalising moves that assume the ability to capture events in the world within one ab-
stract law. Recall here how habitus, according to Bourdieu, is largely field-specific. With-
in each field exist distinct logics and distinct rules of the game. Moreover, as Dunn
Cavelty argues, the complexity of cyberspace entails that reductionist explanations of cy-
berspace have little value; rather, analyses of cyberspace should focus on the characteris-

tics and peculiarities of one distinct issue, but across varying settings.”

32 Abbott (2004) p. 9.

>3 Lebow (2014) pp. 9-10.

>* Leander in Denemark (2007), p. 3257.
> Dunn Cavelty (2009), pp. 214-215.
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Hence, general arguments in the form of law-like explanations have no explanatory value
in this context. In short, this thesis is neither action oriented, nor does it strive to produce
some kind of formal knowledge; rather, the aim of this thesis is to reach an understanding

of how one specific field functions.

These discussions on the inability to predict social phenomena on the basis of constant
conjunctions and the relevance of general law-like explanations are rooted in arguments

on what constitutes valid scientific knowledge. To this, the follow section shall attend.

3.2. Big debate

As alluded to above, the arguments on the validity of certain types of explanation and sub-
sequently what kind of data is relevant and how this data can and should be collected and
analysed are essentially founded in specific understandings of the nature of reality, i.e. in
specific epistemological and ontological beliefs. That is, what are the units of knowledge
and how do we acquire knowledge about them? As a necessary basis for arguing how the
theoretical framework of this thesis can be operationalized is thus how and why the par-
ticular methods applied can capture reality. The question to be answered in this section is
thus why the methods of this thesis constitute scientific knowledge and how it may con-

tribute knowledge on the European field of cloud computing.

Underlying the above arguments against relying on prediction upon identified constant
conjunctions, is an interpretivist view of the world, whereby it is held that social life can-
not be decontextualized and measured; rather, things acquire meaning through interaction
and context.’® Recall, how habitus, according to Bourdieu is created in context, materials,
through language, etc., and thus results from the accumulated positions and dispositions of
actors across fields whilst at the same time reproducing and shaping these positions and
dispositions.’” To capture habitus the following chapters of this thesis are therefore con-
cerned with the uncovering and interpretation of the actors’ taken-for-granted understand-

ings, attitudes, and ways of acting.

%% Abbott (2004) p. 43.
7 Leander in Denemark (2007), pp. 3256-3258.
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Hence, in this thesis knowledge about the European field of cloud computing is achieved
through interpretation of interactions between variables in the context within which the
field exists, rather than through the identification of constant conjunctions.’® This insist-
ence on the importance of context and interpretation is not, however, to reject causal ar-
guments altogether. Rather, it is to be mindful of the drawbacks associated with causation,
especially when the object of analysis is the social world. In fact, the explanation of the
practices and their effects within the European field of cloud computing will require an
abstract analysis of actors’ practices and taken-for-granted logics and their effects on the
field. This is how the field effects may be uncovered. Simple narration cannot capture this.
Nevertheless, the analysis in the following chapter will make use of narration. The reason-
ing behind this will be covered later on in this chapter. For now, it is important to stress
that although causation is not rejected in this thesis, any causal arguments made will be
context-dependent and made on the basis of interpretation, not some universally measura-
ble observations.

Accordingly, it makes no sense to place an analysis of the European field of cloud
computing within a positivist framework since, habitus, being largely field-specific and
constructed through different positions and dispositions, cannot be extracted from context
and rendered subject to some universal measure. Neither can a specific field and the prac-
tices prevailing within. The knowledge produced in this thesis is situated, not universal.
Moreover, habitus places one additional demand on the researcher, since the researcher
too has a specific habitus according to which action and interaction will be interpreted.”
Interpretations of actors’ practices within a field will thus inevitably be distorted by the
researcher’s own habitus. This means that the only way to achieve any scientific validity
and to limit this distortion is for the researcher to constantly make obvious and be critical

of own interpretations made.® In other words, the analysis has to be reflexive.
p y

Lastly, it is important to touch on the traditional debate on agency and structure. Recall,

how this dichotomy is precisely one that Bourdieu sought to break down by introducing

: 9 . 2 61
habitus as a “structuring structure”.

% Abbott (2004) p. 43.

%% Leander in Denemark (2007), p. 3258.
% Ibid. p. 3258.

! Ibid. p. 3257.
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Although this theoretical framework may appear structuralist at first, the rules of the game
within a field as well as the relative value of various types of capital are constantly sub-
jects of strategic struggles between actors attempting to advance their own position. How-
ever, each actor does not determine its position, its own interests or how to advance these.
These are determined by their habitus and the field is the overarching mechanism structur-
ing interactions between actors. In this sense, attempting to distinguish between choice
and constraint or agency and structure will not contribute toward producing relevant
knowledge on the European field of cloud computing and the hierarchies produced herein.
In this thesis, no ontological distinction will, therefore, be drawn between agency and

structure.

3.3. Methods

Capturing the reality described above, and thus making comprehensible the European field
of cloud computing, requires not only particular methods but also a particular timing of
the methods applied in order to refrain — to the greatest extent possible — from imposing a
self-invented structure onto the field. The collection and analysis of data will therefore be
organised so that the analysis of the field in its entirety will follow as the final step of the

enquiry, thus reducing the risk of conjuring up unfounded field effects.

Accordingly, as a first step in this analysis will be a brief account of the way in which cy-
berspace, although traditionally within the control of private corporations, has become of
increasing concern within security communities. The aim of this analysis is to provide a
first indication of the relations between public and private actors in relation to cyber secu-
rity. This will aid in the second step of the analysis, which will take the form of a mapping
of the positions of actors involved, aimed at uncovering what is considered to count as
capital in the field, which actors possess it, how the actors are positioned in relation to
each other and thus get a first grasp of the public-private relationship. This relationship
will be further exposed through an analysis of the practices and logics of the public and

private actors identified as central within the field.
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The aim is to uncover the manifestations and effects of the practices and logics otherwise
appearing normal and everyday-like in order to eventually make known the hierarchies
produced and sustained as a result. Below follows a more detailed account of the particu-

lar methods applied at the three main steps of the analysis.

3.3.1. Cyber security: private dominance & the return of the public

This analysis will take the form of a small-N, record-based analysis, centring on major,
high profile cyber attacks and the responses to these over time. Included in this analysis
will be media reports of the events, political statements, journal articles, as well as interna-
tional norms, regulation and institutions set up in the wake of major cyber attacks. Apply-
ing historical narration to account for the way in which cyberspace over the years has
come to the centre of attention within security communities and how private and public
actors have come to relate to each other is meant to serve as a means toward circumvent-
ing the inability of the semantic explanatory programme in accounting for change. More-
over, this analysis will give a first indication of the relationship between public and pri-
vate within the area of cyber security.

One of the central points of critique towards methods employing the explanatory
programme is that it provides no understanding of how things have changed or how they
may change in the future. Semantic explanations only allow for a snap shot of the given
phenomenon under investigation. In an analysis uncovering social hierarchies and repres-
sion, naturally, it is desirable to be capable of providing an account for how such hierar-
chies may change. Moreover, fields are in a constant state of flux as the relative strength
of the actors within a field may change and, as a result, the prevailing logics will change.
Yet, in social environments as complex as the European field of cloud computing, predic-
tion is simply impossible. Hence, the following analyses will only provide an atemporal

account of the European field of cloud computing.
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3.3.2. Mapping the positions of actors

As a starting point toward reaching an understanding of the field effects of the European
field of cloud computing, will be a mapping of the positions of actors operating within the
field in order to determine the relations between these actors, what counts as capital, and
which actors are deemed to possess it. The aim is to identify the central actors, the rela-
tionship between them, and what appear to be successful claims to authority. Having said
that, neither the time, nor the resources available for this thesis allow for an empirical

analysis as thorough as one required for a full-scale field analysis.

As a central piece in this mapping is a comprehensive, record-based empirical analysis
mapping the central public and private actors involved, including the EU institutional and
regulatory framework surrounding cloud computing. As a starting point of the analysis,
the most recent EU regulation pertaining to cloud computing will be examined. Of con-
cern when attempting to map the positions of actors within the field of European cloud
computing are not only the actors themselves and the apparent relations between them, but
also the laws and strategies regulating them. Not only will an investigation of these give
an indication as to which actors are endowed with authority through such regulations but it
will also serve as a means to identify which actors have taken part in their formulation and
must therefore occupy a central place within the field. Additional to the analysis of regula-
tion pertaining to cloud computing, the mapping of the actors involved will be done by
examining the relations between them, investigating whether some of the same actors ap-
pear across different, policy bodies, stakeholder groups, and expert groups, such as ENI-
SA’s ‘Permanent Stakeholders’ Group’, and the EC3’s group of partners, as well as how
and if the actors refer to each other. The logic of this analysis is that actors reappearing
across these different groups and bodies must possess recognised authority and thus occu-
py a central place within the field. The aim is therefore to identify which actors possess
authority, how actors confer authority onto others, and on what grounds. Doing so will aid
in determining what is considered a source of power within the field and thus what counts

as capital as well as which actors are deemed to possess it.
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This type of analysis may appear very manual and time consuming as opposed to an anal-
ysis making use of software to conduct the mapping. The strength of this type of analysis,
however, lies in the fact that it allows for the researcher to personally follow every step of
the analysis and every connection detected between the actors under investigation. This
aids the researcher in rendering this mapping subject to reflexivity and in being mindful of
the risk of imposing a false structure onto the field. Nevertheless, as already argued, any
researcher will have to accept some degree of theory dependence, mainly on the basis of
one’s own habitus, and a larger data set, which a software-based analysis would allow for,
could admittedly reduce this dependence. However, the closeness to the data achieved
through the more manual type of analysis allows for a very detailed and careful tracing of
the actors and the relations between them, which eventually aids in thoroughly compre-

hending the actors, their activities, their logics, and eventually the field in its entirety.

3.3.1. Uncovering practices and their effects

The findings of the above analysis, mapping the positions of actors within the field and
thus contributing toward an understanding of the relation between public and private, what
counts as capital in the European field of cloud computing, and who is deemed to possess
it, will function as the foundation upon which the following analysis will draw in uncover-
ing the practices and taken-for-granted logics prevailing within the field as well as their
effects and manifestations otherwise appearing normal and everyday-like. The aim is to

eventually expose the hierarchies produced and sustained as a result.

In order to uncover what practices are dominant, the method applied in this analysis will
be a small-N analysis applied to data from websites of actors identified as central within
the field as well as formal EU records. These include, amongst others, the websites of the
European Cybercrime Centre (EC3), the European Network and Information Security
Agency (ENISA), Microsoft, and IBM, as well as records such as the NIS Directive and
the Commission’s strategy on cloud computing, ‘Unleashing the potential of Cloud Com-

puting in Europe’.
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Conducting this small-N analysis will allow for the retainment of a substantial amount of
information from each record and website whilst comparing the practices identified to
search for more general patterns.®

The analysis will comprise an examination and comparison of the discourses ap-
plied by these actors as well as their activities and the proclaimed purposes of these activi-
ties. Comparing practices, including discourses, across actors operating within the Euro-
pean field of cloud computing will contribute toward making intelligible the prevailing
practices and taken-for-granted logics dominating the field. The logic is that by uncover-
ing these practices and systems of meaning appearing everyday-like and taken for granted
in this field it becomes possible to capture their manifestations and effects, and the hierar-
chies that are (re-)produced as a result. The aim is to make explicit the way in which some
actors are rendered victims of the prevailing practices and how this position is constantly
sustained. Importantly, in doing so, it is not solely the practices of the actors appearing
central in the field, which should be analysed; rather, it is essential to also investigate
which actors appear less “prominent” and ponder the question as to who does not speak?
That is, which actors are left without a voice in the European field of cloud computing?
Which actors appear to be missing? It is essential to ask these questions as a means to lay
bare the hierarchy produced through the practices in the field and to refrain from repro-

ducing the hierarchies and taken-for-granted logics rather than exposing them.

3.4. Heuristic

The aim with this methodological approach, breaking down classical dichotomies and in-
troducing a temporal as well as an abstract analysis within a largely semantic explanatory
programme, is to open up the debate and the methods applied and thus facilitate a more
critical and reflexive enquiry into the workings of the European field of cloud computing.
This approach will not, however, contribute a means to change the effects of these work-

ings.

62 Abbott (2004) p. 22
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Nevertheless, the approach of this thesis will contribute toward the generation of a deeper
understanding of an aspect of cyber security and the relations of power and hierarchies
and produced within the European field of cloud computing, through its focus on one spe-
cific issue within cyber security, namely cloud computing, and will not attempt at reduc-

tionist explanations of a field as complex as cyberspace.
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Chapter 4. Cyber security: private dominance & the return of the public

The rules of the game and the relative value of different sources of capital are constantly
subjects of strategic struggles between actors in the field. So far, however, the thesis has
largely assumed that private corporations have traditionally been in control of cyberspace
and that states are now struggling to gain authority within this field. Before moving on to
an analysis of the field and practices of cyber security in relation to cloud computing, the
task of this chapter is therefore to illustrate how private companies have been in control
from the beginning and how the public is returning or even expanding within cyberspace.
More importantly, doing so will aid as a first step in getting a grasp of the relation be-
tween public and private. This analysis is conducted primarily by examining a range of

cyber attacks and the responses to these over time.

Since the invention of the Internet by the US military in the 1960s, cyberspace has largely
been under the control of and shaped by private actors.”® Indeed, then-President Clinton
encouraged the private sector to take the lead in the development of cyberspace, arguing
that government regulation of cyberspace should be avoided.”* Yet, since the Internet is
composed of multiple interconnected networks and multiple dimensions, is its impossible
for one single actor — or type of actor — to exert absolute control over the Internet.®> How-
ever, by the end of the Cold War, the idea that cyberspace may constitute a threat to na-
tional security began to materialise, particularly within political discussions in the US.%
As early as 1993, John Arquilla and David Ronfeldt of the RAND Corporation declared
that “[c]yberwar is coming!®’ A few years later, politicians, the media, and private com-
panies raised concerns over the risk of “electronic Pearl Harbours”.°® Soon after that the
first cyber security policy agendas were drafted.

Despite the “doomsday-character” of these cyber war scenarios, cyber attacks, in-
cluding carefully targeted cyber attacks, have indeed become more and more normal in

situations of political dispute and violent conflict.*®

% Dunn Cavelty (2008) p. 30.

%% Eriksson and Giacomello (2009), p. 212.
% Ibid. p. 207.

% Hansen and Nissenbaum (2009), p. 1155.
%7 Arquilla and Ronfeldt (1993), p. 141.

% Hansen and Nissenbaum (2009), p. 1155.
% Dunn Cavelty (2015), p. 83.
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One of the most well-know cyber attacks is the attack on Estonia in late April and early
May 2007, in response to the government’s removal of a Russian World War II memorial
statue from the centre of Tallinn just two weeks prior to 9 May, a historic day for Rus-
sians, marking the Russian victory against Nazi Germany.’® Russia and the large Russian-
speaking minority in Estonia considered this a grave offence. Apart from violent street
riots in Tallinn, the removal of the statue triggered a large wave of online attacks on pub-
lic as well as private institutions in Estonia, peaking on 9 May, and lasting for almost three
weeks in total. Starting as simple low-technology attacks such as ping floods and denial-
of-service attacks, the attacks gradually grew more sophisticated and coordinated, employ-
ing botnets to dramatically increase the quantity of distributed denial-of-service attacks
(DDoS).”" Although Estonia suffered the — at the time — most severe DDoS attack ever,
the effects of the attack remained minor and, as opposed to the street riots, had no violent
consequences. Still, however, Estonian government officials were quick to compare the
attacks with acts of warfare, describing the launch of the DDoS attack as ‘a gathering of
botnets like a gathering of armies’,’* and the Estonian government did in fact succeed in
having the attack designated as an act of cyber warfare”. This notwithstanding that Esto-
nia was never able to prove who was behind the attacks and had to retract statements
claiming the Russian government as the perpetrator due to lack of evidence.”* Moreover,
even though the Estonian government never succeeded in extending Article 5 of the North
Atlantic Treaty to cover the cyber attack, it did manage to have NATO establish the Co-
operative Cyber Defence Centre of Excellence in Tallinn in the wake of the attack.”
Along with the Centre, NATO created the Cyber Defence Management Authority tasked
with coordinating the NATO-response in the case of cyber attacks against a member state

or the organisation itself, signalling that NATO too considers critical the cyber threat.”

" On the cyber attack in Estonia: Rid (2012), pp. 11-13

"T'Rid (2012), pp. 11-12.

> Tim Espiner, ‘Estonia’s cyberattacks: lessons learned, a year on’, ZDNet UK, 1 May 2008. As quoted in
Rid (2012) p. 12.

7 T will not go into the discussion as to why — to be perfectly frank — it appears irreverent to call the cyber
attack in Estonia an instance of war. However, for an insightful and well-argued critique on the popular clas-
sification of cyber attacks as the one in Estonia as acts of warfare, see ‘Cyber War Will Not Take Place’ by
Thomas Rid.

" Rid (2012), p. 12.

” Ibid. p. 12.

7® Center for Strategic and International Studies: http://csis.org/blog/nato-and-cyber-defense-brief-overview-
and-recent-events
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Just one year later, another cyber attack occurred against a sovereign state, rendering pro-
ponents of the advent of cyber war increasingly outspoken. This attack took place in the
context of the brief war between Georgia and Russia in August 2008, following the terri-
torial dispute over South Ossetia.”’ The cyber attack, which started a few days prior to the
military conflict, comprised three different kinds of attack: defacement of websites such as
that of the Georgian ministry of foreign affairs and the national bank; denial-of-service
attacks against public as well as private institutions and news media; and the distribution
of malicious software designed to permit increased access for the attackers and to augment
the amount of attacks.” In this case, too, the effects of the cyber attack were minor and
non-violent. The most severe attacks comprise a denial-of-service attack of about six
hours and a defacement of Georgian president Saakashvili’s website with images compar-
ing the president with Adolf Hitler.”” Nevertheless, the cyber attack on Georgia was, as
was the case with Estonia, swathed in warlike rhetoric by the Georgian government as
well as the international press. Once more, Russian authorities were accused of perpetrat-
ing the attack, but again no conclusive evidence was found to support the accusation.
What this cyber attack and the events around it serve to illustrate is that, once
again, cyber space has become a matter of national security and that states are increasingly
involved in cyber aggression. What is important to note in this case, however, is that the
Georgian government had recourse to Google for limiting the damaging effects of the
cyber attack.®’® The denial of service attacks against government websites significantly
hampered the government’s ability to communicate its troubles and seek aid from the out-
side world. With the permission of Google, the Ministry of Foreign Affairs was able to
establish a weblog on the company’s online blogging platform, ‘Blogger’, to communicate

internationally.®'

7 On the cyber attack in Georgia: Rid (2012), pp. 13-14.
" Rid (2012), p. 13-14.

" Ibid. p. 13.

* Ibid. p. 14.

1 Ibid. p. 14.
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The case of Georgia serves to illustrate how a sovereign state may be dependent on a pri-
vate company to reattain its security. Moreover, in relation to critical infrastructure protec-
tion in and from cyberspace, states are increasingly dependent upon private companies
owing to the fact that private companies own and control large parts of a state’s critical
infrastructure.®” Having said that, cyber attacks are also often directed against private
companies, which in some cases render the companies reliant on the aid of states to coun-
ter the attack.® The examples above are all of cyber attacks directed against states and —
supposedly - perpetrated by states. However, the number of so-called ‘Mega-Hacks’
against private corporations has dramatically increased since 2004.** The aim of these at-
tacks is normally to appropriate large amounts of data such as credit card information or
consumer records. Of significant Mega-Hacks can be mentioned attacks against Boeing
and the US Transportation Command.® Such cyber attacks, however, although directed
against private corporations and presumably with criminal motivations, may still be
deemed a threat to national security since a range of private companies are in charge of
infrastructures critical to the functioning of modern, Western societies.*

This complex interdependence as well as the rise in (supposedly) state-led cyber
attacks has led states to negotiate norms aimed at minimising and regulating aggression in
and through cyberspace, and in the EU, the UN, and NATO, states have agreed to extend
International Humanitarian Law to cover cyber operations.®’ Regarding the use of infor-
mation and communication technology in the context of conflict and in recognition of the
escalatory potential on conflicts of such technologies, states have established Transparen-
cy and Confidence-Building Measures (henceforth TCBMs) through the OSCE in Decem-
ber 2013.*® The OSCE measures are voluntary and allow mainly for the exchange of in-
formation, since notification and observation measures are not incorporated in the

measurcs.

%2 Dunn Cavelty (2009), pp. 216-217.

%3 An example is the ATP (advanced persistent threat) attack directed at a Danish company and some of its
clients in 2014-2015, where the company had to ask for the assistance of the Centre for Cyber Security (part
of the Danish Defence Intelligence Service) to counter the threat and help restore security. For more infor-
mation, see the report on the incident published by the Centre for Cyber Security: ‘King of Phantom — bag-
dor til hovedmalet’, January 2016.

* Dunn Cavelty (2015), pp. 87-88.

 Ibid. p. 87.

% Ibid. p. 87.

7 Ibid. pp. 90-91.

% Ibid. pp. 90-91.
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More importantly, however, the ‘Tallinn Manual on the International Law Applicable to
Cyber Warfare’, confirms the applicability of the concept of state sovereignty and related
international principles in relation to actions in and through cyber space.*” Several inter-

governmental bodies back this claim.”

It is clear that the number of cyber attacks against both governmental and private targets
have increased substantially over the past two decades, and the actors involved in perpe-
trating the attacks are not limited to governments but include private companies, activists,
criminals, and terrorists as well. For years, insecurity in and through cyberspace has thus
taken a significant place in political debate. Recently, however, the debate has become
increasingly state centred stressing how more and more states are using cyberspace as a
strategic tool in inter-state relations, the potential for cyber conflicts between states to es-
calate, as well as the risk of cyber terrorism.”’ Cyberspace is now unquestionably linked to
national security. This reinforces the sentiment that cyberspace cannot be left to private
actors. Yet, private actors are still dominant. This is not, however, and in concurrence with
Eriksson and Giacomello, to reiterate the debate on whether the Westphalian nation-state
is obsolete. What this chapter has served to illustrate is that, in contrast to more traditional
issues of security, it is states rather than private actors who are increasingly attempting to
enter and exert control over cyberspace. Companies as well as consumers and criminals
have shaped this space, and state actors are now seen to depend on private actors in secur-
ing cyber space. In addition, however, companies are seen to rely on the aid of states to
counter cyber attacks. This complex interdependence throws into question conventional
assumptions within security studies and IR, more generally, on public-private relations as
well as state authority and governance in relation to security. In using Bourdieu’s frame-
work, the task of the ensuing chapters is thus to avoid taking for granted such assumptions
when analysing the European field of cloud computing and the hierarchies produced here-

n.

% Tallinn Manual on the International Law Applicable to Cyber Warfare (2013).
* Dunn Cavelty (2015), p. 91-92.
! Ibid. p. 82.
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Moreover, it is important to be mindful of the hysteresis that may be experienced by actors
originally belonging within the field of national security when making the transition into a
field traditionally dominated by companies whose interests revolve around the optimisa-
tion of business models to maximise profits and not necessarily the provision of security.
Moreover, a related question to be addressed is whether and/or what security logics are
beginning to permeate the field with the entrance of states, and what consequences this
may have on the habitus within the field. Essential here, is to ask the question as to whose
security is at stake and what/whom is considered a threat. Who gets to speak on ‘security

in the cloud’, and who is left silent?
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Chapter 5. Mapping the European field of cloud computing

Having briefly illustrated the way in which private companies have traditionally been in
control of cyberspace, how threats in and of cyberspace have now come to permeate con-
cerns of national security prompting states to actively strive for control and authority with-
in this space, and how a complex interdependence between public and private has come to
increasingly prevail within cyberspace, it is now possible to centre on the specific Europe-
an field of cloud computing to analyse what actors appear central, the prevailing practices
and capital herein, whether logics of security have come to penetrate this field, and finally
what the resulting manifestations and effects are. Still, however, we can assume neither
the centrality of companies, nor the centrality of states. As previously argued, a distinction
between public and private may also be mistaken. The first step in this analysis is, there-
fore, to identify the central actors and the relationship between them. Hence, the task of
this chapter is to map the positions of actors operating within the field of European cloud
computing whilst uncovering what is considered to count as capital and which actors are

deemed to possess it.

5.1. Tracing actors in the European field of cloud computing

Instantly apparent when examining the framework of European cloud computing is the
existence of a multitude of different actors and services, involving different stakeholders,
EU bodies, and groups of experts, each with different but sometimes overlapping respon-
sibilities. The specific European infrastructure of cloud computing is owned more or less
entirely by private companies, °> whereas the legal framework pertaining to cloud compu-
ting within the EU is developed and enforced by EU institutions — with, however, the par-
ticipation of a number of private companies. The result is competition, negotiation and
cooperation between public authorities concerning regulations and the use of cloud ser-
vices; between private corporations to win contracts, to influence regulation, or to contract
each other’s services; and between public and private entities, especially concerning regu-

lation. Below follows a more detailed account of this network.

o2 European Parliament (2012), p. 17.
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The most recent EU regulation pertaining to cloud computing in Europe is The Network
and Information Security Services (NIS) Directive, which was agreed on in December
2015, by the European Parliament, the Council and the Commission.” This is the first leg-
islation on cyber security to cover the entire EU.** Parts of the proposed legislation will
be directed at providers of cloud computing services, requiring them to notify relevant na-
tional authorities of security incidents and to establish ‘appropriate security measures’.”’
This comes as a result of the fact that ‘the cloud’, with this Directive, is constituted as crit-
ical infrastructure. Within this Directive, the European Network and Information Security
Agency (henceforth, ENISA) will be granted a central role, including in relation to the no-

tification of security incidents.”®

European Union Network and Information Security Agency
ENISA is the agency responsible for network and information security within the EU.

ENISA was established in 2004, where the Council and the European Parliament adopted
Regulation (EC) No 460/2004, in order to ensure stronger network and information securi-
ty, as well as awareness hereof, within the EU.”’ In view of the increasing challenges re-
lated to network and information security, stemming from rapid technological innovation
and socioeconomic developments, ENISA was granted additional authority to provide
best-practice examples and policy suggestions to the EU and its Member States.”® ENI-
SA’s current role is thus to act as a centre of expertise in assisting the Commission, Mem-
ber States, and business communities in policy development and in the prevention and re-
sponse to issues of network and information security.”” Specifically, ENISA undertakes
technical, scientific tasks in relation to information security, and assists the Commission
on technical aspects when developing or updating legislation pertaining to network and

1% Moreover, a core objective for ENISA is to pro-

information security within the EU.
mote cooperation between private and public actors and the development of public-private

partnerships.'"'

Zz Press release by the Commission: http://europa.eu/rapid/press-release IP-15-6270 en.htm
Ibid.

% Ibid.

% bid.

7 Regulation (EC) No 460/2004.

%% Regulation (EU) No 526/2013.

% https://www.enisa.europa.eu/about-enisa

% Tbid.

% https://www.enisa.europa.eu/about-enisa/activities

39



The Hybrid in the Cloud

ENISA’s organisation consists of an Executive Director, a Management Board, an
Executive Board and a Permanent Stakeholders’ Group.'* Interestingly, the Permanent
Stakeholders’ Group, representing relevant stakeholders and whose tasks involve advising
the Executive Director and developing proposals for ENISA’s work programme, consists
primarily of industry representatives. In fact 50 % of the members are representatives
from the industry whilst consumers and academics make up just 25 %, respectively.'” A
quick search of the names listed reveals that companies represented in the group include
Symantec, one of the world’s largest software companies providing security services, sys-
tems management, and storage'®; IBM Security, the cyber security branch of IBM'%;
Airbus Defence & Space CyberSecurity, formerly Cassidian Cyber Security'®’; Mi-
crosoft'”’; Alcatel-Lucent, a provider of cloud technology'®; and Intel Security who has
recently acquired McAfee, specialising in online security services.'” Moreover, industry
associations like Belgian ISACA representing IT security professionals are also represent-

ed in the Permanent Stakeholders’ Group.'"

Each of the companies mentioned above either provides cloud-computing infrastructure,
platforms, cloud-based services, or services to secure the cloud. Hence, whilst ENISA is a
central agency within the EU regarding policy development and advice on security
measures directed at providers of cloud computing and related security services, at the
same time, such companies are ENISA’s core partners. Not only does this signify the cen-
tral position of private companies; perhaps more importantly, it signals the entanglement

of public and private actors within the field.

192 https://www.enisa.europa.eu/about-enisa/structure-organization

% ENISA Permanent Stakeholders’ Group 2015-2017.

1% https://www.symantec.com/about/government/relationscontacts.jsp

19 https://ec.europa.eu/digital-agenda/en/nick-coleman

1% https://www.enisa.europa.eu/media/multimedia/news-pictures/enisa-high-level-event-2012-brussels/tom-
koehler.jpg/view

7 https://blogs.microsoft.com/eupolicy/author/janneutze/
108

https://www.linkedin.com/profile/view?id=ACgAAAATUa8Bb2_ wuByr3ilQDUBj15GnB1WLFjk&authTy
pe=name&authToken=sDwr

1% https://www.linkedin.com/in/cvishik

"0 http://www.isaca.org/About-ISACA/Press-room/News-Releases/2012/Pages/Marc-Vael-Elected-
International-Vice-President.aspx
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Howbeit, ENISA is not the only EU agency appearing central in relation to European
cloud computing. Concerning law enforcement, the European Cyber Crime Centre (hence-

forth EC3) is in authority.'"

With the EU Internal Security strategy of 2010 — under which
the establishment of EC3 was a priority — one of the three areas that the EC3 was tasked to
concentrate on is cybercrimes and -attacks affecting information systems, including cloud

services, within the EU.'"

This could have been perfectly reasonable had the EC3 been
established within ENISA, since ENISA is responsible namely for network information
security. Yet, the EC3 is established within EUROPOL and separately from ENISA, thus

bringing into question the role of ENISA.

European Cybercrime Centre
The EC3 was set up in the wake of the EU Internal Security Strategy in 2013 with the pro-

claimed aim of reinforcing the EU law enforcement response to cybercrime and protecting
EU citizens, governments, and businesses from the threat of cybercrime.'"” Specifically,
focus in the EC3 is on organised cybercrime generating large profits such as online fraud,
cybercrimes and/or cyber attacks against critical EU infrastructure and information sys-
tems, and cybercrimes inflicting severe suffering on the victims such as online sexual
abuse.''*

In carrying out this work, the EC3 depends on a range of partners, including ENI-
SA. Interestingly, however, ENISA listed only as an EU Partner and not as part of the
EC3’s Advisory Group on Internet Security. This would have been perfectly logical since
ENISA is the EU agency responsible for network and information security, which is ex-
actly what the EC3 is tasked to protect from cybercrime. Again, the lines of authority be-
tween ENISA and the EC3 are not entirely clear. Moreover, the EC3’s Advisory Group on
Internet Security, which is made up almost entirely of companies, includes some of those
same companies appearing within ENISA’s Permanent Stakeholders’ Group, namely Sy-

mantec, McAfee (Intel Security), and Microsoft.'

H European Parliament (2012), pp. 23-24.

"2 https://www.europol.europa.eu/ec3

3 Tbid.

" Tbid.

'3 https://www.europol.europa.eu/ec3/useful-links
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Also appearing on the list of advisors are Verizon''®, one of the world’s largest communi-
cation technology companies providing cloud-services and wireless networks, Fox IT'"
specialising in a range of cyber security services, and Check Point Software Technologies
Ltd.""®, which is one of the largest vendors of security solutions to prevent cyber attacks in
the world.'"” Here too, the entanglement of private and public actors is evident, and be-

ginning to reappear, are now a number of companies.

Private companies and industry organisations
Today, private companies own the majority of the European cloud-computing infrastruc-

120
ture.

Under the label Amazon Web Services (AWS), Amazon is the largest provider of
cloud services, with a computing capacity ten times larger than the capacity of the other
top 14 cloud companies combined."?! Microsoft, Google, Verizon, and IBM, however, are
also prominent providers and are increasingly gaining market shares.'** As a further mat-
ter, only US companies currently offer large-scale commercial PaaS platforms'>, render-
ing European cloud providers, who are simply reselling US cloud services, dependant on
US companies.'** Here, it is important not to omit the economic aspects and commercial
interests involved in the provision of cloud computing services. The International Data
Corporation (IDC) has detected a growth rate of 35 % in the western European market for

125

cloud services in the period from 2010 to 2015, ~ the value of the market for public cloud

computing world wide reached nearly $70 billion in 2015, and over the course of the next
four years the amount of new cloud-based services is estimated to triple in quantity.'*
Thus, the economic potential for private corporations investing in cloud infrastructure or

cloud-based services is significant.

" http://www.verizon.com/about/
"7 https://www.fox-it.com/en/
"8 http://www.checkpoint.com/about-us/facts-a-glance/index.html
"9 https://www.europol.europa.eu/ec3/useful-links
20 European Parliament (2012), p. 17.
i; http://fortune.com/2015/05/19/amazon-tops-in-cloud/
Ibid.
' For a definition and illustration of PaaS, se Appendix 1.
124 European Parliament (2012), p. 14.
123 ENISA (2012), p. 3.
126 https://www.idc.com/getdoc jsp?containerld=prUS25797415
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Notably, private corporations occupy a central role in the most recent EU strategy on
cloud computing, ‘Unleashing the Potential of Cloud Computing in Europe’, which was
adopted by the European Commission in September 2012, with the aim to augment the
employment of cloud computing across every economic sector within the EU.'*” A range
of private companies have participated in the formulation of this strategy, and to imple-
ment it, the Commission has set up six working groups, namely the ‘ETSI: Cloud Stand-
ards Coordination’; ‘The Cloud Select Industry Group on Service Level Agreements’;
‘The Cloud Select Industry Group on Code of Conduct’; ‘The Cloud Select Industry
Group on Certification Schemes’; ‘Research: the Cloud Expert Group’; and ‘The Europe-
an Cloud Partnership’.'”® Representatives from the cloud computing industry are repre-
sented in each of the six working groups.

The ETSI: Cloud Standards Coordination group was launched in cooperation with
the European Telecommunications Standards Institute (ETSI), which consists of repre-
sentatives from over 50 different tech-companies, including Alcatel-Lucent, Microsoft,
Intel, and IBM."*’ The standards coordination group consists of a wide variety of public
authorities, including ENISA,"" EuroCloud Europe"', standards setting organisations,
user associations and industry representatives. Leading this group, however, are Luis
Jorge Romero, director of the ETSI'?; Anders Kingstedt, senior advisor at Softarc, a
Swedish company providing cloud services on Microsoft platforms'’’; Emmanuel Dar-
mois, director of the cloud consultancy firm, CommLedge, and member of ETSI"™; Bernd
Becker, president of EuroCloud Europe and owner of Scout2Cloud Consulting Ser-
vices'”; and Wolfgang Ziegler, director of SBD IT Consulting GmbH, an Austrian IT

company specialising in data processing and information security.'*®

ZZ https://ec.europa.eu/digital-agenda/en/european-cloud-initiative
Ibid.
129 https://portal.etsi.org/Portal_common/TBChart.asp
0 http://csc.etsi.org/phase 1 /organizations.html
! EuroCloud Europe is an independent non-profit organisation providing a network for knowledge sharing
between customers and providers of cloud computing as well as research centres. The members of Euro-
Cloud Europe include a large range of companies, including IBM. (http://www.eurocloud.org/about.html)
12 https://ec.europa.eu/digital-agenda/en/luis-jorge-romero-digital-assembly-2015
133 https://www.linkedin.com/company/softarc?trk=ppro_cprof
1 https://www.commledge.com/about/motto.htm]
13 https://www.linkedin.com/in/bbs2c
136 https://www.linkedin.com/in/wolfgang-ziegler-9b9045b8
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The Cloud Select Industry Group on Service Level Agreements, which is responsible for
the development of standardised guidelines for service level agreements between profes-
sional cloud users and cloud providers, consists of representatives from the Commission

and companies such as Intel, SAP"’ IBM, Microsoft, Atos'*®

, Dell, SoftLayer (purchased
by IBM in 2013"%"), and Accenture.'* Similar to the ETSI working group, EuroCloud Eu-
rope is also represented. Atos, Intel, Dell, Microsoft, SAP, and EuroCloud Europe are also
included in the Cloud Select Industry Group on Code of Conduct, whose aim is to devise a
code of conduct for providers of cloud computing.'*' Also included in this group is the
Cloud Industry Forum, a non-profit corporation working to assist cloud-service providers
in conforming to a code of practice, advocating the use of cloud-based services, and bring-
ing closer together providers and consumers of cloud services.'**

The majority of the aforementioned companies including Accenture, Atos, Ama-
zon and SAP are on the steering board of The European Cloud Partnership,'*> whose cen-
tral task is to promote the adoption of cloud-based services and devise common require-
ments for procurement in cloud computing,144 and Accenture, EuroCloud Europe, IBM,
SAP, Microsoft, Atos, Cloud Industry Forum, and Intel also appear within the Cloud Se-

lect Industry Group on Certification Schemes'*

tasked to compose a list of ‘cloud rele-
vant security certification schemes’*°. In this group ENISA has played a central role,
since ENISA was the agency in charge of validating the findings of the group and provid-
ing the first proposed list of security certification schemes relevant for cloud computing,
which was adopted by the group to apply in its work, and which was made — and later fi-
nalised — by ENISA.'"” Today, the final list of certification schemes is published on ENI-

SA’s website.

7 SAP is a large German software corporation developing software for businesses to manage operations
and customer relations. (http://www.sap.com/corporate-en/about.html).
1% Atos is a large French corporation providing cloud services, cyber-security solutions, consulting, big data
solutions, etc. (http://atos.net/en-us/home/we-are.html).
19 http://fortune.com/2015/05/19/amazon-tops-in-cloud/
140 Cloud Select Industry Group on Service Level Agreements (2013).
11 Cloud Select Industry Group on Code of Conduct (2013).
12 http://www.cloudindustryforum.org/content/about-cloud-industry-forum
iz https://ec.europa.cu/digital-agenda/en/european-cloud-initiative
Ibid.
145 Cloud Select Industry Group on Certification Schemes (2013).
11: https://ec.europa.cu/digital-agenda/en/cloud-select-industry-group-certification-schemes
Ibid.
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Finally, whilst mainly academics and representatives from ENISA comprise the expert
group on research, some of the same large corporations reappear, namely Microsoft, SAP,

Alcatel-Lucent, Dell, and IBM.'*®

Now, even though Amazon, Google, and Verizon are large providers of cloud services,
they do not appear to occupy central places within the field of European cloud computing.
Rather, as evidenced above, companies reappearing within different working groups, EU
agencies, and industry organisations include Microsoft, IBM, SAP, Intel, Symantec, Al-
catel-Lucent, Accenture, and Atos. In addition to being members of many of the same in-
dustry organisations, working groups, etc., these companies are also linked together
through more commercial ties. For instance, Atos lists amongst its partners SAP, Mi-
crosoft, Cisco, and IBM.'* Specifically, Atos states that it is cooperating with partners in
delivering services and solutions by integrating its partners’ technological expertise or
market leadership to complement its own capabilities, ' and Atos’ cloud services func-
tion on Microsoft’s cloud infrastructure.”' Similarly, Symantec develops security solu-
tions for Microsoft’s cloud-based Office 365, SAP lists among its partners IBM, Atos,

Bull (which is owned by Atos'”

), Intel, Microsoft, Accenture, Symantec, Amazon, and
Cisco.”™ Symantec lists Cisco, IBM, Accenture, and Atos as central par‘[ners,15 > Accenture
lists amongst its alliances Alcatel-Lucent, *® and Intel, who has recently bought McAfee,
lists Alcatel-Lucent, Amazon, Cisco, Google, and SoftLayer (IBM), amongst its part-
ners."””’ Moreover, each of these corporations owns multiple smaller companies with
which the other corporations also cooperate. In addition, the tendency for public-private
partnerships naturally fosters commercial competition between the providers of cloud-

computing services. The result is an intertwined, intricate network of entangled relations

of competition, negotiation, and cooperation.

18 Cloud Expert Group (2012), p. 3.

1% http://atos.net/en-us/home/we-are/alliances.html

0 Ibid.

"1 http://atos.net/en-us/home/we-are/alliances/microsoft.html

12 https://www.symantec.com/solutions/office365

'3 http://atos.net/en-us/home/we-are html

"> http://go.sap.com/docs/download/2012/06/7618¢9fc-157¢-0010-82¢7-eda71af51 1 fa.pdf
'3 http://partnerlocator.symantec.com/partnersearch#

1 https://www.accenture.com/dk-en/cmt-index

7 http://www.mcafee.com/us/partners.aspx
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As evidenced in this section, a wide range of actors currently operates within the field of
European cloud computing. Currently, two separate EU bodies are responsible for the pol-
icy framework related to cloud computing, namely the EC3 and ENISA, the respective
roles and responsibilities of which are unclear and sometimes overlapping. Each agency
cooperates with different stakeholders and experts, however private companies such as
Microsoft, Symantec, and Intel Security, are reappearing as partners of both ENISA and
the EC3. Of other central companies identified were IBM, SAP, Alcatel-Lucent, Accen-
ture, and Atos. These companies own the majority of the European cloud-computing in-
frastructure and are linked through relations of competition as well as cooperation. The
competition is also evident between ENISA and the EC3 with one of the EC3’s core tasks
being the prevention of cybercrimes and/or cyber attacks against critical EU infrastructure
and information systems, which in fact falls within ENISA’s area of responsibility. This
unclear division of authority could lead both agencies to loose standing in the field. Be
that as it may, and although the analysis in this section has appeared to treat separately
public institutions and private companies, becoming increasingly pronounced throughout
this analysis is the intricate network of public and private actors intertwined through rela-
tions of competition, interdependence, negotiation and cooperation. Yet, as important as it
is to uncover which actors and relations appear central within a field, equally vital is to
ponder the question as to who does not. What has become apparent in this analysis is a
striking absence of civil society organisations in a field where concerns for the individu-
al’s right to data protection and privacy would presumably be of great importance. This
point will be investigated further in the following section.

Another peculiar matter identified when undertaking this mapping was that where-
as it was straightforward to uncover which public organisations were involved in the work
of the Commission, EC3, or ENISA, in some instances, it was surprisingly difficult to dis-
cern which companies were involved. At best, the names of industry representatives are
listed but not which companies they represent. More commonly, however, it is simply

stated that industry representatives have been involved without stating which ones.
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This signifies a curious characteristic of a field where private companies, organisations,
and public authorities are intertwined in an intricate network of overlapping domains and
authority, but where the involvement of private companies is somewhat concealed in some
instances. For now, however, the following section shall further trace the actors appearing
central within the European field of cloud computing in order to identify what traits

amongst these actors appear to be accepted as constitutive of capital within the field.

5.2. Tracing Capital in the European field of cloud computing

Having identified some of the central actors operating within the European field of cloud
computing, the task of this section is make explicit their specific capital. It is on the basis
of capital that some actors are capable of shaping shared understandings within the field,
making them appear normal and everyday-like and thereby concealing the resulting rela-
tions of power. In this way, power is disguised and resistance reduced, thus sustaining the
field and the hierarchies produced.

The logic of analysis in this section is that the actors identified as central in the
preceding section must possess capital considered as fundamental in the field. Based
namely on their capital, actors, according to Bourdieu, engage in power struggles from a
specific position within that field. The central questions to pose here are what claim to au-
thority each actor makes, and how/if do other actors in the field endow them with this au-
thority. In doing so, it is important to be mindful of the fact that, according to Bourdieu,
actors, in their struggle to advance their own positions within one field, effectively strug-
gle over the boundaries of that field by attempting to draw capital from other fields. As
argued earlier, with the entrance of states into and the securitisation of the wider field of
cyberspace, logics of security may begin to permeate the field of European cloud compu-
ting. Of investigation in this section is therefore also, whether some actors make claims to

authority applying traditional logics of security.
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As evidenced in the previous section, ENISA and the EC3 are central public actors within
the European field of cloud computing. With the EC3 being tasked with cybercrimes
and/or cyber attacks against critical EU infrastructure and information systems,'* the EC3
is effectively the EU body in charge of EU law enforcement in the cloud since cloud infra-
structure has been coined as critical infrastructure with the NIS Directive.'” It is with ref-
erence to the Directive and to the EU Internal Security Strategy that the EC3 claims au-
thority. Additionally, however, the EC3 claims to possess leading expertise on the basis of
their ... highly specialised technical and forensic support capabilities’, which serve to
train and build the capacity of Member States and support their operations and investiga-
tions,'® i.e. aiding to ensure security internally in the Member States. Somewhat counter-
ing the EC3, ENISA claims to possess wide technical expertise on cloud computing and
positions itself as ‘...the EU’s response to the cyber security issues of the European Un-
ion, ... the 'pace-setter' for Information Security in Europe, and a centre of expertise.'”
Indeed, with Regulation (EU) No 526/2013 of the European Parliament and of the Council
of 21 May 2013, repealing Regulation (EC) No 460/2004 of 10 March 2014, ENISA is
given the position as the EU’s body of expertise in the area of network and information
security.'®> Moreover, ENISA’s guidelines and risk assessments concerning the use of
cloud computing are applied across industries and EU Member States “going cloud”.'®?
Evidently, ENISA must possess some kind of capital. The question is, therefore, on the
basis of what, apart from the reference to EU regulations, ENISA bases the claim to au-
thority on? Specifically, ENISA claims to possess °...very specific technical and scientific’
expertise in relation to cloud security and privacy in the cloud.'®® This expertise, ENISA
argues, allows them to effectively advice all stakeholders on and provide an overview of

all aspects of information security risks related to cloud computing.'®’

18 https://www.europol.europa.eu/ec3

19 http://europa.eu/rapid/press-release IP-15-6270 en.htm

10 https://www.europol.europa.eu/ec3

' https://www.enisa.europa.eu/about-enisa

192 Regulation (EU) No 526/2013

1% https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing
1% Ibid.

1% Ibid.
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It comes as no surprise that public authorities such as ENISA and the EC3 refer to issues
of security, effectively drawing on capital from the field of national security, when mak-
ing their claims to authority and expertise. However, in doing so, ENISA and the EC3 also
make reference to their respective expert groups consisting mainly of private companies.
Moreover, a central goal for ENISA is to promote public-private partnerships in securing
the cloud.'®® As evidenced above, central companies like Microsoft, IBM, SAP, Alcatel-
Lucent, Accenture, Atos, Symantec, and Intel Security own and manage the majority of
the European cloud-computing infrastructure. The tendency for public authorities to coop-
erate with these companies in the regulation and use of cloud-computing services, serves
to signify that the companies too must possess capabilities understood to constitute capital
in the field, since authority is conferred onto them through their participation in different
expert and stakeholder groups set up by public authorities such as ENISA, the EC3, and
the Commission. Moreover, reports of the Commission, the EC3, and ENISA on cloud
computing, and cyber security more generally, draw on information provided by private
companies. For instance, ENISA sites Accenture twice in its report on the cloud as a criti-
cal information infrastructure.'®” This serves to signify that the capital of these companies

may be based on claims to expertise and/or technical capability.

Namely claims to specialised, technical expertise and the ability to make the use of cloud
computing simple and accessible are pronounced when examining each of the companies.
IBM prides itself on ‘...the world’s most advanced analytics and cognitive computing
toolbox’,"® as well as their unique expertise to solve even the biggest challenges of any
company with the help of cloud services,'®” and Alcatel-Lucent advertise themselves as
cloud-specialists and their cloud platforms as the world’s most advanced, arguing for the
way in which they ‘unite the best cloud technologies with high performance virtualised
software.'”” Similarly, Microsoft, with reference to its cloud platform ‘Microsoft Azure’

and its life-long experience with online services, claims technical expertise, specifically

related to the development and provision of integrated cloud services.

1% https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing
7 ENISA (2012), pp. 5 and 14.

1 http://www.ibm.com/cloud-computing/index

1 Ibid.

"0 https://www.alcatel-lucent.com/solutions/cloud-mobile
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Referring to Gartner’s Magic Quadrants, a widely referenced tool measuring the competi-
tiveness of technology companies, Microsoft prides itself on being the only cloud provid-
er, which is positioned as an industry leader within each of the cloud functions: infrastruc-

ture, platform, and software.'”!

Unlike Microsoft and IBM, Atos bases its technical exper-
tise not on the development of cloud technologies but on the construction of customised

cloud architectures and strategies for other companies.'’* Lastly, owing to their innova-
173

‘

tions, SAP claims to be ‘...at the centre of today’s business and technology revolution.
What is interesting in the case of SAP, however, is that SAP describes its partners as ‘cer-
tified SAP professionals”"’*, indicating that SAP, whilst granting authority to its partners,
does so on the premise of SAP’s own approval. Thereby SAP effectively ranks itself high-

er than its partners and grants itself authority through its own certifications.

Interestingly, common amongst these companies are claims to authority through the appli-
cation of logics of security. This is in spite of the fact that it is only Symantec and Intel
Security that actually specialise in security services. For instance, IBM accentuates trust
and their ability to deliver ‘unparalleled security’ in the cloud,'”” Atos emphasises their
‘security discipline’ and ‘information integrity, '*Accenture advertises their expertise in
data protection, risk assessment, and cloud-infrastructure security,177 and Microsoft refers
to their pronounced expertise in ensuring data protection and privacy in the cloud. Specifi-
cally, Microsoft claims to be industry-lead in data and privacy protection, and states how
they were the first provider of cloud services to be recognised by EU data protection au-

178 .
78 Furthermore, Microsoft, once

thorities for their commitment to EU privacy regulations.
more emphasising trust and protection, draws attention to their specific expertise in pro-
tecting government data with reference to Microsoft Azure Government, which is a cloud

platform developed specifically for the US government.'”

"1 https://azure.microsoft.com/en-gb/overview/what-is-azure/
For an illustration of each cloud function, see Annex 1.

172 http://atos.net/en-us/home/we-do/cloud.html

'3 http://www.sap.com/corporate-en/about.html

7% http://www.sap.com/partners/search/index.html

'3 http://www.ibm.com/cloud-computing/index

7% http://atos.net/en-us/home/we-do/cloud.html

7 https://www.accenture.com/dk-en/service-cloud-security
'8 https://azure.microsoft.com/en-gb/overview/what-is-azure/
17 https://azure.microsoft.com/en-gb/features/gov/
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In this way, Microsoft makes reference to a distinctive logic of security, namely infor-
mation security in relation to both governments and individuals, in their claim to exper-

tise.

Somewhat related to this claim to authority based on the provision of data security and
privacy, is the emphasis on transparency. According to Microsoft, for instance, costumers
can access information on where their data is stored, how it is secured, under which cir-
cumstances it can be accessed and by whom,'®® Atos emphasises costumers’ complete
control of data,'®' and IBM advertises °...total visibility and control’ of costumer data
stored in the IBM cloud.'™ What is notable about the companies’ claims to expertise in
and commitment to transparency and data and privacy protection is the fact that no evi-
dence was found in the previous section suggesting the centrality of civil society organisa-
tions advocating civil rights and privacy protection within the field of European cloud
computing, the presence of which would seem natural in a field where concerns of data
and privacy protection appear pronounced.

To this point the thesis shall return in the following chapter. For now it is im-
portant to draw attention to the way in which logics of security are applied as a means for
actors to advance their own position within the field. In claiming the ability to protect
governments, individuals, and companies alike, actors, whose core function is not the pro-
vision of security but rather the provision of commercialised technological services, strive
to draw capital from a field, traditionally dominated by states, namely the field of national
security. It may thus seem as if the attempt by public authorities to draw capital from the
field of national security is not a sign of hysteresis; rather, it appears that security logics

are beginning to permeate the field and may be affecting the habitus within the field.

180 https://azure. microsoft.com/en-gb/support/trust-center/
8 https://canopy-cloud.com/cloud-infrastructures/canopy-enterprise-private-cloud/use-cases#case-2
182 http://www.ibm.com/cloud-computing/solutions
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5.3. Sub conclusion
This chapter has served to identify the central actors within the European field of cloud

computing and what traits are deemed to constitute capital herein. A mapping of the field
identified as central actors the public authorities ENISA and the EC3, and private compa-
nies including Microsoft, IBM, SAP, Alcatel-Lucent, Accenture, Atos, Symantec, and In-
tel Security. Additionally, this mapping revealed an intricate network between these pub-
lic and private actors, which are intertwined through relations of competition, interde-
pendence, negotiation and cooperation. Common amongst these actors in their claims to
authority and standing within the field were assertions of their very specialised, technical
expertise and technological capacity. Prevailing amongst the companies was also a claim
to long-term experience suggesting a means to position themselves above public actors
who have only recently entered cyberspace.

Interestingly, claims to authority referring to distinct logics of security were de-
tected amongst public as well as private actors, each effectively attempting to draw capital
from the field of national security. This was to be expected in the case of public actors
who, in general, are attempting to enter and assert themselves in cyberspace, which has
traditionally fallen under the control of private companies. At first sight, drawing on the
capital of security could be a sign of hysteresis. Yet, when private companies too are
drawing on this capital, it would seem that capabilities related to security are indeed ac-
cepted as capital within the European field of cloud computing and that security logics are
beginning to affect the habitus in the field.

In connection with this, what also became evident through these analyses was the
apparent absence of civil society organisations in spite of the fact that central actors such
as ENISA, Microsoft, and IBM accentuate the importance of data protection, privacy, and
transparency in the cloud. At first glance, it could appear as if these actors are simply
speaking in support of civil society organisations advocating the individual’s right to pri-
vacy and data protection. Yet their absence indicates that, effectively, civil society organi-
sations advocating civil rights and information security in the cloud are left entirely with-
out a voice in the European field of cloud computing. This first clue as to the hierarchy
produced in the field and the practices and systems of meaning related to the capital un-
covered will be sought investigated further in the following section analysing the normal-
ised practices and systems of meaning prevailing within the field, and subsequently the

resulting manifestations and effects.
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Chapter 6. Uncovering hierarchies in the European field of cloud computing

Through a mapping of the actors operating within the European field of cloud computing
the previous chapter identified as central actors ENISA, the EC3, Microsoft, IBM, SAP,
Alcatel-Lucent, Accenture, Atos, Symantec, and Intel Security as well as an intricate net-
work between them, where these public and private actors are intertwined through rela-
tions of competition, interdependence, negotiation, and cooperation. Common amongst
these actors’ claims to authority in relation to cloud computing — as well as instances
where authority was granted by one actor to another — were assertions of a very special-
ised, technical expertise and technological capacity, the ability to provide security in and
of the cloud as well as the commitment to transparency regarding the use of data stored in
the cloud. Hence, these traits appear to be recognised as a source of power, i.e. capital,
within the field. According to Bourdieu, it is on the basis of this capital, that central actors
are capable of shaping practices and shared understandings making them appear everyday-
like and normal. This ability is what Bourdieu terms as symbolic power. As the practices
and understandings come to appear everyday-like and taken for granted, the resulting rela-
tions of power and hierarchies seem natural or even entirely undetectable. As a result,

power is concealed and resistance is reduced, thus sustaining the field and its effects.

Therefore, the central task of this chapter is to uncover the practices and systems of mean-
ing appearing everyday-like and taken for granted in this field. This is essential in order to
capture comprehensively the manifestations, effects, and the hierarchies that are (re-
)produced as a result, and thus make explicit the way in which some actors are rendered

victims of the prevailing practices and how this position is constantly sustained.



The Hybrid in the Cloud

6.1. Tracing practices of the public/private hybrid

Throughout the previous chapter it became apparent that public and private actors are
closely connected on matters of cloud computing. Furthermore, following the agreement
between the European Parliament, the Council, and the Commission on the NIS Directive,
the Commission now intends to instigate and formalise public-private partnerships on
cyber security in mid-2016 as a part of the Digital Single Market Strategy put forward by

the Commission in May 2015.'%

This is essential since we cannot, in a field traditionally
dominated by private actors assume public authority and centrality. Neither can we as-
sume the domination of private actors in a field where public actors are increasingly seek-
ing control through an emphasis on the seemingly ever-vanquishing notion of security.
Thus, the maintenance of any clear-cut distinction between public and private seems with-
out foundation.

In an article on US national intelligence, Leander warns of this exact distinction,
arguing that it may risk obscuring and/or (re-)producing the power relations involved in
the conjunction of public and private, and that what prevails in the case of US national in-
telligence is rather an obscure yet powerful form of public/private hybrid.'"®* To capture
this hybrid, Leander argues, it is necessary to conceptualise the “public as practice”.'™
Leander defines the “public” as ‘that recognized to be of common concern’.'® With the
public/private hybrid, however, the public and the private is combined into ‘a new kind of
“public” practice.”"®” This hybrid is characterised by instances where logics and actors,
traditionally considered distinctly public or distinctly private, overlap and become inter-
twined, because in this hybrid, Leander contends, ‘the actors, their activities, their pur-
poses, and their applicable rules and regulations turn out to be public and private simul-

»188

taneously.” " When taking for granted the dichotomy between public and private the ef-

fects of the practices of this public/private hybrid are rendered entirely obscure.

'3 http://europa.eu/rapid/press-release IP-15-6270 en.htm
841 eander in Best & Gheciu (2014), pp. 197-220.

15 Tbid. p. 198.

1 Tbid. p. 198.

" 1bid. p. 198.

8 Tbid. p. 199.
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In tracing the practices and logics of the central actors within the European field of cloud
computing the entanglement of the actors and their activities as well as the purposes of
these comes to materialise. The entanglement of the activities of ENISA, the EC3, and the
private companies as well as the way in which actors within these organisations are in-
volved simultaneously in public and private activities were evidenced in the foregoing
chapter. Employees from the private companies were found to be deeply involved in the
work of public institutions, serving in expert and stakeholder groups and taking part in the
formulation and implementation of the European Cloud Computing Strategy. To give an-
other example, prior to becoming the Executive Director of ENISA in 2009, Udo
Helmbrecht worked for 18 years in the private sector, including 10 years for the German
company Deutsche Aerospace AG, which was taken over by EADS in 2000."* Moreover,
and specifically in the case of activities related to the provision security in and of the
cloud, public and private activities appear largely similar in terms of the development of
highly advanced technologies to ensure system and data protection. These instances where
actors and their activities are simultaneously public and private are what Leander terms

‘enmeshment’.!”°

It goes without saying that with this enmeshment of actors and their activities follows an
enmeshment of the purposes of these activities. Rather than being distinctively separate,
market and security logics constantly overlap within the European field of cloud compu-
ting. As in the case of US national intelligence, the companies involved in cloud compu-
ting, were in the previous chapter found to explicitly state that they operate according to a
security rationale insisting on the importance of providing security in and of the could. For
instance, Accenture was found to emphasise their expertise in data protection, risk as-
sessment, and cloud-infrastructure security.'”' Simultaneously, however, the companies
are involved in fierce market competition to sell their specific products in an increasingly
valuable industry. Naturally, what is of demand in this market is not limited to cloud in-
frastructure, platforms and other services but also includes security services to secure the

cloud as well as the data stored herein.

' https://www.enisa.europa.eu/about-enisa/structure-organization/executive-director/20101118_CVUH.pdf
01 eander in Best & Gheciu (2014), p. 200.
1 https://www.accenture.com/dk-en/service-cloud-security
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In this sense, companies within the European field of cloud computing operate within a
security order synchronously with operating within a market order in much the same way
as private contractors were found to be part of both orders in the case of US national intel-
ligence.'”?

As expected, the security rationale appears prominent within the work of the pub-
lic institutions, including ENISA and the EC3, and with the NIS Directive, the cloud is
now considered to constitute critical infrastructure and providers of cloud computing ser-
vices will be required to notify relevant authorities in Member States in case of security
incidents and to install appropriate security measures.'”” Focus within ENISA and EC3 is
primarily centred on the cloud as critical infrastructure as well as the risks of cybercrime

194 L ittle

and cyber espionage following the increased use of cloud-computing services.
attention, however, is paid to the risk to consumer privacy should the cloud providers
mismanage their data or should states unlawfully attempt to access this data. This is in
spite of the significant commercial interests involved in the storing and selling of consum-
er information. Interestingly, however, evidence of these public institutions following a
market rationale was also easily discernible. ENISA lists the ‘smooth functioning of the
Internal Market’ through operative networks as the key reason for ensuring network and
information security.'”> On the Commission’s website, issues pertaining to cloud compu-
ting, including the EU’s overall strategy on cloud computing, are listed under ‘Digital
economy’, and the European strategy on cloud computing, ‘Unleashing the potential of
Cloud Computing in Europe’ is adopted with the view of promoting °...the rapid adoption
of cloud computing in all sectors of the economy in order to boost productivity.”® As
demonstrated the purposes of these actors and their activities are thus also enmeshed and
the traditional distinction between security and public on the one hand and market and
private on the other is therefore entirely fallacious within the European field of cloud

computing.

192 Washington Post 2010 as referenced in Leander in Best & Gheciu (2014), p. 201.
193 http://europa.eu/rapid/press-release IP-15-6270 en.htm

1 https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing and
https://www.europol.europa.eu/ec3

193 https://www.enisa.europa.eu/about-enisa

19 https://ec.europa.eu/digital-agenda/en/european-cloud-initiative
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The last element that Leander identifies as enmeshed in the case of US national intelli-
gence is regulation.'”” In the case of regulation pertaining to cloud computing, however,
the enmeshment of public and private is less discernible. Yet, recall how the Commission,
following the agreement with the European Parliament and the Council on the NIS Di-
rective, now intends to instigate and formalise public-private partnerships on cyber securi-
ty.'”® In this case, regulation effectively ties together public and private actors by institu-
tionalising public-private partnerships. Moreover, in the case of the European strategy on
cloud computing, the enmeshment of public and private actors effectively shapes regula-

tion since both public and private actors were found to have taken part in the formulation

as well as the subsequent implementation of the strategy.

Despite enmeshed regulation being less discernible in the European field of cloud compu-
ting, what has become apparent in this section is the existence of a public-private hybrid
similar to the one identified by Leander in the case of US national intelligence, where the
enmeshment of public and private determines not only the activities prevalent within the
field but also the purposes of these and the way in which they are regulated. Insisting on a
public-private divide cannot separate back out this enmeshment; rather this will serve only
to obscure the hybrid and it is implications.'”” It is the implications of this hybrid and the
practices within, which will be the focus of the final part of this analysis in order to make
intelligible the manifestations and effects of the practices and eventually expose the result-
ing hierarchies.

What remains is now to ask what are the effects of the insistence on the centrality
of highly specialised, scientific technological capabilities, the security logics and market
logics alike applied as the purpose for the activities of the hybrid operating within the field
of cloud computing, and the move of the cloud from a purely commercial technology into
a security order where the cloud is now considered as critical infrastructure, and finally the
proclamations by private companies about their commitment to transparency regarding the
use of data stored in the cloud? All this exists in a field where a public-private hybrid

seems to prevail and where civil society organisations are remarkably unnoticeable.

17 Leander in Best & Gheciu (2014), pp. 202-203.
18 http://europa.eu/rapid/press-release IP-15-6270 en.htm
199 1 eander in Best & Gheciu (2014), p. 203.
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6.2. The symbolic power of the public-private hybrid

Having exposed the public/private hybrid and the enmeshment of its actors, activities,
purposes, and regulation, it is now possible to progress to an analysis of the effects of this
hybrid and thus uncover the actual field effects of the European field of cloud computing.
Hence, the last remaining step of this analysis is to make intelligible the manifestations
and effects of the practices, appearing everyday-like and taken for granted within the field,
in order to eventually expose the hierarchies produced through the hybrid-practices. The
central conception applied to expose the manifestations and effects of the identified prac-
tices is the symbolic power of the public-private hybrid whereby practices and common
understandings come to appear normal, thus naturalising or even concealing the power of
hybridity. The symbolic power of the hybrid works through the (re-)organisation of com-
mon understandings.*”’

Bear in mind, however, that this is not to argue that the actors identified as central
within the European field of cloud computing are masterminding the field according to
some common consensus, consciously identified amongst them; rather, the power of this
public/private hybrid resides in the elusiveness of the hybrid itself and in the presence and

diffusion of specific considerations related to cloud computing across contexts.

The construction of the cloud as critical infrastructure to be secured is an example in point
of this diffusion.”*' Throughout this analysis of the European field of cloud computing,
security in and of the cloud has reappeared in claims to capital, activities, and as a purpose
for these activities of public and private actors alike. Essential here, however, is to ask the
question as to whose security is in fact at stake and what/whom is considered to constitute
a threat. Who gets to speak on ‘security in the cloud’, and who is left silent? As Bigo ar-
gues, the meaning of the concept of security should never be stabilised; rather, what mat-
ters is the political act in arguing for the prevalence of a given threat, i.e. how, by whom,

against whom, and in whose interest a threat is constructed as real.>**

2% Bourdieu (1990) as referenced in Leander in Best & Gheciu (2014), p. 214.

% Arguably, this diffusion could also be interpreted to flow in the opposite direction with the notion of crit-
ical infrastructure spreading across the context of cloud computing. Yet, as shall be demonstrated later on in
this section it appears that cloud computing as a concept is also spreading across the context of the internal
market.

2 Bigo (2013), p. 126.
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This question is particularly relevant in a field that has traditionally fallen outside the
realm of security and where the central companies’ core competence — ultimately — is the
provision of commercial computing services and not necessarily the provision of security.
In the previous section it was demonstrated how the private companies operated according
to a security rationale and a market rationale simultaneously. Nevertheless, as Bigo et al.
argue in the study for the European Parliament, ‘/o/ne should, however, not lose sight of
what is at stake in the emphasis placed on security provisions related to the cloud, and
whose interests are thereby promoted. * Specifically, the industry selling Internet securi-
ty solutions is increasingly profitable. The question is therefore, what conception of secu-
rity the private companies apply and whether this differs from that of the public institu-
tions. With the enmeshment of actors, activities, and purposes uncovered in the previous
section it may be that public and private conceptions of security are perfectly similar, and
indeed, no attention is paid to this question in Leander’s article on US national intelli-
gence; rather, the similarity between private and public conceptions of security is largely
taken for granted. In this case, however, the definition of security cannot simply be stabi-

lised nor can we assume that public and private definitions of security are similar.

One security concern discovered to appear prominent amongst ENISA, the Commission,
the EC3, and the central companies alike is the protection of data stored in the cloud. In-
terestingly, amongst the public actors, the functioning of the internal market appears as a
central objective for ensuring data in the cloud. For instance, ENISA lists the ‘smooth
functioning of the Internal Market’ through operative networks as the key reason for en-
suring network and information security.”** Similarly, the Commission’s strategy on cloud
computing, ‘Unleashing the potential of Cloud Computing in Europe’ is adopted with the
view of promoting °...the rapid adoption of cloud computing in all sectors of the economy

»205

in order to boost productivity. The functioning of the internal market, that is, is a key

concern in relation to cloud security and protection of data stored in the cloud.*”

2% European Parliament (2012), p. 20.

2% https://www.enisa.europa.eu/about-enisa
293 https://ec.europa.eu/digital-agenda/en/european-cloud-initiative
2% Note how this is another example of the enmeshment of purposes.
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Whilst ensuring that data is properly protected in the cloud may indeed serve as an
incentive for companies and individual consumers to make use of cloud services and thus
boost the internal market for cloud-based services, ENISA, the EC3, and the Commission
largely understate the risk to individual privacy in the cloud. For instance, the risk to indi-
vidual privacy is not mentioned even once in the ENISA Mission,”” and ENISA lists
cloud security under the category of ‘Resilience of Networks and Services and Critical
Information Infrastructure Protection’ rather than ‘Identity and Trust’ where the issue of

d.**® Moreover, the Commission too seems to effectively

securing personal data is include
detach cloud computing from concerns of security and data protection. Specifically, on the
Commission’s website, issues pertaining to cloud computing, including the EU’s overall
strategy on cloud computing, are listed under ‘Digital economy’, rather than ‘Digital soci-
ety’ where issues of cyber security and privacy are included.””” Furthermore, no concerns
for the protection of the rights and freedom of EU citizens making use of cloud services
are included as reasons for adopting the Commission’s European cloud strategy.”'’ Even
the EC3 pays little attention to individual privacy, focusing rather on the individual as a
victim of cybercrimes such as payment fraud, identity theft, and sexual exploitation, than

211212 Not once does the EC3 include in its strategy or op-

as a bearer of rights to privacy.
erations the risk to individual privacy stemming from the collection and/or mismanage-
ment by public and private actors alike of personal data stored in the cloud. Moreover, due
to the confusion regarding the respective roles of ENISA and the EC3, it is unclear which
agency is in fact in charge of the protection of data and the fundamental rights of those

individuals whose data is stored and processed in the cloud.

Hence, amongst public actors, concerns for data protection are tied largely to concerns for
the functioning of the internal market and the adoption of cloud computing in order to
boost the economy. The individual’s right to privacy and data protection is widely under-

stated.

27 https://www.enisa.europa.eu/about-enisa/activities/mission

2% https://www.enisa.europa.eu/activities/identity-and-trust/privacy-and-trust/data-protection-measures

29 https://ec.europa.eu/digital-agenda/en/european-cloud-computing-strategy

19 Ibid.

2! https://www.europol.europa.eu/ec3/cyber-operations

*12 Bigo et al also reached this conclusion in a study for the European Parliament conducted in 2012 (Euro-
pean Parliament (2012)). The study included in its recommendations to the EP, a stronger focus on the indi-
vidual’s right to privacy. Five years later, however, the situation seems unchanged.
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To the extent that concerns for individual privacy are voiced amongst ENISA, the Com-
mission, and the EC3, they are limited to instances of cybercrime and the protection of
individual data that is already collected and stored with reference to concerns of national
security and/or severe criminal activity.*'"® Surprisingly little attention is paid to the pro-
tection of individual data from being unlawfully collected and stored by states or private
companies.

In the previous chapter, however, it was found that some of the private companies,
identified as central within the field, accentuated not only their commitment to data pro-
tection, arguing for their technical expertise in building high-tech software to protect data,
but also a commitment to transparency regarding the use of data stored in the cloud. Mi-
crosoft advertises ‘the trusted cloud’ stating that ‘...you know how your data is stored and

?17 and IBM advertises °...total visibility and con-

accessed, and how we help secure it,
trol” of costumer data stored in the IBM cloud.”"” Having said that, Microsoft openly
states that they do disclose customers’ data when legally required to do so, such as in cas-

es related to US national security,*'°

and that customers are only informed of the disclo-
sure of information in cases where Microsoft is legally permitted to do so.*!” Moreover, as
alluded to earlier, by arguing for the importance of transparency and by laying claim to
authority with reference to their commitment to transparency, the companies effectively
render dispensable the civil society organisations promoting the individual’s right to pri-
vacy and data protection, whose absence in the field is remarkable. The result is a silenc-

ing of these organisations.

13 See the Data Retention Directive, Directive 2006/24/EC, requiring the appropriate protection of personal
data retained.

% https://azure.microsoft.com/en-gb/support/trust-center/

13 http://www.ibm.com/cloud-computing/solutions

*1® This thesis will not cover the controversy of the cross-border transfer of EU citizens’ private data, since
this will require a comprehensive legal analysis. However, it should be mentioned, that only US companies
currently offer large-scale commercial cloud platforms, rendering European cloud providers, who are simply
reselling US cloud services, dependant on US companies and subject to their privacy policies. (European
Parliament (2012), p. 14.) For more information on this, however, see the new agreement reached between
the EU and US on 2 February 2016, which follows in the wake of the decision by the European Court of
Justice to declare invalid the Safe Harbour Privacy Principles, regulating the transfer of data to non-EU
countries, in October 2015, after determining that the principles failed to adequately protect the privacy of
EU citizens.

7 https://www.microsoft.com/en-us/TrustCenter/Transparency/default.aspx# You know_ who
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As a further matter, one should never underestimate the profitability of business models
structured around the gathering, storing, and protection of data in an age where infor-

mation is increasingly considered as a source of power and influence.

Hence, at first sight it may seem that a disconnect exists between the Commission, the
EC3, and ENSIA on the one hand and the private companies on the other regarding the
conception of cloud security, with the Commission and ENISA openly insisting on a mar-
ket-based reasoning for securing the cloud and effectively downplaying the importance of
individual data protection. Yet, market-logics and inattention to concerns for the individu-
al’s right to privacy were also detectable when examining the security logics applied
amongst the private companies. Indeed, hybrids are exactly ‘...social arrangements in

2218

their own right where contradictory systems co-exist and overlap.” ° This co-existence

and contradiction produce paradoxes, which are otherwise difficult to grasp when apply-

219 In both cases,

ing the more linear understandings traditionally utilised in social analysis.
it is apparent how the seemingly contradictory systems of market/private and pub-
lic/security are indeed enmeshed within this public-private hybrid and how the individual
and his or her rights to privacy and data protection are constantly placed at the bottom of

the hierarchy.

The market-oriented security logic and the silencing of civil society organisations in rela-
tion to transparency is coupled with an insistence on the very specialised, technical and
scientific skills required to provide security in the cloud. The emphasis on technology as
key to expertise in relation to cloud security, constructs cloud security as technical and
thus contributes to a depoliticisation of security in the cloud within a field where security
is to serve the well functioning of the market, and where only those possessing the re-
quired, specialised technical skills get to speak on matters of cloud security.

Moreover, with the construction of the cloud to constitute critical infrastructure,
the cloud is granted prominence as an object that is absolutely necessary for the function-
ing of society, thus amplifying the power of the actors who get to speak on matters of

cloud security — which in this case are composed of the public/private hybrid.

'8 Teubner (2002), p. 331 as quoted in Leander in Best & Gheciu (2014), p. 212.
1% Teubner (2011) as cited in Leander in Best & Gheciu (2014), p. 212.
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In an article on the securitisation of critical infrastructure protection and the ‘agential role’
of infrastructure, Aradau argues for the way in which ‘/t/he protection of critical infra-
Structure enacts particular distinctions between infrastructure and society, ‘hard’ things
and ‘soft’ relations, human and non-human, matter and meaning. **’ As with the distinc-
tion between public and private, the distinction between the human and the non-human,
Aradau argues, is a misconception immersed in relations of power since the practices
drawing these distinctions effectively create a hierarchy of materialities and forms of ex-
clusion.??! Critical infrastructure, she argues, is not contrasting to humans; rather, it is
constructed in the intra-actions between non-humans and humans, not in their distinc-

22 This construction of the cloud as critical infrastructure, as critical to the function-

tion.
ing of the market as well as public institutions dependant on the cloud in their daily work,
effectively places the individual and his/her right to privacy and data protection at the bot-
tom of the hierarchy. As Aradau argues, ‘...the securitisation of critical infrastructure im-
plies that some infrastructures become materialised as infrastructures to be protected at
the national or European level, while other materialities are relegated outside the purview

23 In the European field of cloud computing, the cloud comes to be con-

of government.
structed as critical infrastructure due to the economic consequences society would suffer
should the cloud-infrastructure collapse. The individual’s right to privacy is not necessari-
ly at risk in such a scenario; rather, privacy is at risk if the data stored is mismanaged by
states or by companies delivering cloud services. Yet, concerns for privacy and the mate-

rialities to protect privacy in the cloud lie outside the boundary drawn through the con-

struction of the cloud as critical infrastructure.

Hence, it is by refusing to take as a given the distinctions between humans and non-
humans and public and private, and by treating as enmeshed the actors, activities, purpos-
es, and rules that it becomes possible to capture this hybrid and its implications on indi-

vidual rights to privacy and data protection.

220 Aradau (2010), p. 492.
22! bid. p. 500.
22 Ibid. p. 509.
2 Ibid. p. 500.
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In the context of cloud computing in Europe the protection of individual privacy is largely
understated, perhaps even ignored as a result of the practices of the public/private hybrid.
Discussions tend to focus on information infrastructure protection, the prevention of grave
cybercrime such as child pornography, and threats to national security, and the organisa-
tions whose aim would be to speak for individual rights to privacy are left entirely without
a voice. To the extent individual citizens are taken into consideration it rarely involves the
individual as one possessing rights to privacy; rather it involves the individual as the vic-
tim of cybercrime. Moreover, the emphasis on technology as key to expertise in relation to
cloud security, constructs cloud security as technical and thus contributes to a depoliticisa-
tion of security in the cloud within a field where security is to serve the well functioning
of the market, and where only those possessing the required, specialised technical skills
get to speak on matters of cloud security. The power of these actors is further amplified by
the construction of the cloud as critical infrastructure and thus as an object whose security
is absolutely necessary for the economic functioning of society. Furthermore, through this
construction, concerns for privacy and the materialities to protect privacy in the cloud are
placed outside the boundary drawn through the construction of the cloud as critical infra-
structure. The result is a hierarchy where the public/private hybrid, consisting of special-
ised and technologically superior actors, prevails at the top and where the individual as a
bearer of rights to privacy ranks lowest. The public/private hybrid, through its enactment
and misrecognition as divided, conceals this hierarchy making it appear normal and thus
constantly sustains the position of the individual and his or her rights to privacy and data

protection.
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Chapter 7. Conclusion
In closing, the central argument of this thesis, presenting an answer to the research ques-

tion falls in three consecutive parts.

Firstly, it was argued that in dealing with an issue such as cloud computing, and cyber se-
curity more generally, it is vital not to take for granted the divide between public and pri-
vate as it risks obscuring and (re-)producing the power relations in and hierarchies pro-
duced through the practices appearing everyday-like and normal if accepting as given the
public/private dichotomy. Applying the theoretical framework of Bourdieu assists in
breaking down established dichotomies and uncovering the taken-for-granted and every-
day practices of actors within the European field of cloud computing in order to make in-
telligible the concealed relations of power and domination prevailing within and thus ex-

pose hierarchies produced within the field.

Secondly, confirming the argument above, a mapping of the European field of cloud com-
puting revealed an intricate network between the central actors, ENISA, the EC3, Mi-
crosoft, IBM, SAP, Alcatel-Lucent, Accenture, Atos, Symantec, and Intel Security, where
public and private actors are intertwined through relations of competition, interdepend-
ence, negotiation, and cooperation. The capital of these actors was found to be based pri-
marily on their proclaimed highly specialised, technical expertise and technological capac-
ity as well as their expertise in providing security in and of the cloud, thus effectively at-
tempting to draw capital from the field of security. In connection with these claims to ex-
pertise in the provision of security it became evident that civil society organisations advo-
cating civil rights and information security in the cloud are remarkably absent and left en-
tirely without a voice in the European field of cloud computing with private companies
speaking their cause instead in their attempt to gain standing within the field. This discov-

ery gave a first indication of the hierarchy produced as a result of the field-practices.

Finally, by examining further the network between the public and private actors identified
as central within the European field of cloud computing and the practices of these actors
relating to their capital, it was found that this network was in fact rather a public/private

hybrid, the actors, activities, purposes, and regulation of which were entirely enmeshed.
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Through an investigation into the implications of this hybrid and its practices it was found
that the effects of this public/private hybrid entail that cloud security is considered essen-
tial to the well functioning of the market, and that only those possessing the required,
highly specialised technical skills get to speak on matters of cloud security. In this context
the protection of individual privacy is continuously understated. Moreover, through the
hybrid’s successful proclamation of the commitment to transparency, civil society organi-
sations, whose absence in the field is striking, are left without a voice. The power of this
hybrid is further amplified by the construction of the cloud as critical infrastructure and
thus as an object whose security is absolutely necessary for the economic functioning of
society. Through this construction, concerns for privacy and the materialities to protect
privacy in the cloud are placed outside the boundary drawn through the construction of the
cloud as critical infrastructure. The habitus within this field thus entails a hierarchy where
the public/private hybrid, consisting of specialised and technologically superior actors,
prevails at the top and where the individual as a bearer of rights to privacy ranks lowest.
The public/private hybrid, through its enactment and misrecognition as divided into public
and private, conceals this hierarchy making it appear normal and thus constantly sustains

the position of the individual and his or her rights to privacy and data protection.

7.1. Reflections and concluding remarks

Finally, habitus places one additional demand on the researcher, namely reflexivity, since
any researcher also has a specific habitus according to which action and interaction will be
interpreted.”** Interpretations of actors’ practices within a field will thus inevitably be dis-
torted by the researcher’s own habitus. This means that the only way to achieve scientific
validity and to limit this distortion is for the researcher to constantly be critical of own in-

terpretations made.”*’

Whilst the proximity to the data in each step of the analysis
achieved through the more manual field analysis applied in this thesis has made it easier to
be mindful of and reflect on what interpretations were made and which paths in the analy-

sis were chosen over others, it cannot circumvent entirely the distortive effects of habitus.

22 eander in Denemark (2007), p. 3258.
2 Ibid. p. 3258.

66



The Hybrid in the Cloud

Indeed, as already evident, it has proved difficult to refrain from (re-)producing the power
of the public/private hybrid. Although a main objective of this thesis has been to illustrate
the way in which public and private have been reconstituted in the European field of cloud
computing through a reflexive approach, in treating as separate public and private actors,
activities, and purposes throughout large parts of the analysis, the symbolic power of the
hybrid is reproduced. This illustrates the inherent difficulty in escaping ones own situat-
edness and the categorisation effects that are intrinsic to it.**°

Despite — and especially because of — this difficulty in capturing and refraining from re-
producing the power of the public/private hybrid it is paramount to conduct further re-
search on this hybrid to investigate its potential existence in and effect on other fields. Re-
call here how fields do not exist independently of each other. Similar hybrids may there-
fore exist in other fields, just as the effects of one hybrid may migrate from one field to
another. Of pertinence, in this regard, could be an investigation into the workings of the
recently established border controls between Denmark and Sweden, where transport com-
panies are charged with carrying out identity checks of people travelling between Den-
mark and Sweden in order to stop paperless refugees from entering Sweden. The civil and
human rights organisation EDRIi has already coined the Swedish border control ‘...a pri-

vacy nightmare for travellers. **’

2 eander in Best & Gheciu (2014), p. 212.
7 https://edri.org/swedish-border-control-becomes-a-privacy-nightmare-for-travellers/
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Appendix 1: cloud computing explained

Cloud computing

The European Commission defines cloud computing as ‘...the storing, processing, and
use of data on remotely located computers accessed over the Internet.””** Cloud compu-
ting thereby allows for instant network access to a shared supply of computing resources,
such as servers, applications, and networks, which can be configured and provisioned rap-
idly requiring minimal engagement by the provider of the service.””

Cloud functions

A cloud is normally categorised according to the type of service it provides, thus denoting
a minimum of three technical cloud varieties.”>* The model below displays each of the
three levels, illustrating how the two upper levels are built upon a lower level.

1. Software-as-a-Service (SaaS): a SaaS cloud provides software applications avail-
able on demand, such as Office365, to remote users.

2. Platform-as-a-Service (PaaS): a PaaS cloud provides a platform, where develop-
ers can build services and applications, which users can then access over the Inter-
net 2—31usually on a subscription basis, choosing only the functions they want to
use.

3. Infrastructure-as-a-Service (IaaS): an laaS cloud provides storage and compu-
ting resources, essentially through virtual machines.

SOFTWARE
APPLICATION

PLATFORM

INFRASTRUCTURE

Figure 1: SPI model (source: Eurocloud Deutschland 2011)

Cloud categories
A further distinction is made between public, private, and hybrid clouds.

* Public cloud: a public cloud can be accessed and used by anyone with an Internet
connection.

* Private cloud: a private cloud is only accessible within a private network. One
single institution controls all infrastructure and services in the private cloud. A
separate institution, however, may own the cloud itself.

* Hybrid cloud: a cloud that has both public and private properties.

232

¥ European Commission (2012), p. 2.

22 National Institute of Standards and Technology, USA (NIST).

2% Description of cloud varieties: European Commission (2012), p. 2.

! The code of the application written for the platform does not have to be altered when distributed over
thousands of machines in a datacentre and can thus easily adapt to and accommodate each new user’s vary-
ing demands. The PaaS is, therefore, the only type of cloud, which allows for substantial scalability.

2 On public, private, and hybrid clouds: EuroCloud Deutschland (2011), pp. 26-27.
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