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Abstract 

In the light of rising popularity of the crypotcurrency, an increasing amount of revolutionary applications 

to the technology are being invented. However, in addition to all of the beneficial applications to the 

cryptocurrency, the technology has brought some unintended consequences as well – easier and safer 

approach for criminals to launder money and evade international sanctions. Having recognized the risks 

of the technology to the financial sector and the lack of regulations in the European Union concerning 

cryptocurrencies, an amendment to the directive “on the prevention of the use of the financial system for 

the purposes of money laundering or terrorist financing” has been proposed. One of the key additions of 

the proposed amendment is the inclusion of virtual currency, including cryptocurrency, exchange and 

digital wallet service providers as obliged entities under the directive. This inclusion will require all of 

the mentioned virtual currency service providers to design and implement some certain anti-money 

laundering and counter-terrorist financing (AML/CTF) measures as, for example, customer due 

diligence, customer money laundering and terrorist financing risk assessment, and reporting of suspicious 

activities. However, the directive or the amendment to the directive does not provide clear guidelines to 

the design and implementation of the AML/CTF measures.  

This paper aims to provide suggestions for the adjustments to the AML/CTF measures that could be 

made in order to adapt the measures to the specific circumstances of the cryptocurrency exchanges. The 

paper begins with the explanation of the underlying technological and conceptual principles of the 

cryptocurrencies through the Bitcoin cryptocurrency platform. Next, the information that is available on 

the specific design and implementation principles regarding the AML/CTF measures is aggregated and 

all of the required AML/CTF measures are described in depth based on the information available in the 

regulations and official guidelines. Afterwards, the registration process for cryptocurrency exchanges is 

researched in order to acquire information on the current situation of the cryptocurrency exchanges. At 

the end, based on all of the collected and analyzed information, specific suggestions are provided 

regarding the adjustments to each of the AML/CTF measures that could be made in order to facilitate the 

unique circumstances of the cryptocurrency exchanges, while remaining compliant with the regulations. 

Additionally, a research framework was developed that summarizes all of the regulations, guidelines, 

software tools and methodologies for each of the AML/CTF measures. 
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1. Introduction 

“Asked how the blockchain industry has changed in the last few years, an animated Hartej Singh 

Sawhney, co-founder of the auditing and security firm Hosho, says, “If I played a drinking game, and I 

took a shot every time Bitcoin was mentioned on CNBC, I’d be really [drunk]”” (Nick Statt, 2018). 

The popularity of cryptocurrency has experienced a significant increase over the last year, which has 

been reflected in the recent increase of the Bitcoin’s price (John W. Schoen, 2017). However, while the 

cryptocurrency has been seen as a revolutionary technology that could revolutionize the financial sector 

and substitute the slow and expensive transactions of fiat currencies, cryptocurrency have caused some 

unintended consequences as, for example, enabled easier and safer way for the criminals to launder 

money and evade international sanctions (Joshua Fruth, 2018). 

At the same time, the European Union (EU) has recognized the lack of oversight regarding the virtual 

currencies, including cryptocurrencies, and the risks to the financial sector that the technology poses. To 

mitigate the risks it has proposed an amendment to the EU directive “on the prevention of the use of the 

financial system for the purposes of money laundering or terrorist financing” (European Commission, 

2015), which stipulates a requirement to classify virtual currency exchange and digital wallet service 

providers as obliged entities under the directive and thus requiring the implementation of different Anti-

Money Laundering and Counter-Terrorist Financing (AML/CTF) measures. While the design and 
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implementation of the AML/CTF measures is required by the amendment, no detailed instructions have 

been provided (European Commission, 2016). 

1.1. Research topic and relevance 

Since the proposed amendment to the directive, mentioned in the previous section, has provided 

description of the goals that should be achieved – the implementation of different AML/CTF measures - 

rather than the specific steps to take in order to achieve the necessary goals, the specific approach for 

achieving the required goals is left for the obliged entities to design and implement. Cryptocurrency 

exchanges being one of the mentioned obliged entities in the proposed amendment will be required to 

design and implement AML/CTF measures as well. In order to succeed with the design and 

implementation of the required AML/CTF measures different elements will have to be considered. This 

paper will aim to research the requirements for AML/CTF measures stated in the EU regulations and 

provide suggestions for the possible adjustments of the measures for cryptocurrency exchanges. Thus the 

research question is as follows: 

How the different Anti-Money Laundering and Conter-Terrorist Financing measures could be 

adjusted to the specific circumstances of cryptocurrency exchanges, while complying with the 

European Union regulations? 

In order to answer the research question, first, the research methods will be described in the next chapter. 

Next, the foundational technological and conceptual principles of the cryptocurrency will be introduced. 

After explaining the underlying technological and conceptual principles of the cryptocurrency, the 

AML/CTF measures that are required by the EU regulations will be presented and described in depth. 

Afterwards, the main characteristics of the cryptocurrency exchange market landscape will be presented 

as well as the process of registration at several cryptocurrency exchanges will be analyzed from the 

customer’s point-of-view. Then additional information regarding the different software tools and 

complementary methodologies that could be used in the cryptocurrency exchanges for the 

implementation of AML/CTF measures will be provided together with suggestions for AML/CTF 

measure adaptation for cryptocurrency exchanges. Additionally, a research framework will be developed 

based on the information described throughout the paper. At last, the research framework as well as all 

of the other suggestions will be discussed and a conclusion provided. 
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2. Research methods 

In order to answer the posed research question several different methods were used for data collection as 

well as for the construction of suggestions regarding the implementation of AML/CTF measures in 

cryptocurrency exchanges. Each of the research methods will be described further in this section.  

2.1. Literature review 

As explained in the introduction, the aim of this paper is to provide suggestions of possible adjustments 

to the AML/CTF measures that could be made for cryptocurrency exchanges in order to comply with the 

EU regulations. Since one of the requirements for the suggestions is compliance with the EU regulations, 

a thorough research of the requirements that are stipulated by the EU regulations as well as any guidelines 

to the implementation of the AML/CTF measures should be conducted. Thus the literature review was 

chosen as the primary research method. 

“A literature review is a particular kind of library search. It summarizes the major findings of scholars 

and researchers who have conducted research in the area you are interested in investigating. To do a 

literature search, you search through the library (including databases and the Internet) for articles, 

research reports, journals, and books on your subject and offer a summary about what has been done in 

the particular area you are investigating” (Arthur Asa Berger, 2014: 39). 

First, the literature review will be used to research the requirements stipulated in the EU regulations. This 

will provide the necessary foundational understanding of the elements that the AML/CTF measures 

consists of as well as knowledge of the processes that definitely have to be included, when designing the 

AML/CTF program for an organization. The whole research will be primarily based on the found 

requirements that are stipulated in the EU regulations during the literature review of the regulations. 

Second, the same method will be used to review relevant guidelines that have been developed by 

organizations that specialize in the field of AML/CTF. This will enable to acquire additional 

understanding of the AML/CTF measures and the process of designing them; thus complementing the 

stipulated requirements in the regulations. 

Third, the literature review will be used to collect additional information on the different software tools 

and methodologies that could be used specifically in cryptocurrency exchanges in order to ensure the 

compliance with the regulations as well as to improve the effectiveness of the AML/CTF measures in 

the cryptocurrency exchanges. The findings from the literature review of the research work done by other 
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authors will enable to complement the suggestions of possible adjustments of the AML/CTF measures 

for cryptocurrency exchanges with additional methods and software tools that could significantly 

improve the effectiveness of the implemented measures. 

Lastly, the approach of reviewing papers that have been written by other authors will be used to research 

the underlying technological and conceptual principles of cryptocurrencies as well as to provide overview 

of the different differentiations cryptocurrencies can have. Thus ensuring increased understanding of not 

only AML/CTF related issues, but also the issues regarding the different cryptocurrencies. This 

understanding of the technological working principles of cryptocurrencies will arguably increase the 

quality of suggested adjustments to the AML/CTF measures for cryptocurrency exchanges. 

The use of papers that have been written by other researchers or authors to conclude something about a 

research topic or to argue for something is called a secondary research. “In essence, this kind of research 

is a form of editing, in which quotations (and sometimes summaries, paraphrases, and synthesis of the 

material read) from this scholar and that scholar are collected to produce an essay or article that makes 

its argument” (Arthur Asa Berger, 2014: 39). 

2.2. Participant observation 

In addition to the information that could be collected through the literature review an understanding of 

the internal processes of the cryptocurrency exchanges would be required in order to provide valuable 

suggestions to the adjustments of the AML/CTF measures for the cryptocurrency exchanges. However, 

due to not having access to the internal processes of cryptocurrency exchanges or the employees of any 

of the exchanges, as the second best option a research of the processes of cryptocurrency exchanges from 

the customer’s point-of-view was chosen. 

In order to research the cryptocurrency exchanges for the point-of-view of customer, a research method 

called participant observation was employed. The method has be defined as follows: 

[I]t is a qualitative research technique that provides the opportunity to study people in real-life 

situations. It is a form of field research in which observations are carried out in real settings and where 

there is a lack of the kind of control and structure you have in experiments, for example. In participant 

observation, as the name suggests, researchers become involved in the group, organization, or entity 

they are studying” (Arthur Asa Berger, 2014: 216). 
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In the case of this paper, instead of being involved in the company, the researcher will be involved in the 

process of opening an account in cryptocurrency exchanges. And instead of studying people, the 

registration process and the required information to open an account will be studied. This approach will 

provide an opportunity to complement the theoretical information gathered through literature review with 

a view on the actual situation in the cryptocurrency exchanges. 

2.3. Interviews 

While through the method of participant observation a point-of-view of the researcher on the customer 

data collection in the cryptocurrency exchanges will be acquired, it could be argued that it would be 

beneficial to complement this information with additional views. Thus another research method – 

interviews - was employed. 

“[Interviews] enable researchers to obtain information they cannot gain by observation alone. Perhaps 

the simplest way to describe an interview is a conversation between a researcher (someone who wishes 

to gain information about a subject) and an informant (someone who presumably has information of 

interest on the subject)” (Arthur Asa Berger, 2014: 159). 

There are types of interviews that are used for research – informal interviews, unstructured interviews, 

semistructured interviews, and focus groups (Arthur Asa Berger, 2014). In order to provide a structure 

for the interviews and at the same time provide an opportunity for the conversation to lead the way of 

the interview; thus possibly leading to even more valuable information compared to what was initially 

supposed, a semistructured type of interview was chosen. Semistructured interview has been defined as 

a type of interview when “the interviewer usually has a written list of questions to ask the informant but 

tries, to the extent possible, to maintain the casual quality found in unstructured interviews” (Arthur Asa 

Berger, 2014: 160). 

2.4. Collaboration 

Besides all of the mentioned research methods that are going to be employed for the research, a 

collaboration between the researcher and the employees of Deloitte Latvia will be maintained as well. 

The collaboration with the employees of Deloitte Latvia primarily will be employed to gain additional 

knowledge regarding the issues related to the field of AML/CTF as well as to verify the understanding 

of the AML/CTF processes. Deloitte Latvia can be viewed as a great partner due to having extensive 

expertise in the field of AML/CTF. This expertise already have proved to be valuable in the past, since 
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the research have had previous collaboration with the company, which equipped the researcher with a 

foundational knowledge and understanding of the AML/CTF processes and measures. Additionally, 

Deloitte Latvia will provide informal guidance in form of verifying the ideas made by the researcher. 

However, none of the interactions with the Deloitte Latvia will be recorded, since mainly the 

collaboration will be used for verification purposes as well as the collaboration will be executed through 

informal communication with the employees of the company. 

3. Cryptocurrency 

The digitization of assets that were previously available in physical form (e.g. books, magazines, notes) 

has enabled development of electronic money and digital (virtual) currencies. According to the European 

Banking Authority (EBA) virtual currencies can be defined as “a digital representation of value that is 

neither issued by a central bank or public authority nor necessarily attached to a FC, but is used by 

natural or legal persons as a means of exchange and can be transferred, stored or traded electronically” 

(European Banking Authority, 2014: 11). In contrast, electronic money “means electronically, including 

magnetically, stored monetary value as represented by a claim on the issuer, which is issued on receipt 

of funds for making payment transactions, and which is accepted by a natural or legal person other than 

the electronic money issuer” (European Banking Authority, 2014: 11). Thus the main difference between 

the virtual currency and electronic money according to the EBA is that virtual currency is not attached 

to any fiat currency – the value is not fixed to the fiat currency. The value of the virtual currency is based 

solely on the trust by the currency users that it has some value (European Banking Authority, 2014). 

Electronic money is not going to be further discussed in this paper. 

Virtual currency can differ from other virtual currencies in certain different ways. Some virtual currencies 

in addition to the digital representation of value can have physical representation as well in form of 

printouts, engagements in some object or other physical forms. The physical representation does not 

change that the currency primarily exists in the digital environment. It only enables additional ways of 

transferring the value from one individual to another (European Banking Authority, 2014). 

Next, virtual currencies can be designed to be used among limited number of individuals on private 

networks or open for the whole public. For example, companies can develop their own internal virtual 

currency that could be used for purchases of internal services or internal transfers of value. In contrast, 
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publicly available virtual currencies can act similarly to fiat currencies and allow to pay for products and 

services in stores or transfer money from one person to another, if such actions are accepted by the public. 

In addition, a publicly available virtual currency could be converted to fiat currencies in currency 

exchanges, if the exchanges accept the virtual currency (European Banking Authority, 2014). 

Virtual currencies can be either centralized or decentralized (European Banking Authority, 2014). 

Centralized virtual currencies have some central body that manages the issuance of the currency, 

currency transfers and other parts of the virtual currency. Thus there is always a single point of passage 

that has to be passed in order to transfer the money or interact with the virtual currency in any other way. 

In contrast, decentralized virtual currencies have no central body or mandatory point of passage. The 

network is organized in nodes, where each of the nodes is connected to several other nodes. This enables 

peer-to-peer money transfers and reduces the vulnerability of the virtual currency network, since there is 

no center of the network or single connection that could compromised (Satoshi Nakamoto, 2018). 

As mentioned above, there are different types of virtual currencies, which can differ from each other 

across several different characteristics. One type of virtual currency that has become very popular in 

recent years – adding more than 100 000 users every day to the currency exchanges according to Joseph 

Young (Joseph Young, 2018) – is cryptocurrency. The main characteristic that differentiates 

cryptocurrencies from the other virtual currencies is the use of cryptography. 

“Cryptocurrencies are decentralized digital currencies. The decentralization is achieved by the p2p 

architecture. The cryptography is used for decentralized confirmation of transactions. New 

cryptocurrency units are usually (but not always) put into circulation as a reward for using the 

computer’s computing power for solving complicated mathematic problems which are used by 

participants on the system to confirm new transactions among participants” (Jan Lansky, 2018: 19). 

In addition to the definition, Jan Lansky in his paper “Possible State Approaches to Cryptocurrencies” 

has defined six characteristics that a cryptocurrency has to meet: 

“(1) The system does not require a central authority, distributed achieve consensus on its state. 

(2) The system keeps an overview of cryptocurrency units and their ownership. 

(3) The system defines whether new cryptocurrency units can be created. If new cryptocurrency 

units can be created, the system defines the circumstances of their origin and how to determine 

the ownership of these new units. 

(4) Ownership of cryptocurrency units can be proved exclusively cryptographically. 
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(5) The system allows transactions to be performed in which ownership of the cryptographic units 

is changed. A transaction statement can only be issued by an entity proving the current ownership 

of these units. 

(6) If two different instructions for changing the ownership of the same cryptographic units are 

simultaneously entered, the system performs at most one of them” (Jan Lansky, 2018: 19). 

As explained by Satoshi Nakomoto in his paper “Bitcoin: A Peer-to-Peer Electronic Cash System” there 

are several technological components to the foundational design of cryptocurrencies – blockchain, 

cryptography, mining, “proof of work”, general ledger - that allow them to satisfy the aforementioned 

six characteristics of cryptocurrencies as well as achieve pseudo-anonymity (Satoshi Nakamoto, 2008). 

All of the main components and working principles of a cryptocurrency will be presented and explained 

in the next chapter. For the description of cryptocurrency main structure principles the Bitcoin will be 

used as an example, since it is the first cryptocurrency, has enabled other cryptocurrencies to evolve (Jan 

Lansky, 2018), and has the largest market cap by far compared to other cryptocurrencies 

(CoinMarketCap). Additionally, to present the different variations cryptocurrency can have other 

cryptocurrencies will be presented and their main operating principles will be explained. 

3.1. Bitcoin 

“Bitcoin is a decentralized digital currency payment system that consists of a public transaction ledger 

called Blockchain. The essential feature of Bitcoin is the maintainability of the value of the currency 

without any organization or governmental administration in control” (Yli-Huumo J. et al., 2016: 2).  

The main principles and technologies that are the foundation of the Bitcoin were introduced in the paper 

“Bitcoin: A Peer-to-Peer Electronic Cash System” written by Satoshi Nakamoto (Satoshi Nakamoto, 

2008). The paper introduced concepts as blockchain, proof-of-work, mining, transaction inputs and 

outputs, not necessarily with the exactly same names, but the same operating principles (Satoshi 

Nakamoto, 2008). Bitcoin was the first cryptocurrency ever made. It was launched on 3rd of January, 

2009 and it was based on the principles explained in the Satoshi Nakamoto’s paper (Jan Lansky, 2018). 

The operation of Bitcoin cannot be controlled by a single entity and there is no single point of failure, 

since it is decentralized and peer-to-peer connected – run by a large network of computers (nodes), where 

each of the nodes are directly connected to several other nodes in the network; thus ensuring that there 

will always be multiple connections to reach any of the nodes in the network. Anybody can become a 
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node in the Bitcoin network by simply downloading on their computers a specialized software and 

providing computational resources through the software (Reuben Grinberg, 2011) 

Each node in the network is participating in maintenance of the general ledger – a complete list of all of 

the transactions ever made. The ledger is publicly available and can be viewed by anybody. However, to 

maintain some degree of anonymity, the only information that can be seen in the ledger regarding the 

transactions are the public keys (a seemingly random string of numbers and letters) of both counterparties 

and the total amount of bitcoins transferred between the counterparties. Additionally, to ensure that 

nobody can change the information regarding transactions in the general ledger, the transactions in the 

ledger are recorded in a chain of blocks (blockchain), where each of the blocks contain a reference to the 

previous block in the chain; thus changing any part of the information stored (even one letter or number) 

in the ledger or substitution of any of the blocks with a new one would cause the blockchain to 

automatically discard any changes made due to mismatch of the information (will be explained in more 

detail in the next section) (Hari K. Ramachandran et al., 2015). 

The general ledger is not stored on a centrally controlled server, but it is distributed all across the network 

of the Bitcoin nodes. Each node in the network stores the complete list of all of the transactions ever 

made. New transactions to the general ledger are added in batches of transactions in form of blocks. A 

new block can only be added, if a consensus among the majority of the Bitcoin nodes can be reached – 

majority of the nodes agree about the correctness of the transactions included in the block. The process 

of reviewing the information of new transactions and adding them in a block is called mining, which is 

going to be explained in more detail further in the paper (Hari K. Ramachandran et al., 2015). 

The bitcoins can be acquired in two ways – either by exchanging other currency for them through 

cryptocurrency exchanges or by mining. The process of bitcoin mining not only ensures the maintenance 

of the general ledger, but also serves as a way for issuing and distributing the currency. The Bitcoin has 

been set to stop the issuance of new bitcoins after reaching 21 million bitcoins. All of the bitcoins either 

mined or exchanged are stored on digital wallets (Hari K. Ramachandran et al., 2015). Digital wallets 

can be either web-based (available online by logging in into user’s account) or locally stored (a software 

installed on a personal computer that is not necessarily connected to the internet) (Wim Raymaekers, 

2014). 
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In the next sections, the main elements of the Bitcoin will be explained in more detail to provide a better 

understanding of the technological and mathematical foundation of the cryptocurrencies. 

3.1.1. Blockchain 

The blockchain is one of the core technologies of the Bitocoin. It has made possible the elimination of 

the central body that verifies and controls transactions that are made by the users. This has been achieved 

by the combination of the different elements of the blockchain (M. Nofer et al., 2017). 

“Blockchain is a distributed database solution that maintains a continuously growing list of data records 

that are confirmed by the nodes participating in it. The data is recorded in a public ledger, including 

information of every transaction ever completed. Blockchain is a decentralized solution which does not 

require any third party organization in the middle. The information about every transaction ever 

completed in Blockchain is shared and available to all nodes” (Yli-Huumo J. et al., 2016: 2). 

The blockchain’s name comes from the fact that it consists of blocks that are linked together in a 

chronological sequence. Each of the blocks consist of several elements (see Appendix 1). First, it contains 

the reference to the previous block – a hash value of it. “A hash algorithm turns an arbitrarily-large 

amount of data into a fixed-length hash. The same hash will always result from the same data, but 

modifying the data by even one bit will completely change the hash” (Bitcoinwiki Hash: 1). Having 

included the hash value of the previous block it creates a linkage to the block. This method makes it 

almost impossible to alter the information in the blocks, since even a small change in the block would 

result in a completely different hash value and would break the chain of the next blocks in the blockchain 

(M. Nofer et al., 2017). In addition, the information of a block in a blockchain includes a merkle root, 

which is a hash value of all of the previous blocks in the blockchain; thus providing additional security 

(Bela Gipp et al., 2015). 

Second, a block in a blockchain contains transactions and information regarding them – who is sending 

bitcoins to whom and how many bitcoins. Even though all of the transactions are publicly available on 

the general ledger, the counterparties are only represented by a seemingly random sequence of numbers 

and letters (the public key); thus breaking the flow of information and making the transactions 

anonymous (Satoshi Nakamoto, 2018). The transactions in a block are not added automatically one by 

one, but are compiled by the participants in the bitcoin network through process of mining, which is 
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going to be explained in more detail in the next chapter. The mining process ensures that all of the 

transactions in the block have been verified and are authentic (M. Nofer et al., 2017). 

Third, the block contains different administrative information – timestamp and software version. In the 

timestamp field the time, when the particular block was created, is recorded. Next, the software version 

field presents the version title of the software that was used for the creation of the block; thus making it 

possible for the peer-to-peer network to make sure that no altered versions of the software, which could 

enable some fraudulent activity, were used for the block creation. Both of the administrative information 

elements are used in the hash function, when the hash value of the block is created; thus making these 

two pieces of information unalterable as well (Bitcoinwiki Block hashing algorithm). 

At last, in addition to all other information that the blocks contain, a nonce. Nonce is a random number, 

which is combined with the hash value of the previous block, the hash value of the merkle root, and a 

timestamp to form a hash value of the block. Nonce is changed in order to change the hash value of the 

block and achieve the required hash value of the block (see more in chapter about mining) (Ghassan O. 

Karame et al., 2012). 

The combination of the blocks in blockchain forms a list of all of the transactions ever made by every 

user of Bitcoin – ledger. The ledger is not stored in one particular place or computer, but its exact copies 

are stored on computers of the users of Bitcoin; therefore it is called distributed ledger. Having the copies 

of the ledger stored on many computers in different places ensures that the information of it cannot be 

easily changed and used for fraudulent activities, because the information then would have to be changed 

in all of the distributed ledgers and, if not, the changed ledger would simply be rejected by the network 

of the Bitcoin users as invalid and unusable for the validation of any further transactions. Additionally, 

if any of the ledger holders disconnect from the network, there are plenty of other ledger holders that can 

continue validating transactions and recording them in the ledger (M. Nofer et al., 2017). 

The operation of the blockchain in Bitcoin is deeply integrated with the process called mining, which is 

going to be explained in the next chapter. 
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3.1.2. Mining 

“Mining is the integral process wherein generation, transmission and validation of transactions of 

cryptocurrencies is done. It ensures stable, secure and safe propagation of the currency from the payer 

to payee” (Hari K. Ramachandran et al., 2015: 1). 

In addition to being a core process for transaction validation and maintenance of the general ledger 

(blockchain), bitcoin mining process is responsible for new bitcoin emission as well. By participating in 

the process of validating and maintaining the general ledger, bitcoin miners are rewarded with a 

completely new bitcoin in addition to the fee that is paid by the bitcoin senders. The bitcoin emission is 

designed to gradually decrease the amount of bitcoins issued through increased difficulty of the mining 

process and halving the rewarded amount of bitcoins approximately every four years. However, the 

emission of new bitcoins is forecasted to end around year 2040, when the total amount of bitcoins will 

reach 21 million, which through the technical design of Bitcoin has been set as the maximum amount of 

bitcoins that can exist. After the bitcoin cap will be reached, the Bitcoin miners will only be incentivized 

by receiving the fees from the transactions they have processed (Hari K. Ramachandran et al., 2015). 

The process of mining is similar to solving a puzzle. First, the miner collects a number of the most recent 

transactions that have been broadcasted to all of the nodes in the network and forms a block. Next, in 

order for the miner to be able to add the block to the blockchain, several operations have to be performed 

in advance. Each of the added transactions to the block are validated through the use of the previous 

blocks in the blockchain – the existence of sufficient funds for the bitcoin transfer is validated by 

comparing the information of the origin of the funds with the information recorded in the blockchain; 

thus tracking the funds all the way to the initial origin of the bitcoins. When this task is completed, the 

transactions can be added to the block. Next, the information in the block is hashed through SHA-256 

hash function. By changing a nonce number in the block a hash that satisfies a specific requirement (e.g. 

to have a hash function that starts with five zeros) is guessed. As mentioned before, a small change in 

the object of the hash function changes the hash function completely. The miner then iterates through 

many nonce numbers (more than 100 000 iterations) before a hash value that satisfies the requirement is 

found. It is argued to be impossible to just calculate what nonce number will be needed to achieve a hash 

value that satisfies the requirement; thus many iterations of guesses are needed (Hari K. Ramachandran 

et al., 2015). The achieved hash value in combination with the nonce value is used as a proof-of-work; 
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thus implementing a distributed timestamp of the blocks and providing additional security against double 

spending of the bitcoins – spending twice the same bitcoin. “To modify a past block, an attacker would 

have to redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the 

work of the honest nodes” (Satoshi Nakamoto, 2008: 3). Only when the nonce that gives the required 

hash value has been found, the block is ready to be added in the block chain. However, since there are 

many participants in the mining process, only the first miner that guesses the right nonce number can add 

the block to the blockchain. This ensures that all of the participants are working on the same blockchain; 

thus having the same information about the historical transactions available. Only when the block is 

actually added to the blockchain by winning the guessing competition, the miner is awarded with the 

completely new bitcoin and the fees from each of the transactions included in the block. The Bitcoin has 

been designed in a way that the requirement difficulty for guessing the hash value is adjusted dynamically 

in order to a block would be added in the blockchain every 10 minutes; thus ensuring a stable process of 

new bitcoin emission. All of the bitcoin mining steps presented in this chapter are not executed manually, 

but they are done by computers and a Bitcoin software (Hari K. Ramachandran et al., 2015). 

3.1.3. Transactions 

“We define an electronic coin as a chain of digital signatures. Each owner transfers the coin to the next 

by digitally signing a hash of the previous transaction and the public key of the next owner and adding 

these to the end of the coin. A payee can verify the signatures to verify the chain of ownership” (Satoshi 

Nakamoto, 2008: 2). 

Thus instead of actually transferring a physical or digital object from one person to another, only the 

ownership is transferred from one owner to the next one. The security of transactions has been ensured 

through asymmetric cryptography – by using pairs of public and private keys and signing each of the 

transactions with them (see Appendix 2).  

“Cryptography is an algorithmic process of converting a plain data to a cipher text, a form that is 

unreadable by an unauthorized person (eavesdropper). This technique is usually achieved with the use 

of an encryption key to alter the message based on the key bits resulting in a cipher text (encrypted data)” 

(Adedeji Kazeem and Ponnle Akinlolu, 2016: 308). 

“[A]symmetric key cryptography technique [employs] two keys for encryption and decryption process. 

In this system, one key called the secret key is used for encryption while the other key called the public 

key is used for decryption” (Adedeji Kazeem and Ponnle Akinlolu, 2016: 308). 
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Signing the transaction with the sender’s secret key provides a proof of the bitcoin ownership and ensures 

that the bitcoin a user is receiving has definitely been sent by the user it has been signed by and no fraud 

can be committed, since the transaction can be verified by applying the sender’s public key to the 

transaction and confirming that the pair of public and private keys match (Satoshi Nakamoto, 2008). 

“Although it would be possible to handle coins individually, it would be unwieldy to make a separate 

transaction for every cent in a transfer. To allow value to be split and combined, transactions contain 

multiple inputs and outputs. Normally there will be either a single input from a larger previous 

transaction or multiple inputs combining smaller amounts, and at most two outputs: one for the payment, 

and one returning the change, if any, back to the sender” (Satoshi Nakamoto, 2008: 5). 

This means that for a Bitcoin user in order to transfer bitcoins (make an output) from his/her wallet to 

another user's wallet, previously received bitcoins (inputs) that add up to the amount of the outgoing 

transfer of bitcoins (output) have to be provided. Thus ensuring that no bitcoin transfer can be made, if 

the specific wallet has not received enough bitcoins previously or has already spent the received bitcoins. 

There can be two outputs, as mentioned above. First output is the actual transfer of bitcoins. The second, 

output is the part of bitcoins that were not used for the transfer and that are sent back to the sender 

(Satoshi Nakamoto, 2008). For example, if a user wants to send 10 bitcoins to another user, but the sender 

has previously received 2 bitcoins, 3 bitcoins and 6 bitcoins. This means that the combined amount of 

received bitcoins add up to 11 bitcoins and there is no way how to combine them in order to get 10 

bitcoins without any change. In this case, all of the three bitcoin inputs (11 bitcoins in sum) would be 

used for the transfer, but 1 bitcoin would be sent back to the sender; thus there would be two outputs – 

10 bitcoins as a transfer to the other user and 1 bitcoin as a change, which is sent back to the sender. 

To sum up, the foundation of Bitcoin does not consist simply of one technology or one principle, but it 

rather consists of a combination of different technologies and principles that have been connected in 

order to ensure protection from different fraudulent activities or thefts as well as eliminate the need for a 

third person for ensuring the correctness of transactions made by users. This goal has arguably made the 

Bitcoin into complicated system that consists of different components, which are very intertwined with 

each other and thus cannot be separated. Even though the Bitcoin system seems complicated and very 

rigid there are many different ways how the system can be altered in order to enable additional or different 

functionality. There are many different cryptocurrencies that use the underlying the same principles and 
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technologies as the Bitcoin, but have been slightly or even greatly modified and repurposed. Two 

cryptocurrencies that differ from the Bitcoin will be explained in more detail in the next chapter. 

3.2. Other cryptocurrencies 

According to the “coinmarketcap.com” there are more than 1500 active cryptocurrencies available for 

purchase and the global market cap of the cryptocurrencies is rapidly increasing – in the beginning of 

2018 reaching more 700 billion USD. Based on the market cap, the top three cryptocurrencies in 

descending order are Bitcoin, Ethereum and Ripple (XRP) (CoinMarketCap). Both of the top two 

(besides the Bitcoin) cryptocurrencies use the same underlying principles and technologies when 

compared to Bitcoin. However, there are some differences between them and the Bitcoin. The top 

cryptocurrencies will be introduced in the next sections of this chapter and the differences between them 

and Bitcoin briefly explained. 

3.2.1. Ethereum 

“The intent of Ethereum is to create an alternative protocol for building decentralized applications […] 

Ethereum does this by building what is essentially the ultimate abstract foundational layer: a blockchain 

with a built-in Turing-complete programming language, allowing anyone to write smart contracts and 

decentralized applications where they can create their own arbitrary rules for ownership, transaction 

formats and state transition functions” (Vitalik Buterin, 2013: 13). 

While Bitcoin was developed to solely support transfer of funds in form of cryptocurrency (bitcoin) 

through decentralized network of computers (nodes) and act as a substitution to the traditional FIAT 

currencies, Ethereum has exploited the same underlying technologies and concepts – blockchain, mining, 

cryptography etc. – to develop a more sophisticated and flexible platform that supports additional features 

beyond transactions of a virtual currency (Vitalik Buterin, 2013). 

The main differentiator of Ethereum, when compared to Bitcoin, is that it can execute computer code 

called “smart contracts” in addition to the cryptocurrency transactions. Smart contracts are a set of rules 

that specify actions that are automatically executed (e.g. transfer of specific amount of funds) based on 

some external information or programmed algorithms. For example, two persons can set a bet on the 

temperature for a specific date and whoever guesses the closest gets paid automatically. These smart 

contracts ensure that there will be no cheating and that the winner will definitely get paid, since once the 
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code is uploaded it cannot be edited. This is just one use case from infinite number of possible use cases 

of the smart contracts (Vitalik Buterin, 2013). 

Additionally, Ethereum supports development of decentralized software applications “Dapps” that can 

be executed on Ethereum Virtual Machine (EVM), which is Turing complete and is run on each Ethereum 

network node. Turing completeness means that the EVM is capable of executing many different types of 

functions – e.g. loops – and thus is less restricted than Bitcoin. In comparison, Bitcoin is not capable of 

executing loops. Dapps can be developed by anyone and passed on to the decentralized Ethereum 

network, where the applications are executed by the connected computers (nodes). This configuration 

means that there is no need for centralized server that executes the application code as in usual web based 

applications; thus making Dapps less susceptible to hacker attacks (Vitalik Buterin, 2013). 

However, the execution of application code on Ethereum network is not for free. The use of 

computational power for the execution of application code has to be compensated. Ethereum has 

integrated their own cryptocurrency “ether” in the Ethereum network, which is used to pay for the 

computational power as well as a typical cryptocurrency for transfers of funds. In order to measure how 

expensive in terms of ether the execution of the specific application code will be, a unit called “gas” is 

employed in Ethereum. Before sending the application code to the Ethereum network for execution, a 

user has to set the limit of how much gas the user is willing to spend on this particular application code 

(“gasLimit”) and how much the user is willing to pay for each computational step (“gasPrice”). Each 

computational step uses certain amount of gas depending on the complexity and resource capacity that 

is needed for the execution of the step. If the execution of application reaches set gas limit before the 

code execution has been completed, the execution stops. The execution of application then reverts back 

to the initial state, but the node, which provided the computational power and resources, receives the 

payment for resource provision either way. This has been implemented in order to prevent malicious 

activities on the network and infinite loops that could crash or corrupt the computer that the application 

code is executed on (Gavin Wood, 2014). 

Ethereum is organized in accounts. There are two types of accounts – externally owned accounts and 

contract accounts. While externally owned accounts does not contain any computer code to be executed 

and are controlled by the private key, contract accounts hold computer codes that can be executed on the 

Ethereum network and are only controlled by the computer code. Externally owned accounts can create 
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contract accounts for application code storage and execution. Accounts consist of nonce, ether balance, 

contract code (if present), and storage, which is empty by default. When a new block is added in 

blockchain, the state of each of the accounts (the state of the accounts parameters) is recorded and the 

application code contained in the accounts is executed. It is done by each of the nodes to ensure that each 

of them would get the same result as others. Thus the process of mining in Ethereum not only updates 

the general ledger of the state in the blockchain network, but also executes the application code (Vitalik 

Buterin, 2013). 

As mentioned in the previous chapter, in the Bitcoin a new block is added to the blockchain on average 

every 10 minutes. In Ethereum the process is accelerated to adding a new block on average every 15 

seconds. In addition, the issuance of ether in the Ethereum network is not limited to a specific number as 

Bitcoin (21 million will be issued in total, as mentioned above), but rather the rate of issuance will 

gradually slow down over time (Vitalik Buterin, 2013). 

3.2.2. Ripple (XRP) 

It could be argued, that Ripple in many ways is similar to Bitcoin and in many ways the exact opposite 

of Bitcoin. Similarly to Bitcoin, Ripple is a decentralized platform that supports peer-to-peer transfer of 

funds in form of cryptocurrency (XRP), a common consensus has to be reached on the network before 

the transfer is accepted, it utilizes blockchain technology to ensure secure transactions between the users, 

and the transactions are verified by cryptographical signatures. All of the transactions on Ripple network 

are recorded on a publicly available general ledger that is duplicated across a network of nodes that are 

verifying the transactions (Frederik Armknecht et al., 2015). Besides the mentioned similarities between 

Bitcoin and Ripple there are many differences. 

First, Ripple is not completely open platform and is centrally controlled (Jon Martindale, 2018). While 

on Bitcoin and Ethereum anyone can become a part of a large node network and mine the 

cryptocurrenicies by simply downloading the necessary software; thus maintaining the blockchain and 

recording the transactions in the general ledger (described above), on Ripple only particular entities that 

have been accepted by the Ripple Labs Inc. can become “gateways” that constitute the decentralized 

node network and validate transactions. In order to become a gateway on the Ripple network, an entity 

has to comply with different rules and regulations from different regulators as, e.g. OFAC, FinCEN 
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(Gateway guide). On the Ripple network there is no mining like in the Bitcoin and nodes do not have to 

provide proof-of-work, instead each node validate the transactions themselves (Jon Martindale, 2018). 

Second, while cryptocurrencies in general are thought to be usable as a substitute to a traditional state 

issued and controlled currency (Jan Lansky, 2018), Ripple has been characterized as a “bridge currency” 

(Gateway guide) and primarily is used to increase the speed and reliability for international payments 

that are performed through payment institutions as, e.g., banks (XRP The Digital Asset for Payments). 

XRP was not developed to serve as a standalone currency, but rather as a part of a larger platform – 

Ripple – where it provides a common and liquid way of settling balances between payment institutions 

(Gateway guide). 

Third, due to a tight collaboration between Ripple and payment institutions Ripple network is being 

strongly controlled to comply with all of the payment institution requirements. The supervision of the 

network is ensured by the Ripple and all of the gateways of the Ripple network (Gateway guide). For 

example, the gateways can freeze accounts or transactions, if suspicious activity is identified (Gateway 

guide). On the contrary, the Bitcoin is not controlled by anybody. None of the nodes in the network can 

singlehandedly impact the processes on the Bitcoin network (explained above).  

Forth, the Bitcoin, as described in the previous section, has been developed to gradually issue new 

bitcoins in the network through the process of mining until the total amount of bitcoins issued will reach 

21 million. The ether issuance process on the Ethereum platform is similar to the Bitcoin’s, but it does 

not have an upper limit. There is no gradual XRP issuance process. All of the 100 billion XRPs were 

issued and distributed among the different participants of the network, when the platform was launched 

and around 60 billion XRPs were kept by the Ripple itself; thus the XRP can be strongly controlled by 

Ripple (Jon Martindale, 2018). 

While Ripple’s XRP is different from the Bitcoin and Ethereum in several major ways, it is still 

considered a cryptocurrency (Jon Martindale, 2018). Besides being used by the financial institutions for 

settling balances between them, the XRPs can be bought by anybody and they are available on a number 

of cryptocurrency exchanges – Bitstamp, Kraken, Bitso, Coincheck etc. (How to Buy XRP). 
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3.3. Summary 

As showed in the previous chapters, cryptocurrencies can differ from each other even in some major 

ways. In order to provide a comprehensive overview of the differences between the Bitcoin, Ethereum 

and Ripple the differences will be described across several different dimensions and arranged in a table 

(see Table 1 below). 

The first dimension is the “Level of decentralization”, which refers to two characteristics – how 

distributed is the network and whether there is some central body that to some extent controls the 

cryptocurrency network. The second dimension is “Primary purpose and functionality”. This dimension 

briefly presents the main use cases of the particular cryptocurrencies and additional functionality in 

comparison to the Bitcoin. Third dimension “Issuance of the cryptocurrency” provides brief information 

regarding the mechanism behind the issuance of new cryptocurrency units and distributing them in the 

network. The last dimension “Transaction validation” mentions the validation mechanism that is used in 

each of the cryptocurrencies. 

 Cryptocurrency platforms 

Dimensions Bitcoin Ethereum Ripple 

Cryptocurrency  bitcoin  ether  XRP 

Level of 

decentralization 

 Completely decentralized and 

distributed among large 

number of nodes 

 Completely decentralized and 

distributed among large 

number of nodes 

 Not fully decentralized 

 Distributed among nodes that 

have been selected by the 

Ripple 

Primary 

purpose and 

functionality 

 Transfer cryptocurrency peer-

to-peer to any user of the 

network without third party 

 Transfer cryptocurrency peer-

to-peer to any user of the 

network without third party 

 Execute computer code (smart 

contracts and dapps) on the 

network 

 Ensure almost instant bank 

balance clearing, when 

international transfers are 

made – bridge currency 

 Transfer cryptocurrency peer-

to-peer to any user of the 

network without third party 

Issuance of the 

cryptocurrency 

 Through the mining process; 

 Market cap – 21 million 

bitcoins. 

 Through mining process; 

 No market cap. 

 Distributed by the Ripple 

company itself; 

 No mining process – all of the 

100 billion XRPs were issued 

when the currency was 

launched. 

Transaction 

validation 

 By proof-of-work  By proof-of-work  Each of the nodes validates the 

transactions themselves 

Table 1 – Summary of cryptocurrencies 
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As it can be seen in the Table 1, the cryptocurrencies differ from each other in some major ways across 

different dimensions. It can be argued that there is almost unlimited number of combinations of the 

cryptocurrency elements that the cryptocurrencies can adopt. Thus it is impossible to describe how all of 

the cryptocurrencies function in detail. However, it can be said that there are several technologies and 

principles that are used in most of the cryptocurrencies as, for example, blockchain, cryptography and 

distributed network of nodes. 

4. Anti-Money Laundering and Counter-Terrorism Financing 

(AML/CTF) 

This chapter will start by defining crimes of money laundering and terrorist financing. Next, the main 

measures for combating the money laundering and terrorist financing in the European Union – directives 

and organizations – will be briefly presented. Finally, the AML/CTF measures that the financial 

institutions, which are located in the European Union, are required to develop and implement will be 

described in depth. 

4.1. Money laundering 

The Financial Action Task Force (FATF), an inter-governmental organization that helps to set standards 

and develop guidelines for AML/CTF measures, has described money laundering as a three stage process 

of covering up the source of unlawfully acquired financial resources. According to the FATF, these 

resources can come from many different illegal activities as, for example, organized crime, drug 

trafficking, bribery, computer fraud (FATF: What is Money Laundering?). The need for money 

laundering has been explained as follows:  

“[w]hen a criminal activity generates substantial profits, the individual or group involved must find a 

way to control the funds without attracting attention to the underlying activity or the persons involved. 

Criminals do this by disguising the sources, changing the form, or moving the funds to a place where 

they are less likely to attract attention” (FATF: What is Money Laundering?). 

In 2011, United Nations Office on Drugs and Crime (UNDOC) released research report “Estimating 

illicit financial flows resulting from drug trafficking and other transnational organized crimes”, where it 

was estimated that in 2009 there were around 1.6 trillion USD laundered globally, which is around 2.7 
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percent of the Global Domestic Product (GDP) and only less than 1 percent of the global flows of 

unlawful funds are seized or being frozen (UNDOC, 2011). 

The process of money laundering starts with the placement stage, where the unlawfully acquired profits 

are inserted into the financial system through application of various different methods as, for example, 

“by breaking up large amounts of cash into less conspicuous smaller sums that are then deposited 

directly into a bank account, or by purchasing a series of monetary instruments (cheques, money orders, 

etc.) that are then collected and deposited into accounts at another location” (FATF: What is Money 

Laundering?). In the first stage, “the funds are usually processed relatively close to the under-lying 

activity; often, but not in every case, in the country where the funds originate” (FATF: What is Money 

Laundering?). 

In the second stage – layering – the profits are converted and moved around in order to obscure actual 

sources of the funds. This stage again can be executed through different methods – by purchasing 

investment instruments and selling them, by sending the funds through series of different accounts that 

are located in different countries and masking the transfers as payments for products and services (FATF: 

What is Money Laundering?). “With the layering phase, the launderer might choose an offshore 

financial centre, a large regional business centre, or a world banking centre – any location that provides 

an adequate financial or business infrastructure” (FATF: What is Money Laundering?).  

The main purpose of the third stage – integration – is to place the funds back into the legal economy. 

“The launderer might choose to invest the funds into real estate, luxury assets, or business ventures” 

(FATF: What is Money Laundering?). By investing into legitimate assets, the value can be then easily 

moved around in from of the legitimate assets and turned back into legitimate money without raising any 

suspicions to the authorities. “[A]t the integration phase, launderers might choose to invest laundered 

funds in still other locations if they were generated in unstable economies or locations offering limited 

investment opportunities” (FATF: What is Money Laundering?). 

4.2. Terrorist financing  

In the European Union directive “on the prevention of the use of the financial system for the purposes of 

money laundering or terrorist financing” terrorist financing has been described as “the provision or 

collection of funds, by any means, directly or indirectly, with the intention that they be used or in the 
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knowledge that they are to be used, in full or in part, in order to carry out any of the offences” (European 

Commission, 2015: 83) in connection to terrorist financing. The funds that are transferred to the terrorists 

or terrorist organizations not necessarily have to be acquired through illicit activities. The funds can be 

completely legally obtained, but the use for financing activities that are connected with terrorists and 

require financing make them illegal (European Commission, 2015). 

“Terrorist financing requirements fall into two general areas: (1) funding specific terrorist operations, 

such as direct costs associated with specific operations and (2) broader organizational costs to develop 

and maintain an infrastructure of organizational support and to promote the ideology of a terrorist 

organization” (FATF, 2008: 7). 

 

4.3. Directives and organizations in the European Union 

Money laundering and terrorist financing is a real threat and can make a significant impact to the stability 

and reputation of the financial sector as well as to confidence in the financial system. In order to prevent 

the possible impact the money laundering and terrorist financing could have on the European Union’s 

financial sector, a directive “on the prevention of the use of the financial system for the purposes of 

money laundering or terrorist financing” was developed (European Commission, 2015). The directive 

has also been called 4th AML Directive (4AMLD) (Deloitte, 2017), since it is the fourth directive that 

has been developed in order to prevent money laundering and it “constitutes the main legal instrument 

in the prevention of the use of the Union's financial system for the purposes of money laundering and 

terrorist financing” (European Commission, 2016: 21). 

4.3.1. The 4th AML Directive 

4AMLD was enacted on 25th of June, 2015 and came into force on 26th of June, 2017. It “sets out a 

comprehensive framework to address the collection of money or property for terrorist purposes by 

requiring Member States to identify, understand and mitigate risks related to money laundering and 

terrorist financing” (European Commission, 2016: 21). The main purpose of the directive is to provide 

consistent requirements to all member states of the European Union and thus ensure increased efficiency 

in prevention of money laundering and terrorist financing (European Commission, 2015). “Money 

laundering and terrorist financing are frequently carried out in an international context. Measures 

adopted solely at national or even at Union level, without taking into account international coordination 

and cooperation, would have very limited effect” (European Commission, 2015: 74). The 4AMLD 
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stipulates a requirement for different processes and rules to be implemented by the subjects of the 

directive in their procedures, policies and IT systems. Subjects of the 4AMLD are credit institutions, 

financial institutions and various natural or legal persons providing professional services as, for example, 

auditors, tax consultants, external accountants, independent legal professionals, providers of gambling 

services (European Commission, 2015). 

4.3.2. The 5th AML Directive 

“Recent terrorist attacks have brought to light emerging new trends, in particular regarding the way 

terrorist groups finance and conduct their operations. Certain modern technology services are becoming 

more and more popular as alternative financial systems and remain outside the scope of Union 

legislation or benefit from exemptions that may no longer be justified. In order to keep pace with evolving 

trends, further measures to improve the existing preventive framework should be taken” (European 

Commission, 2016: 21). 

 

On 5th of July, 2016, European Commission proposed amendments regarding 4AMLD. This proposal 

has been called 5th AML Directive (5AMLD) even though it is not a completely new version of the 

directive, but rather an addition to already existing rules (Samantha Sheen, 2016). “On December 20, 

2017, EU ambassadors confirmed that agreement had been reached between the European Parliament 

and the Council regarding the latest amendments to the Anti-Money Laundering Directive (AMLD 5) 

proposed by the European Commission in July 2016” (KPMG, 2017). Even though only political 

agreement has been reached and the proposed amendment still has to be adopted, the adoption most likely 

will happen, according to Nejc Novak (Nejc Novak, 2018). The most significant changes to the 4AMLD 

that 5AMLD introduces are that virtual currency exchange service providers between virtual currencies 

and fiat currencies as well as custodian wallet providers will become subjects under the directive, the 

virtual currency exchanges and wallet providers will have to be licensed and registered, additionally the 

information on company beneficiary owners will have to be publicly available in interconnected register 

systems, and, in case of dealing with natural persons or companies that are residents of or registered in 

third countries of high risk, a minimal requirements of the enhanced due diligence procedure has been 

provided (European Commission, 2016). 

Both 4AMLD and 5AMLD have to be transposed into national law of the member states based on the 

requirements provided in the directives. This provides a certain adaptability to the circumstances of each 
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of the EU member states, while ensuring a certain level of coherence among the regulations of the 

member states (European Commission, 2015).  

While 5AMLD provides some additional requirements, the core elements as well as the processes that 

have to be implemented within subjects of the directive have been left unchanged from the 4AMLD; thus 

in order to understand the main requirements the 4AMLD has to be reviewed. 4AMLD stipulates a 

requirement for several core processes that are mandatory for the subjects as, for example, money 

laundering and terrorist financing (ML/TF) risk assessment of the financial institution, client ML/TF risk 

assessment, customer due diligence (CDD), transaction monitoring, and suspicious activity reporting 

(SAR) to the Financial Investigation Units (FIUs) (European Commission, 2015). Each of the core 

measures that are required by both of the directives to be developed and implemented will be described 

in the next section of this chapter. 

4.3.3. Organizations 

In addition to the 4AMLD and its amendment, 5AMLD, there are several organizations that work in the 

Europe Union and outside of it to advance the AML/CTF measures and provide financial institutions 

with recommendations and guidelines regarding the AML/CTF measures and their implementation. The 

organizations are the Financial Action Task Force (FATF), the Wolfsberg Group, the Basel Committee 

on Banking Supervision (BCBS), and the European Supervisory Authorities (ESA). All of these 

organizations will be briefly introduced in this section. 

4.3.3.1. Financial Action Task Force (FATF) 

The Financial Action Task Force has been one of the leading developers and promoters of the Anti-

Money Laundering and Counter-Terrorism measures in the European Union. 

“The Financial Action Task Force (FATF) is an inter-governmental body established in 1989 by the 

Ministers of its Member jurisdictions. The objectives of the FATF are to set standards and promote 

effective implementation of legal, regulatory and operational measures for combating money laundering, 

terrorist financing and other related threats to the integrity of the international financial system” (FATF: 

Who we are). 

The FATF is known for their forty recommendations described in a paper titled “International Standards 

on Combating Money Laundering and the Financing of Terrorism & Proliferation”, where they “set out 

a comprehensive and consistent framework of measures which countries should implement in order to 
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combat money laundering and terrorist financing, as well as the financing of proliferation of weapons 

of mass destruction” (FATF, 2018: 6). Besides the FATF forty recommendations, the organization has 

developed other guidelines as well on topics as, for example, Risk-Based Approach, which will be 

introduced further in this paper (FATF Risk-Based Approach). 

“The FATF monitors the progress of its members in implementing necessary measures, reviews money 

laundering and terrorist financing techniques and counter-measures, and promotes the adoption and 

implementation of appropriate measures globally.  In collaboration with other international 

stakeholders, the FATF works to identify national-level vulnerabilities with the aim of protecting the 

international financial system from misuse” (FATF: Who we are). 

4.3.3.2. The Wolfsberg Group 

The Wolfsberg Group is “an association of thirteen global banks which aims to develop frameworks and 

guidance for the management of financial crime risks, particularly with respect to Know Your Customer, 

Anti-Money Laundering and Counter Terrorist Financing policies” (The Wolfsberg Group Mission). 

Contrary to other organizations, the Wolfsberg Group was established to provide an industry perspective 

on risk management from point-of-view of the financial institutions. Over the years the Wolfsberg Group 

has published a significant number of AML/CTF related papers in forms of Principles, Guidelines, 

Frequently Asked Questions and Statements (The Wolfsberg Group Mission).  

“The Wolfsberg Group does not advocate that FIs simply adopt each publication, but rather each FI 

should consider the risks described, the applicable regulatory standards and their own defined risk 

management strategy. The materials published by the Wolfsberg Group offer a perspective through 

which FIs may identify gaps or new insights and consider to what extent these gaps or insights require 

attention” (The Wolfsberg Group Mission). 

4.3.3.3. Basel Committee on Banking Supervision (BSCBS) 

The Basel Committee on Banking Supervision (BCBS) is a committee that sets global standards for 

banks, including in the field of AML/CTF, but has no legal force (Basel Committee Charter). “Its 

mandate is to strengthen the regulation, supervision and practices of banks worldwide with the purpose 

of enhancing financial stability” (Basel Committee Charter). The members of BCBS are organizations 

that has direct authority on bank supervision as well as central banks.  

“The BCBS expects full implementation of its standards by BCBS members and their internationally 

active banks. However, BCBS standards constitute minimum requirements and BCBS members may 

decide to go beyond them. The Committee expects standards to be incorporated into local legal 
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frameworks through each jurisdiction's rule-making process within the pre-defined time frame 

established by the Committee.” (Basel Committee Charter). 

4.3.3.4. European Supervisory Authorities (ESA) 

The Joint Committee of European Supervisory Authorities (ESA), which consists of European Banking 

Authority (EBA), European Securities and Markets Authority (ESMA), and European Insurance and 

Occupational Pensions Authority (EIOPA), “works in the areas of micro-prudential analyses of cross-

sectoral developments, risks and vulnerabilities for financial stability, retail investment products, 

supervision of financial conglomerates, accounting and auditing, and measures combating money 

laundering” (Joint Committee of European Supervisory Authorities: About Us). Additionally, “[t]he 

ESAs, within the Joint Committee, jointly explore and monitor potential emerging risks for financial 

markets participants and the financial system as a whole” (Joint Committee of European Supervisory 

Authorities: About Us). Existence of the committee ensures that the practices are coordinated and 

consistent across the members of the committee (Joint Committee of European Supervisory Authorities: 

About Us). 

4.4. AML/CTF measures 

In this section each of the AML/CTF measures that are required according to the directives – 4AMLD 

and 5AMLD – will be presented and described in depth. The directives will be used as a foundation for 

the descriptions. However, different guidelines that have been developed by the different organizations 

mentioned in the previous section will be used to complement the information provided in the directives 

and provide additional information in terms of process steps that have to be executed in order to ensure 

compliance with the requirements stipulated in the directives. The descriptions of the AML/CTF 

measures will be divided in three groups – risk assessments, Know Your Customer (KYC), and policies 

and procedures. 

4.4.1. Risk assessments and Risk-Based Approach (RBA) 

In the 4AMLD it is stipulated that “a holistic, risk-based approach should be used. […]It involves the 

use of evidence-based decision-making in order to target the risks of money laundering and terrorist 

financing facing the Union and those operating within it more effectively” (European Commission, 

2015:76). The first recommendation of the FATF’s “International Standards on Combating Money 
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Laundering and the Financing of Terrorism and Proliferation” explains that the risk-based approach 

means that risks of money laundering and terrorist financing should be assessed and resources to mitigate 

the risks should be allocated in accordance to the identified risk areas – more resources to the areas with 

higher ML/TF risk and less resources to the areas that pose less ML/TF risk (FATF, 2018). Additionally, 

in the “Guidance for a Risk-Based Approach. The Banking Sector” written by the FATF it is stated that 

the “RBA to AML/CFT means that countries, competent authorities and financial institutions, are 

expected to identify, assess and understand the ML/TF risks to which they are exposed and take 

AML/CFT measures commensurate to those risks in order to mitigate them effectively” (FATF, 2014: 6). 

Thus the ML/TF risks not only has to be identified, the risks are supposed to be understood and acted 

upon accordingly. According to the 4AMLD, the money laundering and terrorist financing risks should 

be assessed on four levels – supranational (European Union), national, financial institution and client. 

Supranational as well as national ML/TF risk assessments are not conducted at a company level and the 

companies of the EU member states are not responsible for them; thus these two types of risk assessments 

will not be discussed any further in this paper (European Commission, 2015). 

4.4.1.1. Enterprise-wide ML/TF risk assessment of a financial institution (FI) 

“Member States shall ensure that obliged entities take appropriate steps to identify and assess the risks 

of money laundering and terrorist financing, taking into account risk factors including those relating to 

their customers, countries or geographic areas, products, services, transactions or delivery channels. 

Those steps shall be proportionate to the nature and size of the obliged entities” (European Commission, 

2015: 90). 

While the risk factor segments – customer, geographic, product or service, transaction and delivery 

channel – are clearly defined in the 4AMLD, the specific approach of how the risk assessment should be 

conducted and what methodologies should be utilized have not been stated; thus providing a possibility 

for variation in approaches (European Commission, 2015). 

The ESA in “The Risk Factors Guidelines” have described the ML/TF risk assessment of financial 

institution as follows: 

“Business-wide risk assessments should help firms understand where they are exposed to ML/TF risk 

and which areas of their business they should prioritise in the fight against ML/TF. […] [F]irms should 

identify and assess the ML/TF risk associated with the products and services they offer, the jurisdictions 

they operate in, the customers they attract and the transaction or delivery channels they use to service 

their customers. The steps firms take to identify and assess ML/TF risk across their business must be 
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proportionate to the nature and size of each firm. Firms that do not offer complex products or services 

and that have limited or no international exposure may not need an overly complex or sophisticated risk 

assessment” (ESA, 2017: 11). 

In order to clarify various questions regarding the enterprise-wide risk assessment and the approach used 

to conduct it, the Wolfsberg Group in 2015 issued a paper called “Frequently Asked Questions on Risk 

Assessments for Money Laundering, Sanctions and Bribery & Corruption”. In this paper the association 

provided answers to various risk assessment related questions as, for example, “[w]hat is the purpose of 

a risk assessment?” (The Wolfsberg Group, 2015: 3), “[h]ow should a risk assessment be organised?” 

(The Wolfsberg Group, 2015: 4), and “[w]hat software/systems can be used to conduct a risk 

assessment?” (The Wolfsberg Group, 2015: 16). Additionally, the standard methodology for conducting 

enterprise-wide risk assessment was described (The Wolfsberg Group, 2015). 

According to the Wolfsberg Group “[t]he risk assessment should cover the entirety of the FI’s business, 

though may be conducted in parts, or as part of a rolling cycle, to focus on separate areas, such as 

divisions, units or specific business lines, countries and/or legal entities” (The Wolfsberg Group, 2015: 

7). The standard methodology for conducting enterprise-wide risk assessment is divided in three phases 

(see diagram in Appendix 3): 

“Phase 1: Determine the Inherent Risk; 

Phase 2: Assess the Internal Control Environment (both design and operating effectiveness); and 

Phase 3: Derive the Residual Risk” (The Wolfsberg Group, 2015: 7). 

The inherent risk can be defined as a collection of different risk factors that the company is exposed to 

and it can vary significantly across different companies depending on the size and other business 

specifics. However, the risk factor categories that should be used for the risk assessment remain the same 

for all of the companies (The Wolfsberg Group, 2015). The Wolfsberg Group has stated five risk 

categories that are slightly different from the ones stated in the 4AMLD: 

“1. Clients 

2. Products and Services 

3. Channels 

4. Geographies 

5. Other Qualitative Risk Factors” (The Wolfsberg Group, 2015: 8). 
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While the listed risk factor categories should cover almost all of the possible ML/TF risk factors, the 

categories do not exclude considering other factors outside of the provided categories (The Wolfsberg 

Group, 2015). “The categories of risk faced by an organisation can be very broad. These broad risk 

categories are then sub-divided into inherent risk factors that are derived from regulatory guidance or 

expectations as well as leading industry practices, and include a mix of both qualitative and quantitative 

criteria” (The Wolfsberg Group, 2015: 8).  

The risk factors in the client risk category could be, for example, the number of domestic and 

international clients, the number of clients that are engaged in high risk economic activity, the number 

of different type of clients (individuals and entities). Next, when considering the products and services 

the company is providing to its clients the following example of factors could be taken into account – the 

number of increased risk products and services the company offers, the increased risk types of 

transactions that have been carried out (cash transactions, transactions flagged as unusual or suspicious). 

There are different product or service provision channels that can increase the risk of money laundering 

or terrorist financing as, for example, non face-to-face business relationship establishment or third party 

(e.g. agent) involvement. In order to assess the geographical risk the following risk factors could be taken 

into account – number of clients located in high risk countries, the location of the company or business 

unit itself, the number of clients with their main economic activity located in high risk countries. At last, 

the risk category of other qualitative risk factors refers to risk factors that could not be quantified - 

represented by numbers. The category can contain risk factors as, for example, the stability of client base, 

the level of IT system integration, reliance on third party software or IT system providers (The Wolfsberg 

Group, 2015). 

Based on the assessed factors in each of the risk factor categories a risk rating in terms of risk level (at 

least low, medium, and high) should be provided for each of the business units in the company and each 

of the risk factor categories. Additionally, there should be an option to obtain risk rating for the company 

as a whole, in order to gain a holistic overview of the inherent risk situation in the company (The 

Wolfsberg Group, 2015). 

In the second phase, assessment of internal controls, the “internal controls must be evaluated to 

determine how effectively they offset the overall risks. Controls are programmes, policies or activities 

put in place by the FI to protect against the materialisation of a ML risk, or to ensure that potential risks 
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are promptly identified” (The Wolfsberg Group, 2015: 10). The internal controls are assessed through 

two dimensions – the design and operating effectiveness of controls – and most commonly across the 

following categories:  

“- AML Corporate Governance; Management Oversight and Accountability  

  - Policies and Procedures 

  - Know Your Client (“KYC”); Client Due Diligence (“CDD”); Enhanced Due Diligence 

(“EDD”) 

  - Previous Other Risk Assessments (local and enterprise-wide) 

  - Management Information/Reporting 

  - Record Keeping and Retention 

  - Designated AML Compliance Officer/Unit 

  - Detection and SAR filing 

  - Monitoring and Controls 

  - Training 

  - Independent Testing and Oversight (including recent Internal Audit or Other Material 

Findings) 

  - Other Controls/Others” (The Wolfsberg Group, 2015: 11). 

Each of the specific controls can be rated with one of the three possible states – satisfactory, needs 

improvement or deficient. The information on the states of each of the specific controls could be collected 

through self-assessments conducted in each of the business units or parts of the company as well as 

through some other sources as, for example, audits, business risk reviews. When each of the controls 

have been rated, a guidance on how to improve the design or effectiveness of the control or how to sustain 

high effectiveness of the control should be provided. In case, if the control has not yet been implemented, 

an action plan of how to remedy the situation should be issued and acted upon as soon as possible (The 

Wolfsberg Group, 2015). 

“As with inherent risk factors above, the response to each area under examination is assigned a score, 

which, when aggregated, reflects the relative strength of that control. Each area can then be assigned a 

weighting based on the importance that the institution places on that control. For example, it may be 

expected that Client Due Diligence carries a larger weighting than Record Keeping and Retention within 

the risk assessment” (The Wolfsberg Group, 2015: 12). 
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Additionally, in the enterprise-wide risk assessment there should be an option to override the acquired 

ratings of the inherent risk and controls effectiveness as well as in some cases even the residual risk 

ratings should be overridden. Any utilization of the override function should be well documented and 

approved by somebody with the authorization. The override function is needed due to a possibility of 

low quality of data that has been used for the assessment or some other instances, when additional 

information regarding the inherent risks and controls has been acquired and it provides a sufficient 

argumentation for the need of changing the ratings. A frequent use of the override function could signal 

for significant weaknesses in the risk assessment methodology (The Wolfsberg Group, 2015). 

The third and last phase in the enterprise-wide risk assessment is calculating the residual risk. “Residual 

risk is the risk that remains after controls are applied to the inherent risk. It is determined by balancing 

the level of inherent risk with the overall strength of the risk management activities/controls. The residual 

risk rating is used to indicate whether the ML risks within the FI are being adequately managed” (The 

Wolfsberg Group, 2015: 12). For rating the residual risk of the company different scales can be used as, 

for example, three point scale (low, medium, high), five point scale (low, low to medium, medium, 

medium to high, high). There are different ways of configuring the parameters that are used to assign the 

residual risk based on the assessments of the inherent risk and control effectiveness. Two of the possible 

configurations can be seen in the Appendix 4. Results of the risk assessment should be viewable in 

different views and sorted in different views as, for example, the residual risk ratings should be viewable 

for each of the inherent risk areas, for each of the business units or parts of the company, for each of the 

geographies (The Wolfsberg Group, 2015). 

In order to provide a higher level of adaptability for enterprise-wide risk assessment’s methodology, a 

weight can be assigned to each of the inherent risk and control categories based on the circumstances and 

environment of the financial institution. Example of the possible weighting distribution across the 

inherent risk and controls categories can be found in the Appendix 5. This enables the methodology to 

increase the importance of certain risk areas and controls for residual risk calculations and decrease for 

others; thus increasing the correspondence with the business model and other circumstances the financial 

institution experiences (The Wolfsberg Group, 2015). 

“For example, if the focus of a business division within a FI is correspondent banking and a proportion 

of its client base is in different international jurisdictions, geography, therefore, may be considered of 

higher relevance (and therefore receive higher weight) than client type for that business division. 
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Similarly, certain controls have a more direct impact on the mitigation of ML risk, such as front line 

controls where client due diligence is weighted more heavily than controls around independent testing” 

(The Wolfsberg Group, 2015: 13).  

The results of the enterprise-wide risk assessment should be used to understand the deficiencies in the 

overall AML/CTF program and design corresponding mitigation plan as well as accordingly to the risk 

areas with increased residual risk set up client transaction monitoring system and customer due diligence 

procedures. The enterprise-wide risk assessment should be used as the foundation to all of the other 

ML/TF risk mitigating measures (The Wolfsberg Group, 2015). 

4.4.1.2. Customer ML/TF risk assessment 

4AMLD stipulates that the obliged entities are required to assess not only the ML/TF risk of the financial 

institution itself, but also the ML/TF risk of customers it provides services to. The risk assessment of 

customers has to be performed when the client establishes a business relationship with the financial 

institution as well as while the client is in the business relationship with the financial institution on an 

ongoing basis. The customer ML/TF risk assessment provides risk level of money laundering and 

terrorist financing to each of the customers of the financial institution; thus enabling application of 

different levels of the customer due diligence measures (will be discussed further in this paper) and 

allocate appropriate amount of resources to each of the customers – using the RBA. However, there 

should be rigid and comprehensive procedures in place that describe and explain the level of customer 

due diligence that should be applied for each of the customer risk levels (European Commission, 2015). 

“Member States shall ensure that obliged entities are able to demonstrate to competent authorities or 

self-regulatory bodies that the measures are appropriate in view of the risks of money laundering and 

terrorist financing that have been identified” (European Commission, 2015: 92).  

While in the 4AMLD a requirement for customer ML/TF risk assessment is stated, there is no description 

or instruction of how it should be done, except the requirement for including in the risk assessment a 

number of factors that lower the risk of ML/TF (see Appendix 6) and factors that increase the risk (see 

Appendix 7) (European Commission, 2015). However, FATF has provided several guidelines for Risk-

Based Approach application in different sectors as, for example, Money or Value Transfer Services 

(MVTS), banking sector, life insurance sector, legal professionals, casinos and virtual currencies. In their 

guidelines FATF has provided high-level recommendations on the implementation of the RBA in the 
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obliged entities across different sectors and what are the unique risk factors that the obliged entities are 

exposed to and are recommended to consider, when conducting ML/TF risk assessment (FATF Risk-

Based Approach). 

According to The Risk Factors Guidelines, in order to conduct customer ML/TF risk assessment, the first 

step is to identify the ML/TF risks and then assess each of the identified risks. The guidelines of ESA 

provides a non-exhaustive list of possible risk factors that the entity should consider when assessing 

ML/TF risks. The risk factors are divided in segments similar to the ones mentioned in the 4AMLD – 

customer risk factors, countries and geographical areas, products, services and transactions risk factors, 

and delivery channel risk factors (ESA, 2017). 

Next, after the firm has identified all of the relevant risk factors across the different risk factor segments, 

each of the risk factors has to be assessed based on their relative importance. The importance of each of 

the risk factors is distributed by assigning weights to the risk factors – assigning higher numerical score 

to risk factors that potentially would pose higher risk to the firm and assign lower numerical score to risk 

factor that poses lower risk.  

“When weighting risk factors, firms should ensure that: 

 weighting is not unduly influenced by just one factor; 

 economic or profit considerations do not influence the risk rating; 

 weighting does not lead to a situation where it is impossible for any business relationship to be 

classified as high risk; 

 the provisions of Directive (EU) 2015/849 or national legislation regarding situations that 

always present a high money laundering risk cannot be over-ruled by the firm’s weighting; and  

 they are able to over-ride any automatically generated risk scores where necessary. The rationale 

for the decision to over-ride such scores should be documented appropriately” (ESA, 2017: 22). 

By summarizing the scores of the risk factors that have been identified for the specific customer the 

ML/TF risk score for the customer can be acquired. Additionally to acquiring the risk score for the 

customer, the risk score should be categorized. Most commonly the risk scores are categorized as high, 

medium or low level of ML/TF risk. However, the obliged entities can choose to categorize the ML/TF 

risk scores in different categories than the mentioned three (ESA, 2017). 
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The last step is to assign appropriate customer due diligence measures to each of the ML/TF risk level 

categories while taking into account other circumstances as, for example, customer type, the country of 

residency or registration. This allows companies to focus more resources on the riskier customers and 

less resources to less risky customers. The companies have to be able to clearly explain and show to the 

competent authorities how the different risk factors impact the level of applied customer due diligence 

(ESA, 2017). 

4.4.2. Know Your Customer (KYC) 

“Supervisors around the world are increasingly recognising the importance of ensuring that their banks 

have adequate controls and procedures in place so that they know the customers with whom they are 

dealing. Adequate due diligence on new and existing customers is a key part of these controls. Without 

this due diligence, banks can become subject to reputational, operational, legal and concentration risks, 

which can result in significant financial cost” (Basel Committee on Banking Supervision, 2001: 2). 

By collecting information on the customers that are being serviced by the financial institution as well as 

getting to know the customer base of the organization and the specific ML/TF risks associated with it, 

enable companies to understand ML/TF risks associated with the customers and provide corresponding 

risk mitigation controls (Basel Committee on Banking Supervision, 2001). Thus “[s]ound KYC policies 

and procedures are critical in protecting the safety and soundness of banks and the integrity of banking 

systems” (Basel Committee on Banking Supervision, 2001: 2).  

It could be argued that there are three essential KYC measures that have to be implemented into the 

financial institution in order to collect enough information about its customers, to be able to mitigate the 

risks associated with the customers and satisfy the requirements stipulated by the regulations. The three 

measures are customer due diligence (CDD), transaction monitoring (TM), and sanctions screening. Each 

of the mentioned key measures will be described in detail further in this paper. 

4.4.2.1. Customer due diligence (CDD) 

As mentioned before, different anti-money laundering and counter-terrorist financing measures should 

be designed and adjusted based on the outcomes of the four ML/TF risk assessments – supranational risk 

assessment, national risk assessment, enterprise-wide risk assessment and customer risk assessment. One 

of the measures that should be affected by the results of the risk assessments is customer due diligence – 

collection of information regarding the customer with an aim of identification of the individual or entity 
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as well as assessment of the ML/TF risk associated with the customer (European Commission, 2015). In 

the 4AMLD it is stipulated that “[c]ustomer due diligence measures shall comprise: 

(a) identifying the customer and verifying the customer's identity on the basis of documents, data or 

information obtained from a reliable and independent source; 

(b) identifying the beneficial owner and taking reasonable measures to verify that person's identity 

so that the obliged entity is satisfied that it knows who the beneficial owner is, including, as 

regards legal persons, trusts, companies, foundations and similar legal arrangements, taking 

reasonable measures to understand the ownership and control structure of the customer; 

(c) assessing and, as appropriate, obtaining information on the purpose and intended nature of the 

business relationship; 

(d) conducting ongoing monitoring of the business relationship including scrutiny of transactions 

undertaken throughout the course of that relationship to ensure that the transactions being 

conducted are consistent with the obliged entity's knowledge of the customer, the business and 

risk profile, including where necessary the source of funds and ensuring that the documents, data 

or information held are kept up-to-date” (European Commission, 2015: 92). 

Even though CDD is one of the key measures that ensure effective AML/CTF program in financial 

institutions, it does not have to be applied to all of the transactions and customers. 4AMLD stipulates 

rules for when it has to be carried out (see Appendix 8). Most notably, the rules state that the CDD should 

always be applied when establishing a business relationship between customer and the financial 

institution as well as they set thresholds for the requirement to apply CDD based on the type of transaction 

that has been carried out. Additionally to applying CDD measures when the business relationships are 

being established, CDD measures have to be applied on an ongoing basis as well, especially, if some 

circumstances of the business relationship change (European Commission, 2015). 

In addition to the standard CDD measures, there are two additional types of the CDD described in the 

4AMLD – simplified customer due diligence (SCDD or SDD) and enhanced due diligence (ECDD or 

EDD). Each type of CDD differs from the others by the depth of the customer due diligence that has to 

be applied and the circumstances in which each of the types can be applied (European Commission, 

2015). 

According to the 4AMLD, in certain cases financial institutions are allowed to apply SCDD - customer 

due diligence with reduced depth – while ensuring adequate transaction and business relationship 

monitoring. The “Article 15” of the 4AMLD states that the SCDD can be applied only in cases, when 

there is a sufficient evidence of the customer or transaction having low level of ML/TF risk; thus a proper 
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assessment of the possible ML/TF risk has to be performed before deciding to apply SCDD (see 

description of the customer ML/TF risk assessment above). To provide additional information on the 

SCDD, the “Article 17” of 4AMLD directs to “The Risk Factors Guidelines” written by the ESA 

(European Commission, 2015). The guidelines of the ESA state that “SDD is not an exemption from any 

of the CDD measures; however, firms may adjust the amount, timing or type of each or all of the CDD 

measures in a way that is commensurate to the low risk they have identified” (ESA, 2017: 23). There are 

several dimensions, which, in accordance to ESA, can be adjusted to simplify customer due diligence 

procedure – timing of the application of CDD measures (e.g. the CDD measures could be applied later 

in time during the business relationship), amount of information collected for identification, verification 

or transaction monitoring, quality of the information or sources the information was collected from (e.g. 

trusting that the customer provides correct information without verifying it), frequency of the application 

of CDD measures during the business relationship, and frequency and depth of transaction monitoring 

(e.g. instead of monitoring all of the transactions, monitor only the transactions that exceed certain 

thresholds) (ESA, 2017).  

Next, the 4AMLD stipulates a requirement for performing the ECDD and a minimum number of 

measures that should be applied when performing ECDD in certain cases – when establishing 

correspondent relationships with a third-country institution, when providing services politically exposed 

persons (PEPs), when providing services to family members or close associates with politically exposed 

persons etc. (European Commission, 2015). 5AMLD supplements the requirements stated in the 4AMLD 

with additional and more precise ECDD measures that should be applied when dealing with customers 

coming from or related to high-risk third countries (European Commission, 2016). Similarly to the 

previously described SCDD, the “Article 18” from the 4AMLD directs to the ESA’s Risk Factor 

Guidelines for more information on the ECDD (European Commission, 2015).  

“Firms must apply EDD measures in higher risk situations to manage and mitigate those risks 

appropriately. EDD measures cannot be substituted for regular CDD measures but must be applied in 

addition to regular CDD measures” (ESA, 2017: 25). The Risk Factor Guidelines describe the different 

ECDD measures that should be applied in certain higher-risk cases (the cases mentioned in the previous 

paragraph) as, for example, when dealing with PEPs the financial institution should determine the source 

of wealth and funds, and verify the information through independent and reliable information, obtain 
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approval from the senior management when establishing or continuing business relationship with this 

customer, and apply increased level of transaction monitoring (ESA, 2017). 

In addition to the description of CDD, SCDD, and ECDD measures The Risk Factor Guidelines have 

described and listed different risk factors for each of the risk factor segments (see section above) as well 

as have provided a list of risk factors specific to different sectors as, for example, retail banks, wealth 

management, investment firms, and money remitters (ESA, 2017). 

4.4.2.2. Transaction monitoring (TM) 

The 4AMLD stipulates a requirement for a financial institution to monitor the customer and its 

transactions during the business relationship with the financial institution in order to detect unusual and 

suspicious transactions as well as to detect any deviations from the usual behavior of the customer and 

its risk profile. While the 4AMLD has mentioned the requirement for an ongoing monitoring of the 

customers and their transactions, it has not provided any description of how should the monitoring system 

be developed and implemented (European Commission, 2015).  

In the guidelines titled “Sound management of risks related to money laundering and financing of 

terrorism” written by the BCBS is stated that the ongoing monitoring is an essential part of the ML/TF 

risk management. “A bank can only effectively manage its risks if it has an understanding of the normal 

and reasonable banking activity of its customers that enables the bank to identify attempted and unusual 

transactions which fall outside the regular pattern of the banking activity” (Basel Committee on Banking 

Supervison, 2016: 10). While all of the transactions and business relationships should be monitored, the 

extent of the monitoring and the applied measures should be determined by the risk assessments and 

information collected on the customer through application of the CDD measures (Basel Committee on 

Banking Supervison, 2016 

The main purpose of the transaction monitoring is to detect unusual and suspicious transactions or 

activities of a customer that do not make any economic sense. It is done through establishing scenarios 

that signal for possible money laundering or terrorist financing. “In establishing scenarios for identifying 

such activity, a bank should consider the customer’s risk profile developed as a result of the bank’s risk 

assessment, information collected during its CDD efforts, and other information obtained from law 

enforcement and other authorities in its jurisdiction” (Basel Committee on Banking Supervison, 2016: 
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10). The TM system can be set to recognize complex scenarios that pose ML/TF risk and alert employees 

of the financial institution regarding them or simply set to alert when limits of certain category of activity 

have been exceeded as, for example, exceeding transaction amount limit of the international transactions 

(Basel Committee on Banking Supervison, 2016). 

Next, based on the scenarios the TM system should be able to filter out the suspicious or unusual 

transactions, which should be further analyzed by the employee of the financial institution in order to 

separate false positives from genuinely suspicious or unusual transactions (Basel Committee on Banking 

Supervison, 2016). For the analysis purposes the employees should be provided with “all the available 

information on that customer relationship including transaction history, missing account opening 

documentation and significant changes in the customer’s behaviour or business profile and transactions 

made through a customer account that are unusual” (Basel Committee on Banking Supervison, 2016: 

10). After the analysis, the false positives can be discarded by providing detailed enough description of 

the reasons why the suspicions can be discarded, but the genuinely suspicious transactions or customers 

have to be reported to the local FIUs by filing a SAR (will be described in the next chapter in more 

details) (Basel Committee on Banking Supervison, 2016). 

4.4.2.3. Sanctions screening  

“Without prejudice to the right of Member States to provide for and impose criminal sanctions, Member 

States shall lay down rules on administrative sanctions and measures and ensure that their competent 

authorities may impose such sanctions and measures with respect to breaches of the national provisions 

transposing this Directive, and shall ensure that they are applied” (European Commission, 2015: 107). 

Sanctions serve as an important measure for combating repeated and serious breaches of the requirements 

set by the 4AMLD. However, the breaches can differ in their magnitude, duration, caused losses etc. as 

well as the obliged entities differ from each other across various characteristics – e.g. size, nature of 

business – thus the range of applicable sanctions have to be sufficiently broad in order to take into account 

all of the differences and apply the appropriate intensity of sanctions. In addition to the legal entities, the 

sanctions can be imposed to natural persons and countries as well (European Commission, 2015). 

One of the minimum requirements for the sanctions is “a public statement which identifies the natural 

or legal person and the nature of the breach” (European Commission, 2015: 108). At least the personal 

data of the responsible persons (legal or natural) together with the information on the nature and type of 
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the breach have to be published on the official website of the competent authority right after the sanctions 

have been imposed (European Commission, 2015). “Competent authorities shall ensure that any 

publication in accordance with this Article shall remain on their official website for a period of five years 

after its publication” (European Commission, 2015: 109).  

While the 4AMLD does not explicitly state a requirement for regular screening of the obliged entity’s 

customer base and comparison of the customer information (including personal data and connection to 

countries) against the sanctions lists with a goal of possibly finding a match, it could be argued that the 

process of sanction screening is essential part of the AML/CTF measures. First, It has been stated in the 

“Annex III” of the 4AMLD that when assessing the ML/TF risk of customers a connection to “countries 

subject to sanctions, embargos or similar measures issued by, for example, the Union or the United 

Nations” (European Commission, 2015: 115) should be considered as a risk increasing factor. Thus the 

fact there have been certain sanctions imposed on a country should be taken into account, when assessing 

the overall risk of a financial institution or a customer. 

Second, the BCBS in the “Sound management of risks related to money laundering and financing of 

terrorism” under the section “Ongoing monitoring” has stated that “The bank should screen its customer 

database(s) whenever there are changes to sanction lists. The bank should also screen its customer 

database(s) periodically to detect foreign PEPs and other higher risk accounts and subject them to 

enhanced due diligence” (Basel Committee on Banking Supervison, 2016: 10). Additionally, the BCBS 

has mentioned sanctions as a risk increasing factor as well. 

Third, the breach of sanctions in the EU is punishable with penalties and according to the “EU Best 

Practices for the effective implementation of restrictive measures” published by the Council of the 

European Union the specific penalties for the breaches of the sanctions are not set on the European Union 

level, but each of the EU member states have to set them individually. In addition to setting sanctions on 

the EU level, the member states have to be capable to set sanctions on the national level as well (Council 

of the European Union, 2016). 

In certain cases – e.g. when the financial institution has branches in the US – the European financial 

institutions are obliged to comply additionally with the US sanctions regulations – Bank Secrecy Act 

(BSA) and Office of Foreign Assets Control (OFAC) regulations (BANK SECRECY ACT, ANTI-
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MONEY LAUNDERING, AND OFFICE OF FOREIGN ASSETS CONTROL). However, US 

regulations are out of scope of this paper; thus will not be discussed any further. 

4.4.3. Policies and procedures 

In addition to the risk assessments and KYC measures the financial institution has to be organized in a 

certain way in order to ensure effective execution of the AML/CTF measures as well as compliance to 

the requirements stated in the 4AMLD and 5AMLD. The 4AMLD stipulates that the obliged entities 

should develop internal policies and procedures that at least cover topics as governance, administration 

of data and information, reporting and employee training (European Commission, 2015). Each of the 

listed topics will be described in depth further in this section. 

4.4.3.1. Governance 

The 4AMLD directive stipulates a requirement for establishing certain governance measures. For 

example, 4AMLD requires that “obliged entities identify the member of the management board who is 

responsible for the implementation of the laws, regulations and administrative provisions necessary to 

comply with this Directive” (European Commission, 2015: 104). The “Sound management of risks 

related to money laundering and financing of terrorism” paper written by the BCBS mentions a three 

lines of defense in addition to the already mentioned identification of the responsible board member. 

“As part of the first line of defence, policies and procedures should be clearly specified in writing, and 

communicated to all personnel. They should contain a clear description for employees of their 

obligations and instructions as well as guidance on how to keep the activity of the bank in compliance 

with regulations. There should be internal procedures for detecting and reporting suspicious 

transactions” (Basel Committee on Banking Supervision, 2016: 5). 

The primary focus regarding the first line of defense is on providing a proper training to all of the new 

and existing employees of the financial institutions. The training programs should be tailored towards 

each of the specific roles and responsibilities in order to provide specific enough training and ensure 

adequate understanding on the execution of the policies and procedures implemented within the obliged 

entity (Basel Committee on Banking Supervision, 2016). 

The second line of defense should be realized by appointing, in addition to the responsible board member, 

a chief AML/CTF officer that is going to be responsible for ensuring the compliance with all of the 

AML/CTF requirements. Furthermore, the officer would be the main contact person regarding all of the 
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AML/CTF issues internally and externally. Additionally, the duties of chief AML/CTF officer should 

include reporting to either the senior management or the board as well as reporting suspicious activities 

to the corresponding FIUs (Basel Committee on Banking Supervision, 2016). 

The third line of defense is internal audit. Internal audit “plays an important role in independently 

evaluating the risk management and controls, and discharges its responsibility to the audit committee of 

the board of directors or a similar oversight body through periodic evaluations of the effectiveness of 

compliance with AML/CFT policies and procedures” (Basel Committee on Banking Supervision, 2016: 

5). During the internal audits several AML/CTF elements should be reviewed – the sufficiency of the 

policies and procedures of the financial institution in mitigating the identified ML/TF risks, the capability 

of the financial institution’s employees to implement the policies and procedures, sufficiency of the 

quality control and overview of the AML/CTF overall measures, and the adequacy of the employee 

training program to each of the specific roles (Basel Committee on Banking Supervision, 2016). 

4.4.3.2. Reporting 

In the 4AMLD two types of reports that have to be supported by the financial institution’s internal 

procedures and policies have been mentioned. The first type of report should enable employees and 

persons in comparable position to report breaches committed within the financial institution regarding 

the AML/CTF measures to the respective authorities. The reporting procedure should provide an 

independent and anonymous mean of alerting competent authorities of possible or already performed 

breaches (European Commission, 2015). The reporting procedures should also ensure “protection of 

personal data concerning both the person who reports the breaches and the natural person who is 

allegedly responsible for a breach” (European Commission, 2015: 110). 

The second type of reports that are required by the 4AMLD are Suspicious Activity Reports (SARs). 

SAR is a report that is used to inform FIUs of customer’s activity “where the obliged entity knows, 

suspects or has reasonable grounds to suspect that funds, regardless of the amount involved, are the 

proceeds of criminal activity or are related to terrorist financing” (European Commission, 2015: 99). 

As mentioned before, the SARs should be filed in cases, when some suspicious activity has been 

identified during transaction monitoring. However, the employees should be enabled to file a SAR in 

other circumstances as well (European Commission, 2015). “Information on suspicions that funds are 
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the proceeds of criminal activity or are related to terrorist financing reported to the FIU shall be shared 

within the group, unless otherwise instructed by the FIU” (European Commission, 2015: 103).  

4.4.3.3. Administration of data and information 

Throughout the 4AMLD it is stipulated that the obliged entities are required to have adequate data and 

information administration policies and procedures in place. The obliged entities are required to address 

activities as data and information sharing between the branches of the obliged entity, other obliged 

entities and FIUs, collection, storage, usage and retention of data and information and other activities 

(European Commission, 2015). These data and information related activities will be explained in more 

depth further in this section. 

According to the 4AMLD, obliged entities are required to develop and implement policies and 

procedures that address data and information sharing on three levels – between the financial institution 

and its branches, between the financial institution and other obliged entities, and between the financial 

institution and FIUs. Regarding the information sharing between the financial institution and its branches 

the 4AMLD requires that “obliged entities that are part of a group to implement group-wide policies 

and procedures, including data protection policies and policies and procedures for sharing information 

within the group for AML/CFT purposes” (European Commission, 2015: 103). Next, according to the 

4AMLD the information regarding whether the data concerning a customer has been sent or is going to 

be sent to the FIU for further investigation as well as whether ML/TF analysis are being performed or 

are going to be performed should be shared between the obliged entities for AML/CTF purposes. Thus 

signaling to other obliged entities that some certain customers or transactions might be suspicious and 

might need an extra attention as well as enabling obliged entities to have more complete overview of the 

ML/TF risks their customer bases pose (European Commission, 2015). Regarding the sharing of 

information between the financial institutions and FIUs the 4AMLD states the following: 

“In order to be able to respond fully and rapidly to enquiries from FIUs, obliged entities need to have in 

place effective systems enabling them to have full and timely access through secure and confidential 

channels to information about business relationships that they maintain or have maintained with 

specified persons. In accordance with Union and national law, Member States could, for instance, 

consider putting in place systems of banking registries or electronic data retrieval systems which would 

provide FIUs with access to information on bank accounts without prejudice to judicial authorisation 

where applicable. Member States could also consider establishing mechanisms to ensure that competent 
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authorities have procedures in place to identify assets without prior notification to the owner” (European 

Commission, 2015: 81). 

“The collection and subsequent processing of personal data by obliged entities should be limited to what 

is necessary for the purpose of complying with the requirements of this Directive and personal data 

should not be further processed in a way that is incompatible with that purpose. In particular, further 

processing of personal data for commercial purposes should be strictly prohibited” (European 

Commission, 2015: 79). 

It is required that the obliged entities before establishing a business relationship with a new customer or 

executing an occasional transaction inform the customer about the legal obligation for the financial 

institution to collect and process personal data for the AML/CTF purposes. Overall the processing of 

personal data for the AML/CTF purposes has been considered as a matter of public interest; thus the 

customers should not need any additional incentives to provide the required personal information. In 

addition to collection of data and information directly from the customer, financial institutions should be 

able to collect the relevant information on the customer’s UBOs from a central register database, which 

has been established by the respective EU member state. The information regarding UBOs should be 

adequate, accurate and current (European Commission, 2015). “Timely access to information on 

beneficial ownership should be ensured in ways which avoid any risk of tipping off the company 

concerned” (European Commission, 2015: 76). When the 5AMLD will come into force these central 

register databases will have to become publicly available (European Commission, 2016), in contrast to 

what 4AMLD stipulates – the databases should be accessible by authorities, obliged entities and other 

persons or organizations, which can provide legitimate reason for a need to access the information 

(European Commission, 2015). 

The 4AMLD stipulates that the information that has been collected through CDD measures and the data 

on transactions should be retained for at least five years for the purposes of prevention, detection or 

investigation of ML/TF related issues, while ensuring a proper level of security and access rights to the 

stored personal data. While the data subject should have access rights to the personal data that is being 

processed for the AML/CTF measures, the data subject should not have access to any information 

regarding SARs, where the customer’s personal data has been used, or any other AML/CTF processes in 

order to ensure the effectiveness of these processes and measures (European Commission, 2015).  
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4.4.3.4. Training 

In order to ensure an adequate level of understanding of the AML/CTF processes and the need for them 

as well as provide awareness of the compliance requirements regarding the AML/CTF and data 

protection to the employees of the financial institution, the 4AMLD stipulates a requirement of 

“participation of their employees in special ongoing training programmes to help them recognise 

operations which may be related to money laundering or terrorist financing and to instruct them as to 

how to proceed in such cases” (European Commission, 2015: 104). As mentioned before, when 

describing the first line of defense, the trainings should be customized to suit the needs of each of the 

specific roles and functions (Basel Committee on Banking Supervision, 2016).  

5. Cryptocurrency exchanges 

As mentioned in the previous chapter, in the 5AMLD the “providers engaged primarily and 

professionally in exchange services between virtual currencies and fiat currencies” (European 

Commission, 2016: 30) as well as the “wallet providers offering custodial services of credentials 

necessary to access virtual currencies” (European Commission, 2016: 30) have been added to the list of 

obliged entities; thus required to comply with the requirements stated in the 4AMLD and the amendments 

to the 4AMLD stipulated in the 5AMLD (the main requirements of the directives are described in the 

previous chapter). The cryptocurrencies, as explained in the third chapter of this paper, are a type of 

virtual currency; thus the cryptocurrency exchanges and custodial wallet service providers according to 

the 5AMLD are obliged entities as well and have to comply with all of the requirements in the same way 

as any other obliged entity (European Commission, 2016). While the 5AMLD proposes to make both 

virtual currency exchanges and custodial wallet providers as obliged entities, to narrow down the scope 

of this paper only the virtual currency exchanges will be further discussed in this paper, since it could be 

argued that the virtual currency exchanges pose higher risk for the financial sector of the EU due to the 

possibility to exchange funds with high degree of anonymity (virtual currency) for a fiat currency (e.g. 

euro) and thus enabling to execute the third stage of money laundering – integration of illicitly acquired 

funds back into the legal financial system. Additionally, the FATF in their guidelines titled “Guidance 

For a Risk-Based Approach to Virtual Currencies” have stated that “AML/CFT controls should target 

convertible VC nodes—i.e., points of intersection that provide gateways to the regulated financial 
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system—and not seek to regulate users who obtain VC to purchase goods or services. These nodes 

include third-party convertible VC exchangers” (FATF, 2015: 6). 

“Transactions with virtual currencies benefit from a higher degree of anonymity than classical financial 

fund transfers and therefore entail a risk that virtual currency may be used by terrorist organisations to 

conceal financial transfers. Possible further risks relate to the irreversibility of transactions, means of 

dealing with fraudulent operations, the opaque and technologically complex nature of the industry, and 

the lack of regulatory safeguards” (European Commission, 2016: 12). 

Since the transactions of virtual currency are not monitored by the authorities in the EU in any way, it is 

crucial to provide regulatory framework for the gatekeepers that enable the public to access virtual 

currencies – virtual currency exchanges – in order to mitigate the ML/TF risks that virtual currencies 

pose; thus the amendments to the 4AMLD were proposed in form of the 5AMLD. While the regulatory 

framework that includes virtual currency exchanges is needed, the framework should not hinder the 

innovation (European Commission, 2016). 

“In respect of designing providers of exchange services between virtual currencies and fiat currencies 

as obliged entities, the proposed amendments respect the proportionality principle. In order to allow 

competent authorities to monitor suspicious transactions with virtual currencies, while preserving the 

innovative advances offered by such currencies, it is appropriate to define as obliged entities under the 

4AMLD all gatekeepers that control access to virtual currencies, in particular exchange platforms” 

(European Commission, 2016: 7). 

It is argued in the 5AMLD that defining virtual currency exchanges as obliged entities will not only 

decrease the overall ML/TF risk, but also increase the public trust in the virtual currencies and thus 

improve the opportunity for the virtual currency market to grow (European Commission, 2016). 

However, 

“[t]he inclusion of virtual exchange platforms and custodian wallet providers will not entirely address 

the issue of anonymity attached to virtual currency transactions, as a large part of the virtual currency 

environment will remain anonymous because users can also transact without exchange platforms or 

custodian wallet providers. To combat the risks related to the anonymity, national Financial Intelligence 

Units (FIUs) should be able to associate virtual currency addresses to the identity of the owner of virtual 

currencies. In addition, the possibility to allow users to self-declare to designated authorities on a 

voluntary basis should be further assessed” (European Commission, 2016: 22). 

Besides proposing that virtual currency exchanges should be defined as obliged entities, the 5AMLD 

additionally proposes the requirement for the virtual currency exchanges to be licensed or registered; 
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thus providing additional means of regulation and increasing public trust in the virtual currency 

exchanges (European Commission, 2016). 

In order to complement the described regulatory requirements and circumstances, the current market 

landscape of the cryptocurrency exchanges as well as the information that is already being collected by 

some of the existing cryptocurrency exchanges will be described in the proceeding sections of this 

chapter.  

5.1. Market landscape of cryptocurrency exchanges 

“Exchanges were one of the first services to emerge in the cryptocurrency industry: the first exchange 

was founded in early 2010 as a project to enable early users to trade bitcoin and thereby establish a 

market price. The exchange sector remains the most populated in terms of the number of active entities. 

One data services website alone lists daily trading volumes for 138 different cryptocurrency exchanges, 

which suggests that the total number of operating exchanges is likely considerably higher” (Garrick 

Hileman and Michel Rauchs, 2017: 30). 

In 2017, a “Global Cryptocurrency Benchmarking Study” written by Garrick Hileman and Michel 

Rauchs was published. The research stated that “[t]he data demonstrate that the exchange market is 

dominated by a handful of exchanges that are responsible for the majority of global bitcoin trading 

volumes” (Garrick Hileman and Michel Rauchs, 2017: 32). According to the CryptoCoinCharts, 

cryptocurrency exchanges that have the largest market shares are “Bitfinex”, “Binance”, “Coinbase 

GDAX”, “Kraken”, “coinone”, “HitBTC”, and “Bitstamp”. At the time of writing this paper, 5th of May 

2018, there are 193 cryptocurrency exchanges listed on the CryptoCoinCharts with a total 24 hour 

exchange volume of 6.62 billion USD (CryptoCoinCharts). In addition to the large volumes of 

exchanges, the market size of cryptocurrencies is growing rapidly. “The combined market capitalisaton 

(i.e., market price multiplied by the number of existing currency units) of all cryptocurrencies has 

increased more than threefold since early 2016 and has reached $27 billion in April 2017” (Garrick 

Hileman and Michel Rauchs, 2017: 16). 

It was found that almost half of the cryptocurrency exchanges support exchanging cryptocurrencies for 

EUR, but more than half – for USD. Additionally, 53% of the exchnages support other fiat currencies 

than the USD, EUR, GBP, JPY, and CNY; thus providing local currency support for different smaller 

markets and enabling increased accessibility to the cryptocurrency markets for the local citizens. 
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Furthermore, the support of more than one cryptocurrency is not that uncommon for the cryptocurrency 

exchanges (Garrick Hileman and Michel Rauchs, 2017). 

“While 39% of exchanges solely support bitcoin, 25% have two listed cryptocurrencies, and 36% of all 

entities enable trading three or more cryptocurrencies. We observe that 72% of large exchanges provide 

trading support for two or more cryptocurrencies, while 73% of small exchanges have only one or two 

cryptocurrencies listed. 6% of survey participants also provide cryptocurrency-based derivatives, and 

16% are offering margin trading” (Garrick Hileman and Michel Rauchs, 2017: 32). 

Garrick Hileman and Michel Rauchs in their global study found that on average cryptocurrency 

exchanges employ 24 people, “with the largest employing around 150 people” (Garrick Hileman and 

Michel Rauchs, 2017: 34). The study also showed that almost half of the exchanges employ less than 11 

employees; thus demonstrating that most of cryptocurrency exchanges are small companies. 

Additionally, the data showed that 20% cryptocurrency exchanges employ less than 5 employees, but 

9% - more than 50 employees (Garrick Hileman and Michel Rauchs, 2017). 

It could be argued that the cryptocurrency exchange market is significant considering the total number 

of active exchanges, the total 24 hour exchange volume, the total market capitalization of 

cryptocurrencies, the number of different fiat currencies and cryptocurrencies the exchanges support and 

the average number of employees employed within the exchanges; thus any regulations concerning 

cryptocurrency exchanges have a potential to make an impact on a significant scale. This indicates that 

regulations regarding cryptocurrency should be designed with caution. 

As stated in the previous section of this chapter, the 5AMLD stipulates a requirement for virtual currency 

exchanges to comply with the regulations outlined in the 5AMLD as well as 4AMLD (European 

Commission, 2016). One of the requirements that the virtual currency exchanges will have to comply 

with is the obligation to conduct customer due diligence at the point of opening an account with the 

financial institution (European Commission, 2015). While at the moment there is no requirement for 

cryptocurrency exchanges to conduct customer due diligence, there is certain information already being 

collected by the exchanges, which will be described in detail in the next section. 

5.2. Customer data that already is being collected by cryptocurrency exchanges 

In order to understand what additional AML/CTF measures will have to be developed and implemented 

into the policies and procedures of the cryptocurrency exchanges, currently existing processes of the 
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exchanges should be researched. To gain an accurate overview of the current practices in the 

cryptocurrency exchanges one would require a full access to at least a few exchanges, their internal 

processes and employees. Due to lack of access to any of the cryptocurrency exchanges another approach 

was required. 

Since almost all of the AML/CTF measures are heavily information reliant, especially information on 

the customers (see section 4.4.), it could be argued that it would be beneficial to identify the data that is 

already being collected on the customers of cryptocurrency exchanges; thus gaining an insight into the 

information that the exchanges already are collecting and have access to, and utilize these insights, when 

developing AML/CTF measures for cryptocurrency exchanges. Not having an access to any of the 

cryptocurrency exchanges and their internal processes restricted the research of the data that is being 

already collected to exploration solely from the customers’ point-of-view.  

The information for the research was acquired through two sources – through an interview with CEO of 

a company that had a recent experience with setting up corporate accounts in three cryptocurrency 

exchanges at the same time (see Appendix 9) and through a hands-on registration of both personal (see 

Appendix 10) and corporate accounts (see Appendix 11) for the three exchanges. This approach enabled 

to determine the information that is collected on both corporate and individual customers as well as gain 

additional insights regarding the registration process from the experience of the FinTech company; thus 

arguably acquiring an extensive overview of the information that is being processed by the 

cryptocurrency exchanges during the registration process. Each of the data collection approaches as well 

as the insights will be discussed further in this section. 

First, an interview was arranged with a CEO of a Latvian FinTech company, which was possible due to 

some common acquaintances. However, the CEO asked to not disclose his identity as well as the name 

of the company due to the nature of the information provided during the interview. It was known that a 

few weeks earlier the FinTech company had gone through a registration processes in three 

cryptocurrency exchanges at the same time; thus possibly gaining an extensive experience regarding the 

registration process. The interview was conducted in the office of the FinTech company on the 23rd of 

March, 2018. In order to increase the quality of the discussion the interview was conducted in Latvian 

language. The interview was 1 hour long and during it some part of the registration process was 

showcased on the computer by the CEO. Unfortunately, no pictures could be taken due to security 
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concerns. However, the whole interview was recorded, transcribed and translated to English language 

(see Appendix 9). 

During the interview it was found that the three cryptocurrency exchanges that the FinTech company 

were trying to register with were Bitstamp, Mistertango and Globitex. The provided reasons for the 

particular choice were the close proximity of the offices (Globitex - Latvia and Mistertango - Lithuania) 

and the previous experience (Bitstamp). It was said that the close proximity provides additional safety 

and convenience, since the offices could be visited at any time in case of any issues arising (Appendix 

9). 

In the interview the registration process was described in great detail; thus providing several insights. 

First, the CEO mentioned that he had noticed that the questions and process were adjusted to different 

types of customers, for example, financial institutions were asked different questions when compared to 

other types of legal entities. Since their company is a financial institution, he thinks that they had to go 

through more thorough process of due diligence – they had to answer to more questions and more 

documents had to be uploaded - when compared to other types of legal entities (Appendix 9).  

Second, according to the CEO, as a convenience in the registration process was considered, if most of 

the questions were asked at the beginning of the process, instead of asking the questions in multiple 

iterations, since each iteration could take up a lot of time. This was the case with Globitex - the company 

only had to answer to three additional questions after filling in the initial questionnaire and providing all 

of the required documents. The CEO mentioned that they were forced to ask one of the exchanges to 

move forward them in the queue, since it was said that it could take up to three months to finish the 

registration in a normal case. The long waiting lists were explained with the high demand and, most 

probably, manual processes that had to executed and thus took a lot of time (Appendix 9). 

Third, it was argued that overall the questions that were asked were in similar amount or even more than 

in banks and of similar nature as well. However, this observation relates only to corporate accounts, since 

the registration process for personal accounts arguably was simple and straight forward. It was guessed 

in the interview, that the cryptocurrency exchanges have implemented a due diligence process due to 

having banks as partners, who are pressuring them to comply with the AML/CTF regulations as well, or 

due to having acquired a license for electronic money service provider (Appendix 9). 
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Fourth, besides the questionnaires and document uploading, the CEO had encountered other 

identification method in one of the exchanges – transferring money to the exchange in order to verify the 

identity. This verification method was deemed to be necessary due to some new SEPA standards. While 

this method provides a more advanced way of verifying the identity, it was mentioned that evidently the 

exchanges do not have a clear understanding of how to adequately organize the identification process, 

especially considering the new regulations that will come into force (Appendix 9). 

Lastly, through the interview it was found that that the limits of the amount that the customers are allowed 

to exchange in the cryptocurrency exchanges could not be easily found and that it requires to exchange 

large amounts in order to attract attention of the cryptocurrency exchange. It was said that one of the 

exchanges stated that they only start asking additional questions, if the sum of the transfer exceeds 100 

000 euro (Appendix 9). 

In order to complement the information that was gathered in the interview, it was decided to create both 

personal and corporate accounts in the same three cryptocurrency exchanges – Bitstamp, Mistertango, 

and Globitex. While the process for personal account opening could be finished, the process for opening 

a corporate account could not be; thus only the initial questionnaire was assessed. The whole registration 

process was documented with screenshots (see Appendix 10 and Appendix 11). Additionally, the 

information that was asked from the customer was aggregated and divided in three sections – 

personal/company data, additional information and documents (see table 2). 

Based on the information collected during the registration processes, it could be seen that, similarly to 

the observations of the CEO, the questionnaires and the documents that had to be uploaded were adjusted 

for different customer types – in this case individuals and legal entities. The amount of information that 

is being collected on the customers that are opening a corporate account is significantly larger than the 

amount that is being collected on the customers that are opening a personal account. This arguably 

corresponds to the required customer due diligence activities, including adequate identification of the 

customer, identification of the beneficial owner and determining the reason for creation of the account, 

explained previously in this paper. 

Additionally, it could be argued that the information that it is being collected by the cryptocurrency 

exchanges on their customers could be used for customer ML/TF risk assessment as well. The 

information that is collected on the customers could be used to cover all of the risk factor segments 
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mentioned in the 4AMLD – customer risk, geographical risk, product and service risk, transaction risk 

and delivery channel risk (European Commission, 2015).  

To sum up, based on the insights acquired from the interview and the first-hand experience with 

registration process, it could be argued that the cryptocurrency exchanges already have some part of the 

AML/CTF measures implemented, even though there is no specific regulation that requires it. The extent 

of the AML/CTF measures that have been implemented could not be tested due to not having an access 

to any of the internal process of the cryptocurrency exchanges. However, it could be argued the 

information that is being collected on the customers would be enough to comply with the customer due 

diligence requirements. 
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 Personal Account (Appendix 10) Corporate account (Appendix 11) 

 Bitstamp Mistertango Globitex Bitstamp Mistertango Globitex 

P
e
r
so

n
a
l/

C
o
m

p
a
n

y
 d

a
ta

 

First Name; 

Last Name; 

E-mail; 

Address (Street 

name, Postal code, 

City, Country); 

Nationality; 

Birth date. 

First Name; 

Last Name; 

E-mail; 

Phone number; 

Nationality; 

Birth date. 

Given/Other name(s); 

Last Name; 

E-mail; 

Residence address 

(Street name, Postal 

code, City, Country); 

Phone number; 

Nationality; 

Birth date; 

Gender; 

Country of birth (only 

for Advanced and 

Unlimited accounts); 

Personal identification 

number (only for 

Advanced and 

Unlimited accounts); 

Identification number 

country (only for 

Advanced and 

Unlimited accounts). 

First Name; 

Last Name; 

E-mail; 

Company name; 

Company number; 

Company website; 

Tax ID; 

Registered address (Street name, Postal code, 

City, Country); 

Office address (Street name, Postal code, City, 

Country). 

First Name; 

Last Name; 

E-mail (natural person); 

Phone number; 

Nationality; 

Birth date; 

Company name; 

Company code; 

VAT code; 

Phone number; 

E-mail (company); 

Country where the company is 

registered; 

Registration address. 

Given/Other name(s) of 

representatives; 

Last Name of representatives; 

E-mail; 

Position of representatives; 

ID number of representatives; 

Residential address of 

representatives; 

Representative role; 

Company name (incl. in original 

language); 

Legal form of entity; 

Registration date; 

Registration number; 

Tax residence country; 

Tax ID; 

Registered address (Street name, 

Postal code, City, Country); 

Business address (Street name, 

Postal code, City, Country); 

Business phone number; 

Business e-mail address. 

A
d

d
it

io
n

a
l 

in
fo

r
m

a
ti

o
n

 

Whether the 

person is US 

citizen, US 

resident alien, or 

US tax person for 

any other reason; 

Current 

occupation; 

Annual income; 

Net worth; 

Source of funds; 

Annual deposit 

estimation; 

Annual 

transaction 

number 

estimation; 

Intended activities 

on the platform; 

Whether the 

person intends to 

cash out at 

Bitstamp. 

  Whether the person is 

a tax resident (only for 

Unlimited account); 

Tax residence country 

(only for Unlimited 

account); 

Tax ID number (only 

for Unlimited 

account); 

Whether the person is 

a beneficial owner 

(only for Unlimited 

account); 

Purpose of account 

(only for Unlimited 

account); 

Estimated annual 

deposit (only for 

Unlimited account); 

Occupation (only for 

Unlimited account); 

Source of wealth (only 

for Unlimited 

account); 

Whether the person is 

a PEP (only for 

Unlimited account). 

The main purpose of the corporate account; 

The channels the company's customers typically 

use to reach the company; 

Whether the company is publicly listed on a 

recognized stock exchange; 

List of company shareholders (incl. the 

percentage of shares each holds); 

Detailed description of company's business 

activity; 

Whether the company is AML regulated; 

Source of funds; 

Name, address and SWIFT code of the bank that 

the company uses; 

Estimated monthly volumes, amounts (in USD 

and BTC) and frequency; 

The type of trading that will be conducted through 

the account of Bitstamp; 

Whether the company already has an account 

with any other bitcoin exchange. 

Description of the company's 

business;  

Whether the company is 

planning to send or receive 

payments to cryptocurrency 

exchanges;  

Official public source, where 

information about the company 

can be found;  

Purpose of opening the account. 

Purpose of account; 

Origin of funds; 

Estimated annual deposit; 

Description of the company's 

business activities; 

Whether the company's business 

requires a licence; 

Whether the shares of the 

company are listed on a stock 

exchange; 

Whether any of the 

representatives, UBOs or 

shareholders is PEP; 

Whether the company is a part of 

group of companies or a holding 

company; 

Whether the company is a 

financial institution. 

D
o
c
u

m
e
n

ts
 

ID document with 

photo; 

Proof of residence 

document (e.g. 

bank account 

statement, utility 

bill, tax statement, 

certificate of 

residency). 

ID document 

with photo 

(passport or ID 

card). 

ID document (only for 

Advanced and 

Unlimited accounts); 

Proof of funds (only 

for Unlimited 

account); 

Proof of residence 

(only for Unlimited 

account). 

Certificate of Incorporation; 

Memorandum and Articles of Association; 

Annual return (incl. directors and beneficial 

owners of the last fiscal year); 

Resolution of the Board of Directors to open an 

account with Bitstamp; 

List of authorized persons to operate the account 

(if applicable); 

Authorization for other persons to manage your 

account (if applicable); 

Recently issued bank account statement addressed 

to your company name and office address; 

High resolution images of the international 

passport and proof of residency document of at 

least two members of the board of directors; 

High resolution images of the international 

passport and proof of residency document of all 

owners with a company share of 10% or higher; 

Membership ID (if company publicly listed); 

AML policy (if AML regulated). 

ID document with photo 

(passport or ID card) for natural 

person; 

Certificate of Incorporation 

Articles of association (Statute); 

List of shareholders; 

Official extract from the 

commercial register not older 

than 3 months (incl. name of the 

company, address of the 

company, director of the 

company, shareholders of the 

company); 

AML and KYC procedure (if the 

company's activity is related to 

financial services or 

cryptocurrency exchange); 

Power of attorney document 

signed by the director and 

director's ID (if the account has 

not been opened by the 

director); 

Information about ultimate 

beneficiary owners who have 

more than 25 percent of shares 

(incl. UBO IDs). 

Proof of funds; 

ID copies of representatives; 

Incorporation documents; 

Directors resolutions; 

List of company shareholders 

(incl. name, ID, share 

percentage, and address); 

List of UBOs (incl. name, ID, 

owned percentage, address). 

Table 2 – Summary of the data collected by cryptocurrency exchanges 
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6. AML/CTF measures in cryptocurrency exchanges 

While the requirement for development and implementation of the AML/CTF measures that were 

introduced in the chapter 4 of this paper is stipulated in the 4AMLD, the specific rules for development 

and implementation of most of the measures are not described in the regulation (European Commission, 

2015). This leaves obliged entities with a lot of possible development and implementation options. 

Fortunately, there are different guidelines that have been developed by different organizations that 

specializes in the AML/CTF to support the process of development and implementation of the AML/CTF 

measures (see chapter 4 of this paper). As it could be observed in the chapter 4 of this paper, while the 

guidelines provide valuable advices, there are still many aspects of the measures that have to be adjusted 

to each of the specific companies and their businesses as well as to each of the business sectors. 

In this section the possible adjustments to each of the introduced AML/CTF measures will be described 

to conform to the business circumstances and environment of the cryptocurrency exchanges, while 

ensuring a compliance to the 4AMLD and 5AMLD. It could be argued that there are many additional 

methods and ways how the effectiveness of the AML/CTF measures could be adjusted and improved. 

However, it is more important for obliged entities to be compliant to the regulations. Thus the suggestions 

for adjustments of the AML/CTF measures will be primarily based on the regulations and guidelines 

mentioned in the chapter 4 of this paper as well as some additional guidelines that were not included in 

the chapter.  

Additionally, different software tools and methodologies that would support the AML/CTF measures in 

cryptocurrency exchanges will be introduced. As presented in the previous chapters, there are many 

different cryptocurrencies available. While the adjustments for the AML/CTF measures described further 

in this chapter should be appropriate for all of the cryptocurrency exchanges that offer exchange services 

between cryptocurrencies and fiat currencies regardless of the specific currencies they offer to exchange, 

the Bitcoin will be used as a foundation for the proposed adjustments. At last, the information provided 

in this paper will be aggregated and based on it a research framework will be developed and introduced 

in the last section of this chapter. 
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6.1. Enterprise-wide ML/TF risk assessment of a financial institution 

As explained in the section 4.4.1.1. of this paper, the enterprise-wide ML/TF risk assessment of a 

financial institution is a crucial AML/CTF measure that helps to identify different risk areas that the 

company is exposed to and does not have sufficient controls for mitigation of those risk areas; thus 

providing a list of areas, where improvements should be made in order to improve the company’s overall 

AML/CTF program. While it could be argued that the process phases of enterprise-wide ML/TF risk 

assessment – identification of inherent risk, assessment of internal controls and calculation of residual 

risk – as well as the risk categories of the inherent risk – clients, products and services, channels, 

geographies and other qualitative risks – that were introduced by the Wolfsberg Group (The Wolfsberg 

Group, 2015) could be left unchanged for the ML/TF risk assessment of cryptocurrency exchnages, the 

risk factors used for identification of inherent risk should be adjusted in accordance to the specific 

circumstances and distinctive risk factors that the cryptocurrency exchanges are exposed to. Examples 

of risk factors that could be used in addition to others to assess the ML/TF risk of a cryptocurrency 

exchange, in particular exchange that exchanges between bitcoins and fiat currency, will be provided 

further for each of the mentioned inherent risk categories. 

First, “by design, Bitcoin addresses, which function as accounts, have no names or other customer 

identification attached, and the system has no central server or service provider. The Bitcoin protocol 

does not require or provide identification and verification of participants or generate historical records 

of transactions that are necessarily associated with real world identity” (FATF, 2014: 9). While, as it 

was observed in the previous chapter, the researched cryptocurrency exchanges already were collecting 

significant amount of information on their customers and thus would not have any issues in assessing the 

AML/CTF risks of their customer base, there might be cryptocurrency exchanges that are not collecting 

as much information, since it has not been required by the current EU regulations. Therefore the 

exchanges that are collecting less information might experience issues regarding the assessment of their 

customer bases due to the built-in anonymity of the cryptocurrency platforms as, for example, Bitcoin 

platform. In particular, it would be difficult to divide the customer base in, for example, domestic and 

foreign customers, types of customers (legal or individual), the business activities that the customers are 

engaged in, whether the customers are PEPs. However, arguably one possible solution to this issue might 

be the inclusion of a separate customer type – unidentifiable customers – in the risk assessment and 
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ensuring that this category significantly increases the ML/TF risk of the particular inherent risk category. 

Thus the more unidentified customers the exchange would service, the higher the inherent risk would be, 

and high customer risk would mean that the cryptocurrency exchange would have to increase the level 

of KYC measures it is performing.  

Next, in order to assess the inherent risk level of the second category, products and services, each of the 

products and services that the cryptocurrency exchanges offer to their customers would have to be listed 

and a ML/TF risk level would have to be assigned to each of them, similarly to the example that the 

Wolfsberg Group had provided (The Wolfsberg Group, 2015) (see Appendix 12). Based on the assigned 

ratings to each of the products and services that the cryptocurrency exchange offer, the total inherent risk 

could be calculated for this risk category by summarizing the number of products and services that have 

been offered to the customers and have the respective ML/TF risk - low, medium or high.  

Arguably the risk ratings of the same products and services could differ between different cryptocurrency 

exchanges due to their business models or other circumstances and thus individual assessment of the 

products and services that each of the cryptocurrency exchanges offer would be required. For example, 

it could be argued that for cryptocurrency exchanges, which in addition to exchange service offer a digital 

wallet services as well, transactions of cryptocurrency from one account to another account would be 

considered to pose low or medium ML/TF risk, if no other suspicious characteristics would be identified, 

since that would be one of the core services that they offer to their customers. However, for the 

cryptocurrency exchanges that do not offer such services transactions, where cryptocurrency is taken 

from an account that is owned by one person, exchanged for a fiat currency and then transferred to an 

account that is owned by another owner, could be argued to be a transaction of a higher risk, since it 

could be used for the second stage of money laundering mentioned previously in this paper.  

Additionally, the fact that in different guidelines (for other sectors than cryptocurrency exchanges) some 

particular products and services have been considered to have a high ML/TF risk, does not mean that, 

when assessing the ML/TF risk of cryptocurrency exchanges, a high risk should be assigned to the same 

products and services. For example, while in other industries the exchanging of cryptocurrencies would 

be considered as a high risk service, for the cryptocurrency exchanges that is the core business activity 

and thus should have advanced AML/CTF measures in place for the specific service and should not be 

considered as a high ML/TF risk activity. 
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Similarly to the ML/TF risk of services and products, having some channels considered as posing a high 

ML/TF risk in guidelines for other sectors does not mean that they should be considered as a high risk 

channels, when assessing the ML/TF risk of cryptocurrency exchanges as well. For example, according 

to the “Frequently Asked Questions on Risk Assessments for Money Laundering, Sanctions and Bribery 

& Corruption” written by the Wolfsberg Group the provision of services to the customers through non-

face-to-face channels should be considered to pose high risk (The Wolfsberg Group, 2015). This would 

mean that all of the services that are provided by the cryptocurrency exchanges that solely exist on the 

internet would have to be considered as having high inherent ML/TF risk. Additionally, these exchanges, 

when assessing the ML/TF risks, would have only one channel to consider. Thus it could be argued that 

it might be beneficial to divide the non-face-to-face channel into more detailed groups as, for example, 

having or not having an involvement of a third person for the service provision, dividing the non-face-

to-face channels based on the technology used – telephone, e-mail, website etc. The division arguably 

would increase the variation in the risk assessment and thus increase the granularity of the ML/TF risk 

assessment results. 

The assessment of geographical risks in terms of ML/TF, according to the Wolfsberg Group, is to a great 

extent linked to two risk factor groups – the location of the financial institution itself and its branches as 

well as the geographical distribution of the customer’s nationalities, residences, transaction 

counterparties. For the assessment purposes the number of customers that are linked in any way 

(residence, citizenship etc.) to high, medium, or low risk countries should be counted and summarized to 

acquire the ML/TF risk assessment score. Similar actions should be executed for assessing the 

geographical risk for the locations of the financial institution and its branches (The Wolfsberg Group, 

2015). While the information for geographical risk assessment of the cryptocurrency exchanges and its 

branches could be collected easily (the exchanges would already possess the information), the 

information on the geographical distribution of the customers and their transaction counterparties would 

not be available for the assessment in case, if appropriate costumer due diligence and transaction 

monitoring measures have not been implemented. Thus, similarly to customer risk category, when 

assessing the geographical distribution of the customer base, additional group – unidentified – could be 

dedicated and a high risk level assigned to it in order to arguably mitigate the lack of information a 

cryptocurrency exchange might have. 
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At last, the cryptocurrency exchanges could include other qualitative risk factors in the ML/TF risk 

assessment. “Additional risk factors can have an impact on operational risks and contribute to an 

increasing or decreasing likelihood of breakdowns in key AML controls. Qualitative risk factors directly 

or indirectly affect inherent risk factors” (The Wolfsberg Group, 2015: 10). Some of the qualitative risk 

factors, according to the Wolfsberg Group, might include the following “Client base stability, 

Integration of IT systems, Expected account/client growth, Expected revenue growth, Recent AML 

Compliance employee turnover, Reliance on third party providers” (The Wolfsberg Group, 2015: 10). 

It could be argued that any of the mentioned qualitative risk factor examples could be directly 

implemented in the ML/TF risk assessment of a cryptocurrency exchanges, since none of them are 

industry-specific. 

While there were different examples of possible ML/TF risk factors mentioned, it should be added that 

besides these examples there are a lot of other possible risk factors that could be included in the risk 

assessment categories. And, as mentioned previously in this paper, there are no restrictions regarding the 

risk categories as well – any other categories can be added, if deemed to be necessary. 

It was mentioned that for the assessment of customer risk and geographical risk categories a risk factor 

titled “unidentifiable customers” or “unidentified”, respectively, should be introduced due to possible 

lack of information regarding the customer base of the cryptocurrency exchanges. While initially that 

should be allowed, ultimately for cryptocurrency exchanges that comply with all of the AML/CTF 

requirements always should be available at least this kind of information on their customers; thus there 

would be no need for the categories of “unidentifiable customers” and “unidentified”. 

Overall, the whole process of inherent risk assessment and calculating the inherent risk level arguably 

should remain the same as described in the section 4.4.1.1. of this paper. Likewise, it could be argued 

that the second and third phases should remain the same as described in the previous chapters of this 

paper as well. The AML/CTF controls should be evaluated across the same categories as mentioned by 

the Wolfsberg Group (The Wolfsberg Group, 2015) and introduced in the section 4.4.1.1., since all of 

the obliged entities, according to the 4AMLD, are required to comply with the same requirements and 

thus develop and implement the same set of AML/CTF measures (European Commission, 2015). 

Additionally, it could be argued that there is no need for cryptocurrency exchanges to adjust the 
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methodology for the determination of the residual risk, since the methodology itself is not industry-

specific. 

“Some FIs may find it useful to utilise systems or software when conducting a risk assessment. 

Determining the best system or software to use can be one of the more challenging aspects of conducting 

a risk assessment. The software employed by FIs varies widely, from customized templates built in 

standard spreadsheet software to sophisticated database systems built in-house or purchased from 

vendors. Each approach has relative strengths and weaknesses, and selecting the right tool will depend 

on various factors, including the size and complexity of the FI (and the corresponding complexity of the 

assessment itself), the number and geographic distribution of participants in the assessment process, the 

extent of quantitative metrics/key risk indicators underlying the assessment, the required management 

information regarding the results of the assessment and the level of dynamic, ongoing changes to the 

assessment that are anticipated” (The Wolfsberg Group, 2015: 16). 

It could be argued that based on the aforementioned factors the cryptocurrency exchanges in most of the 

cases should be able to conduct the enterprise-wide ML/TF risk assessment by utilization of a spreadsheet 

software, since, as mentioned in the previous chapter, the “Global Cryptocurrency Benchmarking Study” 

found that on average the cryptocurrency exchanges employed 24 employees (Garrick Hileman and 

Michel Rauchs, 2017), which arguably does not signal for a need of a special risk assessment software. 

Additionally, it could be argued that there is no need for complementary methodologies to the one already 

discussed in this section, since all of the required information for the risk assessment the cryptocurrency 

exchanges should already possess and the methodology itself is fully adaptable to suit the unique 

circumstances of cryptocurrency exchanges.  

6.2. Customer ML/TF risk assessment 

The quality of ML/TF risk assessment of a customer is arguably deeply linked with the quality and 

amount of information regarding customers that is available to the obliged entity, in this case, 

cryptocurrency exchange. As mentioned in the previous section, there might be occasions due to the 

anonymity element of cryptocurrency, when no information is available about the customer and thus the 

risks that the customer poses to the exchange could not be assessed. It could be argued that these 

customers should be assessed as having the highest level of ML/TF risk. Additionally, this arguably 

would be the first sign that would signal for a need of a more enhanced transaction monitoring for the 

particular customer. While it was mentioned in the previous chapters that for high risk customers an 

ECDD should be performed, for cryptocurrency exchanges there might be situations, when it is 

impossible to perform ECDD due to being unable to gather any information on the customer; thus the 
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only measure that could be performed would be transaction monitoring to determine patterns of 

suspicious activity, flag the respective customer as being of a high risk and report it to the authorities, if 

any suspicions are detected. However, it could be argued that in cases, when the cryptocurrency exchange 

is compliant with the EU AML/CTF regulations, a situation, when there is no information available for 

the assessment of the ML/TF risk of a customer, should not be possible, since significant part of the 

required AML/CTF measures consists of gathering information on the customers. Thus this possibility 

will not be further discussed. 

Similarly to the enterprise-wide ML/TF risk assessment there are certain risk categories that have to be 

assessed in order to calculate the final customer risk score and categorize the score as being a part of 

some particular ML/TF risk level. However, before the ML/TF risk of all of the risk categories can be 

assessed, according to the ESA, the financial institution has to identify the different risk factors that 

would be part of each of the risk categories and assess the importance of each of the risk factors, while 

taking into account the specific circumstances of the financial institution. The risk factors categories that 

are mentioned in the “The Risk Factors Guidelines” are customer risk, geographical risk, products, 

services and transactions risk, and delivery channel risk (ESA, 2017). Most of the risk factors that have 

been mentioned in the guidelines arguably could be directly applied to the customer risk assessment in 

the cryptocurrency exchanges as well. However, in order to adjust the ML/TF risk assessment to cover 

the possible ML/TF risks in the cryptocurrency exchange sector, the exchanges could implement risk 

factors that are unique to their industry and thus have not been mentioned in the guidelines. Examples of 

the possible unique customer ML/TF risk increasing factors will be provided further. 

“The underlying protocols on which almost all decentralised VCPPS are currently based do not require 

or provide identification and verification of participants. Moreover, the historical transactions records 

generated on the blockchain by the underlying protocols are not necessarily associated with real world 

identity” (FATF, 2015: 11). As mentioned previously, the cryptocurrency exchanges that comply with 

the AML/CTF regulations should be collecting enough information on their customers to be able to link 

the cryptocurrency wallet addresses with the real world identity. However, since there are many different 

entities that are part of the cryptocurrency network and that are not necessarily subjected by any 

AML/CTF regulations; thus not having a requirement to link the cryptocurrency addresses with real 

world identity, it could be argued that during the customer risk assessment in addition to checking the 
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reputation of the customer and its close associates or beneficial owners, as mentioned in the guidelines 

provided by the ESA (ESA, 2017), the cryptocurrency exchanges should also check whether the 

cryptocurrency addresses known to be owned by the customer or its closes associates (incl. beneficial 

owners) are not publicly known to be linked to some illegal activities. This could be done by, for example, 

using an online tool titled “Bitcoin Who's Who - Bitcoin Address Lookup”, which allows its users to 

report scams for specific Bitcoin addresses and to check whether there has been any reports made for 

some particular Bitcoin address (Bitcoin Who is Who). Additionally, it could be argued that until the 

5AMLD will come into force there will be some database maintained by governmental institution that 

contains addresses of different cryptocurrency wallets that have been known to have connections with 

illegal activities or any other kind of bad reputation. This risk factor should be included in the customer 

risk category. 

In terms of products and services that the customer has used, it could be argued that another risk 

increasing factor that is unique to the cryptocurrency exchanges is a regular use of services as mixer and 

anonymiser or usage in the past. “Mixer (laundry service, tumbler) is a type of anonymiser that obscures 

the chain of transactions on the blockchain by linking all transactions in the same bitcoin address and 

sending them together in a way that makes them look as if they were sent from another address” (FATF, 

2015: 28). “Anonymiser (anonymising tool) refers to tools and services, such as darknets and mixers, 

designed to obscure the source of a Bitcoin transaction and facilitate anonymity. (Examples: Tor 

(darknet); Dark Wallet (darknet); Bitcoin Laundry (mixer))” (FATF, 2015: 28). A known regular use of 

any of these services by a customer or use of them in the past arguably would increase the suspicions of 

the customer’s intentions, when using cryptocurrencies; thus increase the risk of ML/TF. 

One methodology that could be used to uncover whether the customer has used a mixer or anonymiser 

would be to employ a machine learning. The specific approach has been explained in the academic paper 

titled “Breaking Bad: De-Anonymising Entity Types on the Bitcoin Blockchain Using Supervised 

Machine Learning”. In the paper it is demonstrated how supervised machine learning can be used to 

categorize Bitcoin addresses in different categories, including mixing services (Mikkel Alexander Harlev 

et al., 2017). It could be argued that based on this method cryptocurrency exchanges would be able to 

identify mixer services that their customers have used and thus increase the ML/TF risk level of their 
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customers. This method could be used during the customer ML/TF risk assessment and transaction 

monitoring. The use of the method in transaction monitoring will be described in the proceeding sections. 

It could be argued that apart from reconsidering the risk factors that are used for the customer ML/TF 

risk assessment and adjusting them according to the unique circumstances of the cryptocurrency 

exchanges, the process of risk assessment should remain the same as described previously - the relative 

importance of each of the risk factors should be assessed and based on the assessments weights to each 

of the risk factors assigned. The methodology of how to properly assess the importance of each of the 

risk factors and assign weights accordingly is out of scope of this paper; thus will not be further discussed. 

Additionally, in order to acquire the final risk score and determine the customer ML/TF risk level it could 

be argued that the same approach as described in the ESA’s “Risk Factors Guidelines” (ESA, 2017) 

should be applied in cryptocurrency exchanges as well. 

While it was argued that for the enterprise-wide ML/TF risk assessment a risk assessment model built in 

a simple spreadsheet software might be enough due to the relative simplicity of most of the 

cryptocurrency exchanges and the frequency of performing the enterprise-wide ML/TF risk assessments, 

having the requirement to assess the ML/TF risk for each customer and reassess it on ongoing basis 

arguably would demand that cryptocurrency exchanges implement automated software solutions. 

Additionally, it could be argued that the automated software should be integrated with the database, 

where all of the information gathered during CDD has been stored. 

6.3. Customer due diligence (CDD) 

“CDD is an essential measure to mitigate the ML/TF risks associated with convertible VC [- virtual 

currency]. In accordance with the FATF Standards, countries should require convertible VC exchangers 

to undertake customer due diligence when establishing business relations or when carrying out (non-

wire) occasional transactions using reliable, independent source documents, data or information. 

(FATF, 2015: 12). 

It was shown in the previous chapter that the cryptocurrency exchanges already are collecting arguably 

an extensive amount of information on their customers. However, all of the information that was shown 

to be collected by the exchanges was asked directly to the client and was done through the internet instead 

of face-to-face; thus relying solely on the customer’s honesty to provide accurate information. While it 

might be that the cryptocurrency exchanges are collecting more information on their customers than the 

one that is directly asked for customers to provide, it could not be tested during this research due to not 
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having an access to the internal processes of cryptocurrency exchanges. However, the FATF has provided 

several suggestions that could augment the already collected information as well as verify it. 

“In light of the nature of VCPPS, in which customer relationships are established, funds loaded and 

transactions transmitted entirely through the internet, institutions must necessarily rely on nonface-to-

face identification and verification. These, to the extent applicable, include: corroborating identity 

information received from the customer, such as a national identity number, with information in third 

party databases or other reliable sources; potentially tracing the customer’s Internet Protocol (IP) 

address; and searching the Web for corroborating activity information consistent with the customer’s 

transaction profile, provided that the data collection is in line with national privacy legislation” (FATF, 

2015: 12). 

In addition to collecting the identification and other customer related data that has been required by the 

regulations and recommended by the guidelines mentioned earlier in this paper, arguably cryptocurrency 

exchanges should collect and store data that is unique to the cryptocurrencies as well. For example, in 

case of Bitcoin, the bitcoin addresses that are known or have been indicated by the customer to belong 

to the specific customer. The addresses then could be compared against different lists and tested whether 

any of them have been known to be involved in any scams or any other illegal activities. Additionally, 

the whole transaction history that is stored on the public general ledger could be reviewed during the 

CDD process in order to find some suspicious patterns or transactions executed in the past. For this 

purpose Michele Spagnuolo, Federico Maggi, and Stefano Zanero have designed and tested a framework 

called “BitIodine”. 

“BitIodine is a modular framework to parse the Bitcoin blockchain, cluster addresses likely to belong to 

a same entity, classify such entities and labels them, and visualize complex information extracted from 

the Bitcoin network. BitIodine can label users and addresses (semi-)automatically thanks to scrapers 

that crawl the Web and query exchanges for information, thus allowing to attach identities to users and 

trace money flowing through Bitcoin. BitIodine supports manual investigation by finding (reverse) paths 

between two addresses or a user and an address” (Michele Spagnuolo, Federico Maggi, and Stefano 

Zanero, 2014: 467). 

This framework would enable obliged entities to collect more information regarding the customer’s past 

activities on the cryptocurrency network in a easy to read format; thus decreasing the ML/TF risks that 

cryptocurrencies pose due to their anonymity aspect by enabling proper assessment of the customer. 

Another possibility for cryptocurrency exchanges to collect additional information on their customers or 

verify the already collected information would be the central register of beneficial owners of 
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organizations that is going to be required by the 5AMLD, when it comes into force (European 

Commission, 2016). 

“The personal data of beneficial owners referred to in paragraph 1 [- the name, the month and year of 

birth, the nationality and the country of residence of the beneficial owner as well as the nature and extent 

of the beneficial interest held -] shall be disclosed for the purpose of enabling third parties and civil 

society at large to know who are the beneficial owners, thus contributing to prevent the misuse of legal 

entities and legal arrangements through enhanced public scrutiny. For this purpose the information shall 

be publicly available through the national registers and through the system of interconnection of 

registers for no longer than 10 years after the company has been struck off from the register” (European 

Commission, 2016: 40). 

It could be argued that cryptocurrency exchanges should ensure a direct connection to the national 

registers and automatic updating of the information regarding beneficial owners of the organizations that 

are part of their customer base, since manual collection or verification for each of the customers of the 

exchange would be inefficient and most probably inaccurate as well. Additionally, if the cryptocurrency 

exchanges would be able to establish a direct connection to all of the national registers of beneficial 

owners in the EU, it could be argued that there would be no need for the customers to provide the 

information by themselves, but rather the information could be collected automatically through the 

national registers; thus making the registration process significantly less complicated and reduce the total 

time it takes to complete the registration process. 

Besides the standard CDD, the 4AMLD stipulates a need for two additional types of CDD – SCDD and 

ECDD. The cases, when each of the CDD types are applied should be documented in detail. The use 

cases should depend on the transaction type and the results of customer ML/TF risk assessment 

(European Commission, 2015). The same requirements apply directly to the cryptocurrency exchanges 

as well due to being included as an obliged entity in the 5AMLD (European Commission, 2016). The 

design of the SCDD and ECCD measures, as explained in the previous chapters, should rely completely 

on the circumstances of each of the specific companies and require adjustments across various different 

dimensions. Since, there are many ways of how to design the SCDD and ECDD measures, the specific 

design of them is outside of the scope of this paper. 

To sum up, it could be argued that the overall design of CDD, SCDD, and ECDD measures in the 

cryptocurrency exchanges should be similar to the ones that have been described earlier in this paper. 

However, as mentioned above, to compensate for the nature of cryptocurrency exchanges – most of the 
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business being conducted on the internet rather face-to-face – and cryptocurrencies – a high level of 

anonymity on the cryptocurrency network itself – as well as to utilize the unique circumstances of the 

exchanges, the cryptocurrency exchanges arguably should collect additional information on the 

customers through other sources that might be unavailable to obliged entities in other industries or 

information that is unique for the cryptocurrencies, while at the same time complying with the privacy 

regulations. This arguably would enable cryptocurrency exchanges to cover the unique ML/TF risks that 

they are exposed to compared to other, more conventional financial institutions. 

According to the 4AMLD, the obliged entities are required to retain records that include “a copy of the 

documents and information which are necessary to comply with the customer due diligence requirements 

[…] for a period of five years after the end of the business relationship with their customer or after the 

date of an occasional transaction” (European Commission, 2015:101). Thus besides keeping records of 

the information that has been gathered on the existing customer during the process of CDD, the 

cryptocurrency exchanges should have systems and policies in place to ensure the retention of the 

relevant information regarding their former customers as well. 

In terms of software, it could be argued that for the CDD process per se no special tools would be required 

besides a database and a data input interface, since no automation is required and, as showed in the 

previous chapter, some cryptocurrency exchanges allow their customers to provide the information about 

themselves in form of e-mails or by uploading the information filled out in word documents. The database 

should ensure data retention for five years as required by the 4AMLD (European Commission, 2015) as 

well as integration with other software tools that are used in other AML/CTF measures, since, as 

mentioned before, the information regarding the organization’s customer base serves as a foundation for 

other AML/CTF measures. However, it could be argued that some specialized software would be 

required to acquire data that is unique to the cryptocurrency exchange industry. For example, software 

for acquisition of the customer’s IP address, software for the BitIodine framework, or software to 

integrate with the national registers of beneficial owners. 

6.4. Transaction monitoring (TM) 

“Transaction monitoring is a key risk mitigant in the convertible VC space because of the difficulty of 

non-face-to-face identity verification and because it is only recently that decentralised convertible VC 

technology allows certain risk mitigants that may be available for NPPS to be built into decentralised 

VCPPS in order to restrict functionality and reduce risk. For instance, multisignature (multi-sig) 
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technology now enables VCPPS to effectively build in loading total wallet value, and value/velocity 

transaction limits into decentralised VCPPS. However, current decentralised VC technology does not 

make it possible to effectively build in geographic limits; limit use to the purchase of certain goods and 

services; or prevent person-to-person transfers” (FATF, 2015: 13).  

The 4AMLD stipulates a requirement for obliged entities to monitor all of the transactions of its 

customers that have been serviced by the obliged entities. The obliged entities are required to identify 

any suspicious or unusual transactions through their transaction monitoring measures and report them to 

the authorities – FIUs (European Commission, 2015). As mentioned in the previous chapters, the 

suspicious or unusual transactions are identified by comparing them to different scenarios or limits. If 

any of the scenarios or limits have been reached, the transaction should be flagged as suspicious and 

further analyzed by an analyst.  

According to the BCBS, obliged entities “should be able to identify transactions that do not appear to 

make economic sense, that involve large cash deposits or that are not consistent with the customer’s 

normal and expected transactions” (Basel Committee on Banking Supervision, 2016: 10). Additionally, 

the ESA in their guidelines have provided the following characteristics of unusual transactions: 

“• they are larger than what the firm would normally expect based on its knowledge of the 

customer, the business relationship or the category to which the customer belongs; 

• they have an unusual or unexpected pattern compared with the customer’s normal activity or 

the pattern of transactions associated with similar customers, products or services; or  

• they are very complex compared with other, similar, transactions associated with similar 

customer types, products or services” (ESA, 2017: 27). 

While there is no requirement for obliged entities to monitor transactions that the entities are not 

servicing, it could be argued that for cryptocurrency exchanges it would be beneficial to not only screen 

the transactions that the exchange is servicing, but also some part of the transactions on the 

cryptocurrency network in order to detect transactions that are suspicious and would require additional 

attention. For example, in case, if a customer wants to exchange its bitcoins for euro, while the customer 

itself would be assessed as having a low ML/TF risk and would have a legitimate reason for owning the 

bitcoins, it might be that the bitcoins have recently been used for some illegal activities and thus should 

be reported. If the exchanges would not extend their monitoring outside of the firms boundaries, they 

might not be able to identify the suspicious transaction and thus become facilitators of some illegal 

activities.  
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Malte Moser, Rainer Bohme, and Dominic Breuker in their paper “Towards Risk Scoring of Bitcoin 

Transactions” have described methodology of how by using a set of predictors and the information 

available on the Bitcoin general ledger one could assesses the risk of a bitcoin being involved in some 

thefts in the past and thus possibly could be blacklisted by the government (Malte Moser, Rainer Bohme, 

and Dominic Breuker, 2014). It could be argued that this methodology could be used during the 

transaction monitoring in order to assess the risk of each of the transactions and determine the probability 

of any of them being involved in any thefts or scams in the past. Thus ensuring the utilization of publicly 

available information on all of the cryptocurrency transactions. Any of the transactions that would reach 

a certain level of probability that the specific bitcoins involved in the transaction have been involved in 

a scam or a theft in the past would have to be analyzed in detail by the analysts. 

Additionally, as mentioned in the section about CDD measures, the classification method explained in 

the paper “Breaking Bad: De-Anonymising Entity Types on the Bitcoin Blockchain Using Supervised 

Machine Learning” could be used in the transaction monitoring as well. As it was mentioned, the 

methodology employs supervised machine learning to classify different wallet addresses on the Bitcoin 

network. The classification groups include exchanges, merchant service providers, gambling service 

providers, mixers and other service providers (Mikkel Alexander Harlev et.al., 2017). Arguably this 

method could be used for classification of the counterparties that the customers of a cryptocurrency 

exchanges are conducting business with on the Bitcoin network. It could provide additional information 

to the cryptocurrency exchanges regarding their customers and thus enable them to identify suspicious 

or unusual activities more effectively. 

It could be argued that, in addition to different pattern detection, cryptocurrency exchanges would also 

need to have different thresholds that would be used to monitor transactions and identify any unusual 

transactions that are not consistent with the customer’s normal behavior or the normal behavior of similar 

customers, and thus require ECDD. For example, different thresholds could be set for the amounts that 

are being exchanged by a customer in some period of time or in a single transaction, the frequency of 

performed exchanges by a customer in different periods of time, and the total number of transactions 

performed in a certain period of time. According to Umberto Lucchetti Junior, different thresholds should 

be set for different groups of customers in order to decrease amount of false positives as well as ensure 

that the thresholds are closer to the reality. The customers should be divided in groups based on the 
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information gathered during the CDD  – for example, based on the disclosed annual income or revenue 

(legal entity) of the customer – or customer ML/TF risk assessment – for example, based on the overall 

risk that the customer pose to the company. Additionally, Umbretto has provided a description of tuning 

the thresholds in order to increase the efficiency of the transaction monitoring (Umberto Lucchetti Junior, 

2013). However, further introduction of this method is out of scope of this paper. 

“A bank should ensure that they have appropriate integrated management information systems, 

commensurate with its size, organisational structure or complexity, based on materiality and risks, to 

provide both business units (eg relationship managers) and risk and compliance officers (including 

investigating staff) with timely information needed to identify, analyse and effectively monitor customer 

accounts. The systems used and the information available should support the monitoring of such 

customer relationships across lines of business and include all the available information on that 

customer relationship including transaction history, missing account opening documentation and 

significant changes in the customer’s behaviour or business profile and transactions made through a 

customer account that are unusual” (Basel Committee on Banking Supervision, 2016). 

It could be argued that not only banks require information systems for transaction monitoring, but also 

cryptocurrency exchanges due to the fact that, as showed in previous chapter, there is a large volume of 

USD exchanged through cryptocurrency exchanges every 24 hours, and thus requires an information 

system to monitor all of the exchanges serviced by the cryptocurrency exchange and identify any 

suspicious or unusual activities. It could not be done manually. Additionally, an integration of the 

previously described methodology for rating the risk of the bitcoins that are contained in the transactions 

being involved in a theft or scam in the past would require a software that analyses the general ledger of 

the Bitcoin network and determines the risk level automatically. 

6.5. Sanctions screening 

It has been reported that OFAC, US department that administrates and imposes sanctions based on US 

foreign policy (OFAC: About), may include cryptocurrency wallet addresses on their Specially 

Designated Nationals (SDN) list next to the names of people and organization against whom certain 

sanctions have been imposed (Nikhilesh De, 2018). While there are no news regarding the inclusion of 

cryptocurrency wallet addresses in sanctions lists that apply to the obliged entities in EU, it could be 

argued that until the 5AMLD will come into force the cryptocurrency wallet addresses will be added to 

the relevant sanctions lists as well. Thus enabling and arguably most probably requiring for the 

cryptocurrency exchanges to screen not only the names of customers or countries that the customers are 
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connected with against the sanctions lists, but the cryptocurrency wallet addresses as well. This additional 

information to use for screening the customers against the sanctions lists arguably would benefit in 

identification of suspicious activities as well as suspicious customers by ensuring that, for example, 

seemingly low risk customers that own Bitcoin wallet addresses that have been known to be involved in 

terrorist financing activities and thus have been sanctioned would be identified during the CDD 

procedures or transaction monitoring; therefore would not implicate cryptocurrency exchanges that 

services the currency exchange transactions for the customer. 

As mentioned in the previous chapters, the process of sanctions screening should be conducted together 

with CDD and transaction monitoring measures in order for the obliged entities to be able to identify any 

possible connections to sanctions lists and thus evade any possible sanctions breaches. Based on the 

information provided in the previous chapters as well as in the beginning of this section, it could be 

argued that the cryptocurrency exchanges should screen the names, countries and cryptocurrency wallet 

addresses that are associated to their customers. Additionally, it could be argued that while during the 

CDD the process of sanctions screening could be performed manually by the employees, during the 

transaction monitoring it should be linked to the information system that has been used for the transaction 

monitoring in order to ensure a timely detection of possible sanctions breaches. 

6.6. Governance 

As stipulated by the 4AMLD, obliged entities are required to appoint a board member that is going to be 

responsible for the AML/CTF measures and other AML/CTF related issues (European Commision, 

2015). This requirement will apply to the cryptocurrency exchanges as well, when the 5AMLD will come 

into force (European Commision, 2016). Next, it was mentioned in the previous sections that the BCBS 

has proposed three lines of defense that should be implemented by the obliged entities (Basel Committee 

on Banking Supervision, 2016). 

The first line of defense relates to the employees of the company. The BCBS mentions the need for the 

obliged entities to design clear procedures and policies presented in writing and communicated to the 

employees in order to provide them with instructions for complying with the AML/CTF requirements 

(Basel Committee on Banking Supervision, 2016). It could be argued that, while the core part of the 

policies and procedures could remain similar to, for example, the banks, different additional requirements 

should be included in the AML/CTF policy for cryptocurrency exchanges. The core part could remain 
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the same for cryptocurrency exchanges due to having to comply with the same AML/CTF regulations as 

any other obliged entities, including banks, mentioned in the 4AMLD and 5AMLD. The additional 

requirements described in the AML/CTF policy could be, for example, descriptions of the unique 

AML/CTF measures for the cryptocurrency exchanges introduced in this chapter. There the different 

requirements and instructions for the employees to ensure the compliance with AML/CTF requirements 

could be described. Additionally, it could be argued that the instructions for employees described in the 

AML/CTF policies in cryptocurrency exchanges could be more technologically advanced than the ones 

in the banks due to the nature of the business. Thus an appropriate technical training might be required 

to the personnel whose responsibilities are related to the AML/CTF measures in any way. However, the 

training requirements for cryptocurrency exchanges will be discussed in different section further in this 

chapter. 

The second line of defense, as described before, relates to the appointment of chief AML/CTF officer 

that would serve as the key person in the organization regarding any internal or external issues related to 

the AML/CTF. It could be argued that the second line of defense could be ensured by the cryptocurrency 

exchanges without additional adjustments – appointing an adequate chief AML/CTF officer that would 

be responsible for the compliance with the AML/CTF requirements. 

It could be argued that in order for the third line of defense, internal audit, to be effective in 

cryptocurrency exchanges the additional tools and methodologies that could be used to enhance different 

AML/CTF measures and were mentioned in the previous chapters should be tested as well, additionally 

to all of the functions that were mentioned by the BCBS (Basel Committee on Banking Supervision, 

2016). Arguably testing of the tools that are unique to the AML/CTF measures of cryptocurrency 

exchanges would involve specific knowledge and software; thus either the employees of the 

cryptocurrency exchanges should possess such capabilities or the testing could be outsourced to some 

reliable third party. However, no further considerations regarding these software tools or capabilities will 

be discussed in this paper due to being out of scope. 

Overall, it could be argued that no specific software tools or complementary methodologies would be 

required for cryptocurrency exchanges to comply with the governance requirements and to implement 

the three lines of defense, except from the discussed additional software tools and capabilities for internal 

auditing, if such process would be implemented at all within the exchange. 
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6.7. Reporting 

As stipulated by the 4AMLD, obliged entities are required to establish two types of reporting processes 

within the organization – reporting of internal breaches and reporting of suspicious activities to the local 

FIUs (European Commision, 2015). While arguably the reporting process of internal breaches should not 

be any different from the reporting process implemented in any other types of obliged entities, it could 

be argued that the process of reporting suspicious activity should involve several differences. First, the 

information that is provided in the SAR and reported to the respective authorities should contain 

additional information that is unique to the sector of cryptocurrency exchanges as, for example, 

cryptocurrency wallet addresses of the entities mentioned in the SAR. This would enable FIUs to conduct 

more thorough investigations outside and inside the cryptocurrency network.  

Second, it could be argued that in case, if the cryptocurrency exchange has implemented in the transaction 

monitoring measure the previously mentioned method of monitoring transactions that have been 

performed on the cryptocurrency network by the customers that the exchange is servicing, the 

cryptocurrency exchange should report any suspicious activities identified on cryptocurrency network as 

well. Thus enhancing the effectiveness of AML/CTF measures on the union level by enabling authorities 

to identify cryptocurrency transactions and wallet addresses that could be connected to some illegal 

activities as well as to collect more information on the participants of different cryptocurrency networks. 

It could be argued that for the implementation of reporting measures in the cryptocurrency exchanges 

there would be no need for any complementary methodologies or software tools. Arguably the procedures 

for both of the mentioned types of reports that have to be implemented in the obliged entities could be 

performed manually – by using report templates that are filled out by the analysts or employees of the 

organization and sent to the respective authorities. However, software tools could be used to facilitate 

and increase efficiency for the both of the mentioned reporting requirements. 

6.8. Administration of data and information 

“At a minimum, financial institutions and DNFBP should be required to maintain transaction records 

that include: information to identify the parties; the public keys, addresses or accounts involved; the 

nature and date of the transaction, and the amount transferred. The public information available on the 

blockchain provides a beginning foundation for record keeping, provided institutions can adequately 

identify their customers. Countries should require institutions to be attentive to the type of suspicious 

activity they are in a position to detect” (FATF, 2015: 13).  
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While it could be argued that the cryptocurrency exchanges should collect and retain information that is 

specific to the particular industry additionally to the required information that is mentioned in the section 

4.4.3.3., all of the other requirements on the data processing, sharing and retaining described in the 

previous sections should be directly applied in the cryptocurrency exchanges as well. The data and 

information administration procedures and policies should be described in the AML/CTF policy of the 

cryptocurrency exchange.  

It could be argued that there is no need for separate software tools that enable for the cryptocurrency 

exchnages to share and retain the collected information on customers and their transactions. These 

functionalities should be already integrated in the systems that are used to facilitate other AML/CTF 

measures described in this paper. Additionally, it could be argued that this AML/CTF measure primarily 

relates to the policies and procedures that should be developed and written down as a guidance for the 

employees to be able to comply with the AML/CTF requirements instead of implementing separate 

systems or processes. 

6.9. Training 

As stipulated in the 4AMLD, obliged entities are required to provide training to their employees in order 

to increase their understanding of the AML/CTF measures as well as increase their capability to identify 

possible suspicious activities (European Commission, 2015). It could be argued that in order for the 

trainings to be effective they should be significantly adjusted to the circumstances of cryptocurrency 

exchanges. Additionally, they arguably should provide not only the knowledge regarding the AML/CTF 

measures and requirements, but the conceptual and technological foundation of cryptocurrency to a 

certain degree as well. This would enable employees to acquire better understanding of the connection 

between AML/CTF measures and the cryptocurrency itself; thus enabling them to identify suspicious 

activities more effectively. 

Additionally, it could be argued that it would be beneficial for the cryptocurrency exchanges to provide 

their employees with opportunity to acquire certificates from the Association of Certified Anti-Money 

Laundering Specialists (ACAMS) (About the Association of Certified Anti-Money Laundering 

Specialists), including the “Virtual Currency and Blockchain training Certificate”, which would provide 

employees with in-depth knowledge regarding the risks that cryptocurrencies pose as well as some 

practical examples (A Cost-Effective Solution to Obtaining Virtual Currency and Blockchain Training).  
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“ACAMS is the largest international membership organization dedicated to advancing the professional 

knowledge, skills and experience of those dedicated to the detection and prevention of money laundering 

around the world, and to promote the development and implementation of sound anti-money laundering 

policies and procedures” (About the Association of Certified Anti-Money Laundering Specialists). 

In addition to certification, ACAMS provides trainings in form of seminars, conferences and online 

seminars; thus the organization can choose the most appropriate form and topic of the AML/CTF 

trainings (The Global Leader in Financial Crime Conferences & Education). 

The training plans and requirements as well as all of the other AML/CTF measures mentioned in this 

chapter should be described in the AML/CTF policy of the organization; thus providing a clear overview 

of all of the internal requirements for the employees that have to be followed in order to comply with the 

AML/CTF requirements as well as providing authorities with a description of the implemented measures 

for ML/TF risk mitigation. 

6.10. Research framework 

In addition to all of the recommendations provided in the previous sections of this chapter, a research 

framework was developed (see Table 3). Information that has been provided throughout this paper has 

been used as a foundation for the development of the research framework. The research framework 

contains all of the mentioned AML/CTF measures (on the horizontal axes) grouped in the three respective 

categories – risk assessments, Know Your Customer (KYC), and policies and procedures. The 

dimensions to AML/CTF measures that are relevant for cryptocurrency exchanges are listed on the 

vertical axis. The dimensions are regulations, guidelines, software tools, and complementary 

methodologies and guidelines. Each of the research framework dimensions will be described next. 

Information regarding the first two dimensions – regulations and guidelines – can be found in the chapter 

4 of this paper, where they are introduced in context of each of the AML/CTF measures. Regulations 

dimension refers to the different regulations applicable in the EU that require design and implementation 

of the described AML/CTF measures. This dimension mainly consists of two regulations – the 4AMLD 

and 5AMLD – since these are the main regulations in the European Union that stipulate the requirement 

for development and implementation of AML/CTF measures, as explained previously in this paper. They 

serve as the foundation for all of the AML/CTF measures discussed in this paper. While the regulations 
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that are applicable to the cryptocurrency exchanges operating in the EU were included in the dimension, 

these regulations stipulate the same requirements for other types of organizations as well.  

Next, guidelines refer to the different guidance materials for the design and implementation of the 

AML/CTF measures that have been developed by different international organizations that specialize in 

AML/CTF related issues. These guidelines provide additional information and recommendations on how 

the AML/CTF measures that have been required by the aforementioned regulations should be designed 

and implemented. Similarly to the regulations dimension the guidelines included in this dimension apply 

to other types of organizations as well in addition to the cryptocurrency exchanges. 

Furthermore, the information on the two last dimensions of the research framework – software tools and 

complementary methodologies and guidelines – can be found in the chapter 6 of this paper together with 

different suggestions regarding the design and implementation of the required AML/CTF measures. 

These two dimensions refer specifically to the cryptocurrency exchanges and are not applicable to any 

other types of organizations.  

Software tools dimension refers to the different information systems that arguably could facilitate the 

implementation and execution of the AML/CTF measures. The information contained in this dimension 

provides an overview of the technology related needs for implementation and execution of the AML/CTF 

measures. As it could be seen, not all of the AML/CTF measures require sophisticated software tools or 

information systems. 

At last, the complementary methodologies and guidelines dimension refers to the different methodologies 

that could be implemented in the cryptocurrency exchanges in order to facilitate the execution of the 

AML/CTF measures as well as to the guidelines that can help to increase the understanding of the 

AML/CTF related issues in context of the cryptocurrency exchanges. The methodologies mentioned in 

this dimension have been introduced by other researches. However, the additional guidelines have been 

provided by organizations that specializes in AML/CTF related issues. 

The research framework as well as the suggestions provided in this chapter will be discussed further in 

the next chapter. 

  



77 

 

Dimensions to 

AML/CTF 

Measures for 

Cryptocurrency 

Exchanges 

AML/CTF Measures 

Risk Assessments Know Your Customer (KYC) Policies and Procedures 

Enterprise-wide 

ML/TF risk 

assessment of a 

financial 

institution 

Client 

ML/TF risk 

assessment 

Customer Due 

Diligence 

(CDD) 

Transaction 

Monitoring 

(TM) 

Sanctions 

screening 

Governance Reporting Administration 

of data and 

information 

Employee 

training 

Regulations 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive; 

- The Bank Secrecy 

Act (applicable only 

in particular cases). 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th AML 

Directive; 

- The 5th AML 

Directive. 

- The 4th 

AML 

Directive; 

- The 5th 

AML 

Directive. 

Guidelines 

- Frequently Asked 

Questions on Risk 

Assessments for 

Money Laundering, 

Sanctions and 

Bribery & 

Corruption (The 

Wolfsberg Group, 

2015); 

- The Risk Factors 

Guidelines (The 

Joint Committee of 

ESA, 2017). 

- RBA 

approaches for 

different 

sectors 

(FATF); 

- The Risk 

Factors 

Guidelines 

(The Joint 

Committee of 

ESA, 2017). 

- Customer due 

diligence for 

banks (Basel 

Committee on 

Banking 

Supervision, 

2001); 

- The Risk Factors 

Guidelines (The 

Joint Committee 

of ESA, 2017). 

- Sound 

management of 

risks related to 

money 

laundering and 

financing 

of terrorism (Basel 

Committee on 

Banking 

Supervision, 

2016). 

- Sound management 

of 

risks related to 

money 

laundering and 

financing 

of terrorism (Basel 

Committee on 

Banking Supervision, 

2017). 

- Sound 

management of 

risks related to 

money 

laundering and 

financing 

of terrorism (Basel 

Committee on 

Banking 

Supervision, 

2017). 

- No additional 

guidelines have 

been provided. 

- No additional 

guidelines have been 

provided 

- Sound 

management 

of 

risks related 

to money 

laundering 

and financing 

of terrorism 

(Basel 

Committee 

on Banking 

Supervision, 

2017). 

Software tools 

- Spreadsheet 

software. 

- Bitcoin 

Address 

Lookup online 

tool for testing 

whether any of 

the  Bitcoin 

wallet 

addresses 

associated with 

a customer 

have bad 

reputation 

(Bitcoin Who 

is Who); 

- Automated 

software 

solutions. 

- Database with 

data input 

interface and 

possibility to 

integrate with 

other software 

tools used for 

other AML/CTF 

measures; 

- Specialized 

software tools for 

acquisition of 

information that is 

unique to 

cryptocurrency 

exchanges. 

- Information 

system that 

performs 

transaction 

monitoring 

automatically and 

can be integrated 

with other systems 

as well. 

- Could be conducted 

manually during the 

CDD; 

- Would need 

integration with the 

information system 

used for transaction 

monitoring to screen 

customers 

automatically during 

the monitoring of 

transactions. 

- Specialized 

software tools for 

internal auditing 

of the AML/CTF 

measures unique 

to the 

cryptocurrency 

exchanges (if 

internal audit is 

implemented). 

- No software 

tools required 

(would be 

needed only to 

increase 

efficiency). 

- No software tools 

required. 

- No software 

tools 

required. 

Complementary 

methodologies 

and guidelines 

- Virtual Currencies 

Key Definitions and 

Potential AML/CFT 

Risks (FATF, 2014) 

- Guidance for 

a Risk-Based 

Approach:  

Virtual 

Currencies 

(FATF, 2015); 

- Breaking 

Bad: De-

Anonymising 

Entity Types 

on the Bitcoin 

Blockchain 

Using 

Supervised 

Machine 

Learning 

(Mikkel 

Alexander 

Harlev et.al., 

2017). 

- Guidance for a 

Risk-Based 

Approach:  

Virtual Currencies 

(FATF, 2015); 

- BitIodine: 

Extracting 

Intelligence 

from the Bitcoin 

Network (Michele 

Spagnuolo, 

Federico Maggi, 

and Stefano 

Zanero, 2014). 

- Guidance for a 

Risk-Based 

Approach:  

Virtual Currencies 

(FATF, 2015); 

- Towards Risk 

Scoring of Bitcoin 

Transactions 

(Malte Moser, 

Rainer Bohme, 

and Dominic 

Breuker, 2014); 

- Breaking Bad: 

De-Anonymising 

Entity Types on 

the Bitcoin 

Blockchain Using 

Supervised 

Machine Learning 

(Mikkel 

Alexander Harlev 

et.al., 2017); 

- AML Rule 

Tuning: Applying 

Statistical and 

Risk-Based 

Approach to 

Achieve Higher 

Alert Efficiency 

(Umberto 

Lucchetti Junior, 

2015).  

- US Could Put 

Crypto Wallets on 

OFAC Sanctions List 

(Nikhilesh De, 2018). 

- No 

complementary 

methodologies or 

guidelines are 

required. 

- No 

complementary 

methodologies 

or guidelines 

are required. 

- Guidance for a 

Risk-Based 

Approach:  

Virtual Currencies 

(FATF, 2015). 

- ACAMS 

Virtual 

Currency and 

Blockchain 

Certificate; 

- ACAMS 

Training - 

seminars, 

conferences, 

web 

seminars. 

Table 3 – Research Framework  
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7. Discussion 

The research framework, presented in the previous chapter, could be used both by the academics and the 

cryptocurrency exchanges. The academics could use the research framework to gain an overview of the 

AML/CTF measures that have been stipulated by the regulations and guidelines as well as to gain an 

overview of the different methodologies and software tools that could be used to complement the 

AML/CTF measures. The framework could serve as a foundation for further research on each of the 

specific AML/CTF measures or on the issues that relates to the design and implementation of AML/CTF 

measures in cryptocurrency exchanges. This could inspire whole range of different researches; thus 

contributing to the understanding of AML/CTF measures from the academic point of view. 

Next, the cryptocurrency exchanges could use the research framework as a first step in understanding the 

requirements regarding the implementation of specific AML/CTF measures that are stipulated by the EU 

regulations. The research framework could serve as an overview of all of the AML/CTF measures that 

are required as well as would provide a guide of where to find more information regarding the specific 

AML/CTF measures. Additionally, the framework could help to explore the different methodologies that 

could improve the effectiveness of the AML/CTF measures and the software tools that would be required 

to ensure a proper execution of the measures. This could serve as the starting point for the cryptocurrency 

exchanges, when designing or implementing the required AML/CTF measures as well as when starting 

to explore the requirements and the different options regarding the measures. 

Major part of the information that was collected for the development of the research framework was 

taken from the regulations or different guidelines that have been developed by different organizations 

that specialize in the issues related to the AML/CTF. While none of the guidance acquired from the 

regulations and guidelines were specifically tailored for the cryptocurrency exchanges, the information 

ensured that the adjustments to the AML/CTF suggested for the crypocurrency exchanges will compliant 

to the regulations, since that is one of the main concerns, when discussing AML/CTF measures. 

While it was demonstrated that currently there are no guidelines that are specifically developed for 

crypotcurrency exchanges, it could be argued that until the proposed amendments to the 4AMLD will 

come into force at least some guidelines will be developed that will address specifically the unique 

circumstances of the cryptocurrency exchanges. However, at this point in time only guidelines for 

different sectors than the crypocurrency exchanges are available and thus for the design and 
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implementation of the AML/CTF measures the guidance provided in the guidelines have to be adapted 

to suit the cryptocurrency exchanges as well as the unique circumstances. 

It was demonstrated in this paper that the core parts of the AML/CTF measures could be implemented 

directly in the cryptocurrency exchanges. However, it was also showed that different adjustments could 

be made to the AML/CTF measures in order to suit the cryptocurrency exchanges better and would be 

more effective. For example, different software tools and methodologies could be utilized in order to 

collect additional information that is unique to the cryptocurrency exchanges. It could be argued that 

there could be many more adjustments made to the AML/CTF measures in addition to the ones already 

presented in this paper to improve the effectiveness even further. However, as already mentioned before, 

a compliance to the regulations is a major requirement that should be taken into account when redesigning 

the AML/CTF measures; thus the regulations and official guidelines should be used as a foundation for 

the any of the AML/CTF measures. 

8. Conclusion 

In this paper, it was demonstrated how the AML/CTF measures that are required by the EU regulations 

could be adjusted for the cryptocurrency exchanges in order to ensure effective mitigation of ML/TF 

risk, while at the same time remaining compliant with the regulations. First, the underlying technological 

and conceptual principles of the cryptocurrency were explained as well as it was argued that 

cryptocurrencies can be very diverse. Second, the AML/CTF measures that are required by the EU 

regulations were presented and described in depth based on the stipulated requirements of the regulations 

as well as guidelines that were developed by organizations that specializes in issues related to AML/CTF. 

Third, the market landscape of the cryptocurrency exchanges was described and an overview of the 

customer information that is being collected by the cryptocurrency exchanges was provided. It was 

argued that the cryptocurrency exchanges already are collecting a significant amount of information on 

their customers and that the customers could be properly identified and the customer ML/TF risk assessed 

based on this information. Fourth, different recommendations regarding the possible adaptations of the 

AML/CTF measures for cryptocurrency exchanges were provided. Additionally, different software tools 

and methodologies that could facilitate the AML/CTF measures were mentioned. At last, a research 

framework that contains the different guidelines, software tools and methodologies was proposed. While 
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some of the elements from the research framework could be applied to other obliged entities as well, the 

research framework is specifically designed to be applied for cryptocurrency exchanges. 

It could be argued that the contribution of this research is two-fold. First, the main AML/CTF measures 

that are required by the EU regulations were described in detail taking into account both the requirements 

stipulated in the EU regulations and relevant guidelines. Thus a comprehensive description of the 

required AML/CTF measures was provided and it could be used not only in the context of cryptocurrency 

exchanges, but also for any other obliged entities. Second, different suggestions were provided 

specifically for cryptocurrency exchanges regarding the adjustments of AML/CTF measures. These 

suggestions could further be used by the cryptocurrency exchanges, when implementing AML/CTF 

measures due to the requirement of the 5AMLD. To the author’s best of knowledge this is the first 

research that aimed to adapt AML/CTF measures for cryptocurrency exchanges. 

9. Reflections and limitations 

The research that was described in this paper, instead of being an extensive description of all of the 

adjustments that should be made to the AML/CTF measures for cryptocurrency exchanges, should be 

considered as a starting point for further research that would do a more in-depth review of each of the 

particular AML/CTF measures and provide even more precise description of the possible design options 

for cryptocurrency exchanges, for example, in a form of developing a detailed model of the customer 

ML/TF risk assessment. Additionally, a research of the current internal processes, procedures and 

policies of cryptocurrency exchanges could lead to even better understanding of the circumstances that 

the cryptocurrency exchanges are exposed to. This could be another direction for further research, since 

this direction was arguably under-researched in this paper. 
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11. Appendix 

Appendix 1 – Example of a blockchain (M. Nofer et al., 2017: 184) 

 

Appendix 2 – Transaction verification (Satoshi Nakamoto, 2008: 2) 

 

Appendix 3 – Diagram of the conventional/standard ML risk Assessment 

methodology (The Wolfsberg group, 2015: 7). 

 

Appendix 4 - Example Calculation of Residual Risk (The Wolfsberg group, 2015: 28) 
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Appendix 5 - Example Factor Weightings (The Wolfsberg group, 2015: 27) 

 

Appendix 6 – factors that lower the risk of ML/TF (European Commission, 2015: 

114) 

ANNEX II 
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The following is a non-exhaustive list of factors and types of evidence of potentially lower risk referred 

to in Article 16: 

(1) Customer risk factors: 

(a) public companies listed on a stock exchange and subject to disclosure requirements (either by 

stock exchange rules or through law or enforceable means), which impose requirements to ensure 

adequate transparency of beneficial ownership; 

(b) public administrations or enterprises; 

(c) customers that are resident in geographical areas of lower risk as set out in point (3); 

(2) Product, service, transaction or delivery channel risk factors: 

(a) life insurance policies for which the premium is low; 

(b) insurance policies for pension schemes if there is no early surrender option and the policy 

cannot be used as collateral; 

(c) a pension, superannuation or similar scheme that provides retirement benefits to employees, 

where contributions are made by way of deduction from wages, and the scheme rules do not 

permit the assignment of a member's interest under the scheme; 

(d) financial products or services that provide appropriately defined and limited services to certain 

types of customers, so as to increase access for financial inclusion purposes; 

(e) products where the risks of money laundering and terrorist financing are managed by other 

factors such as purse limits or transparency of ownership (e.g. certain types of electronic money); 

(3) Geographical risk factors: 

(a) Member States; 

(b) third countries having effective AML/CFT systems; 

(c) third countries identified by credible sources as having a low level of corruption or other 

criminal activity; 

(d) third countries which, on the basis of credible sources such as mutual evaluations, detailed 

assessment reports or published follow-up reports, have requirements to combat money 
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laundering and terrorist financing consistent with the revised FATF Recommendations and 

effectively implement those requirements. 

Appendix 7 – factors that increase the risk of ML/TF (European Commission, 2015: 

115) 

ANNEX III 

The following is a non-exhaustive list of factors and types of evidence of potentially higher risk referred 

to in Article 18(3): 

(1) Customer risk factors: 

(a) the business relationship is conducted in unusual circumstances; 

(b) customers that are resident in geographical areas of higher risk as set out in point (3); 

(c) legal persons or arrangements that are personal asset-holding vehicles; 

(d) companies that have nominee shareholders or shares in bearer form; 

(e) businesses that are cash-intensive; 

(f) the ownership structure of the company appears unusual or excessively complex given the 

nature of the company's business; 

(2) Product, service, transaction or delivery channel risk factors: 

(a) private banking; 

(b) products or transactions that might favour anonymity; 

(c) non-face-to-face business relationships or transactions, without certain safeguards, such as 

electronic signatures; 

(d) payment received from unknown or unassociated third parties; 

(e) new products and new business practices, including new delivery mechanism, and the use of 

new or developing technologies for both new and pre-existing products; 

(3) Geographical risk factors: 
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(a) without prejudice to Article 9, countries identified by credible sources, such as mutual 

evaluations, detailed assessment reports or published follow-up reports, as not having effective 

AML/CFT systems; 

(b) countries identified by credible sources as having significant levels of corruption or other 

criminal activity; 

(c) countries subject to sanctions, embargos or similar measures issued by, for example, the Union 

or the United Nations; 

(d) countries providing funding or support for terrorist activities, or that have designated terrorist 

organisations operating within their country. 

 

Appendix 8 – 4AMLD Article 11 on application of customer due diligence (4AMLD: 

91) 

Article 11 

Member States shall ensure that obliged entities apply customer due diligence measures in the following 

circumstances: 

(a) when establishing a business relationship; 

(b) when carrying out an occasional transaction that: 

(i) amounts to EUR 15 000 or more, whether that transaction is carried out in a single 

operation or in several operations which appear to be linked; or 

(ii) constitutes a transfer of funds, as defined in point (9) of Article 3 of Regulation (EU) 

2015/847 of the European Parliament and of the Council (1), exceeding EUR 1 000; 

(c) in the case of persons trading in goods, when carrying out occasional transactions in cash 

amounting to EUR 10 000 or more, whether the transaction is carried out in a single operation or 

in several operations which appear to be linked; 



92 

 

(d) for providers of gambling services, upon the collection of winnings, the wagering of a stake, or 

both, when carrying out transactions amounting to EUR 2 000 or more, whether the transaction 

is carried out in a single operation or in several operations which appear to be linked; 

(e) when there is a suspicion of money laundering or terrorist financing, regardless of any derogation, 

exemption or threshold; 

(f) when there are doubts about the veracity or adequacy of previously obtained customer 

identification data. 

 

Appendix 9 – Interview with CEO of a Latvian FinTech company 

Anrijs: Hi! I am currently writing my Master Thesis, where I am trying to show how cryptocurrency 

exchanges could develop and implement AML/CTF measures in order to comply with the upcoming 

regulations, while taking into account the different guidelines and other advancements in the field of 

AML/CTF. Regarding this project I wanted to talk to you about your experience regarding 

cryptocurrency exchanges. Maybe you could start by describing your experience? 

CEO: Hi! Yes, sure. So couple of weeks ago we were looking for new investors for our FinTech start-

up company. We were lucky to find one. However, the catch with him was that all of the money he 

wanted to invest in our company was stored in his virtual wallet in cryptocurrency. He did not want to 

pay all of the exchange fees and deal with authorities that might be interested to tax the money at the 

point of exchange; thus the deal was that he would send us all of the investment sum in corresponding 

amount of cryptocurrency and we could do whatever we want with it. Of course, we needed to exchange 

it to euro. Otherwise, we would not be able to use it for supporting the company. Then we started to look 

for exchanges that we could use to convert the cryptocurrency. The time was very crucial for us, since 

we really needed to get the money as soon as possible to cover our liabilities. We ended up with three – 

Mistertango, Bitstamp and Globitex. Next, we proceeded to creating corporate accounts in all of the three 

cryptocurrency exchange service providers in order to see, who will be the quickest to conclude our 

registration. We knew that it might take some time to do it and thus we needed to have some backup 

options, in case if we would get stuck during the registration process. That is pretty much the story. 
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Anrijs: Thank you for the great introduction! May I ask why did you choose these specific three 

cryptocurrency exchanges? 

CEO: First of all, we chose Globitex, because it is a Latvian company. We thought that it might be 

quicker and easier to quickly create account there, since any issues could be resolved by simply visiting 

their office. The next closest exchange that we found was Mistertango. They are located in Lithuania. 

And Bitstamp was chosen, because they are large and I had a previous experience with them, which was 

good; thus we thought that they might have a good and quick registration process. Plus they are large; 

thus we could trust them. 

Anrijs: Sounds like a good strategy. Could you please tell me more about the registration process you 

encountered in these exchanges? 

CEO: The process of registration was quite straight forward. You go to their website and click on the 

registration button. Next, you are required to fill out a form with various details about you and answer to 

some questions. Then you might be asked to answer to some additional questions. At last, when they 

have received all of the necessary information and probably also verified it, you receive a confirmation 

message. Then you are good to go. 

If we compare the registration process of the different exchanges, Bitstamp had the most complex and 

longest process of registration. At least, it was for us. They started to ask questions that obviously were 

gravitating towards the notion that we might use their exchange for the needs of our clients. They started 

asking for our AML/CTF policies and procedures, since we are financial institution. Most probably, if 

we would not be a financial institution, they would not have been asking so many questions. Thus I tried 

to lead the conversation in a direction that would show them that we will only use the service for our 

own needs, instead of servicing our clients through their exchange. At last, by providing them with our 

agreement with the investor, they accepted our story. 

We had the same issue, when we tried to register for Mistertango. During the registration process, they 

started asking for the AML/CTF procedures as well. And I quickly replied that “No, we are not going to 

use the account to facilitate transactions of our clients. We only need the account for ourselves to receive 

an investment from our investors”. They were ok with our response, but then they asked for the 
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investment agreement. Similarly to the Bitstamp, when I provided them the agreement, there were no 

more questions, except from that they asked us to get a notarial approval for some documents. 

There was one interesting thing with Mistertango that we noticed. While all of the other exchanges had 

an option to create a corporate account from the beginning, in the Mistertango you have to create an 

account for a natural person before you can create a corporate account. In a sense, this might be even 

more advanced than the option to create a corporate account from the beginning, since then you have 

only one login for you and your company, instead of having to make one for your company and yourself. 

However, in terms of registration process, it just seemed to be more complicated. 

With Globitex we had the least problems. When I had sent answers and documents to all of the required 

questions that you get at the beginning, we got back only three additional questions, which was 

significantly less than in other exchanges. Overall the registration process was very similar to all of the 

other exchanges. The difference between Globitex and the other exchanges was that they asked a full 

history of the company already in the beginning. When registering to the other exchanges, I uploaded the 

history in advance together with other documents, even though they did not ask for it. I had a hunch that 

they might ask for it at some point in the process; thus I had prepared a print out of the full history of the 

company from Lursoft. I would guess that the reason for why Globitex was the only one that asked for 

the history of the company might be that, since Globitex is a Latvian company, they might have a better 

idea of what to ask, when they saw that our company is also from Latvia.  

One advantage of Globitex’s registration process is that, you receive the full list of questions at the 

beginning of the whole registration process. Globitex had some questions that you had to answer online 

and some question that had be answered after downloading them and then you had to upload the answers 

back. If I remember correctly, there were two such questionnaires. Additionally, what I noticed was that 

if you answer that you are a financial institution, when opening a corporate account in Globitex, you will 

see that they will ask you more questions than when opening a standard corporate account; thus it can be 

seen that they have adjusted the questionnaires to different types of customers, instead of just asking the 

same questions to all of their customers.  

Additionally what I like about Globitex is that it is a local exchange; thus, if anything happens, it is much 

easier to reach them. In situation, if some transaction would not go through, we could easily drive to 

them and ask what other information they need in order to finish executing the transaction, while, for 
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example, Bitstamp does not provide such convenience. We even tried to do a Skype call with the 

employees of Bitstamp, but nobody would even consider such possibility, they just acted as I did not 

suggest anything. We tried the same with Mistertango, but they also did not want to do any video calls. 

It probably is because of the large demand they are experiencing. Therefore they simply does not have 

the capacity to perform video calls with their customers. Thus we chose to do the first exchanges through 

Globitex, even though we already had an account in Bitstamp. 

Anrijs: Ok. Thank you for the great insights into the registration process! Did you encounter any 

additional means of identification besides filling out forms and uploading documents? 

CEO: What we discovered was that Mistertango does not allow to use many bank accounts for one 

exchange account. For the Mistertango I additionally had to send 1 or 10 euro for the identification 

purposes and to assign the bank account we are going to be using for the exchange services. This ensured 

that we will not use the account to service some third parties. The third party servicing is one of the risks 

that the exchanges could be exposed to, since the new SEPA standard does not require comparing the 

names of the bank account holders with the bank account numbers. If the bank account numbers are 

correct, the money has to be transferred. This means that the only way how they can make sure of the 

account holders identity is to ask for a transfer of money. 

Anrijs: How much time it took for each of the exchanges to finalize the registration process? 

CEO: Globitex was the fastest in terms of accepting the creation of account. We got an acceptance in 

one day after the first round of conversation through e-mails. 

Regarding Mistertango, we have not yet concluded the registration process. It is still in progress. It is due 

to the communication, which has been the slowest. At one moment they disappeared for one week and 

did not respond to any of our e-mails. 

With the Bitstamp we were able to arrange that they move us forward in the waiting list for the account 

opening. Currently, in a normal situation, people have to wait in lines for up to three months just to begin 

the registration process. The situation is the same even for natural persons. Since we had arranged the 

accelerated process of registration, we received the initial list of questions in a couple of days after filling 

out a form with personal information and after that pretty much every day we received new questions 

that we had to answer; thus the iterations were very quick. Of course, sometimes we could not give an 
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answer at the same day of receiving the question, since we had to wait for notarial confirmations for 

some of the documents.  

Anrijs: Why do you think they have these very long waiting lists? 

CEO: Because they are receiving so many registration requests that they simply cannot process them in 

time due to the collection of customer data. 

Anrijs: So they are probably processing all of the customer identification data manually?  

CEO: It seems so. At least from the information that I got from one of the exchanges, it seems that they 

do not have much of an understanding of how to properly organize identification processes and what 

specific data should be collected for the identification purposes. It seems that they are learning by doing 

at this point. 

Anrijs: Is it that they have implemented too rigid identification measures or the opposite?  

CEO: It is more regarding the new regulations that will come into force and they do not know what will 

relate to them and what will not; thus they do not know how to proceed further. However, I would argue 

that the questions that we were asked could be even more detailed than you get asked at the banks, when 

you open account there. If not more detailed, then at least in less structured manner definitely; thus 

reducing the user-friendliness. In banks at least some of the information would be gathered automatically 

through other sources and would not be asked directly to the customer. Additionally, in banks there is an 

employee that you can talk to and explain who you are and why you would like to open a bank account. 

And instead of you receiving a list of question that you have to answer to, you are interviewed by the 

employee and give or receive the response immediately, which definitively makes the whole process 

easier. 

However, if you are signing up for a private account, there are not that many questions asked and the 

process is quite simple. I could compare it to signing up for Revolut or N26 account. Overall, as far as I 

have had an experience with different exchanges as a natural person, usually the process is very simple 

– you fill out a form with some personal information and send a utility bill or other document to verify 

the information and that is it. 

Anrijs: Do you think that they were asking all of the questions due to some regulations?  
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CEO: I do not know. However, I would guess it is because of the pressure from the banks they are 

collaborating with. In order for them to be able to comply with the AML regulations, their business 

partners would have to comply as well. But at this point it is just a guess. What I have heard is that some 

exchange service providers choose to acquire a license for electronic money; thus they have to comply 

with the AML/CTF regulations. Additionally, it serves them as a way to conduct their business seemingly 

legally. 

Anrijs: What about any additional documentation? Did you have to provide any when you performed 

large transactions? If I remember correctly, you told me that you had done some transactions with amount 

of more than 10 000 euro. 

CEO: Since Globitex was the first one to accept our registration, we wrote them a question whether we 

are allowed to exchange cryptocurrency to euro in amount of 20 000 euro. The support gave as an answer 

that it is completely fine and they only start asking additional questions when the amount reaches 100 

000 euro. 

Anrijs: How about limits for the exchanges? Did you encounter any? Were you able to indicate the 

average amount that you are planning to exchange over some specific period of time? 

CEO: We did indicate in the answers to the Bitstamp’s initial questions that we will do transactions 

around 650 000 USD in a year. However, there is no place, where you could find the set limits; thus there 

is no way to know how much you are allowed to transact. In my personal account it was showed that the 

limit is 100 000 USD in a month or a week, I cannot remember, but the issue is that I have no idea 

whether I can exchange them easily in one transaction, or I need to separate them in multiple transactions, 

and what additional information they will ask for. I have no idea. 

Anrijs: Ok. Thank you very much for your time and answers! I think that they will be very helpful for 

my thesis. For now, I think, it is going to be enough information. Have a great day! 

CEO: Thank you! You too! 

 

Appendix 10 – Customer data collection for natural persons in cryptocurrency 

exchanges 
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Appendix 11 - Customer data collection for legal entities in cryptocurrency 

exchanges 
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Appendix 12 – Examples of products and services inherent risk ratings 

  


