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Identity management has been ripe for disruption over the past few years due to recurring incidents of data
breaches that have led to personal information leaks and identity theft. The rise of blockchain technology has
paved the way for the development of self-sovereign identity (SSD—a new class of user-controlled resilient
identity management systems that are enabled by distributed ledger technology. This paper examines how SSI
management can be used in a public transportation sector that spans different operators in multiple countries.
Specifically, the paper explores how a blockchain-based decentralized identity management system can draw on
the SSI framework to provide high-level security and transparency for all involved parties in public transportation
ecosystems. Accordingly, building on analyses of the existing public transportation ticketing solutions, we elicited
requirements of a comparable system based on the SSI principles. Next, we developed a low-fidelity prototype to
showcase how passengers can utilize standardized travel credentials that are valid across different transportation
networks in Europe. The proposed system eliminates the need for multiple travel cards (i.e., one for each
transportation provider) and empowers individuals to have better control over the use of their identities while
they utilize interoperable ticketing systems across Europe. Overall, building on the public transportation case, we
offer a proof-of-concept that shows how individuals can better manage their identity credentials via the SSI
framework.

1. Introduction Development Goals', which recognizes the need for more sustainable

cities, including the need for improved public transportation options.

Over the years, the internet has become a driver of change that has
brought about a fundamental shift in everyday life throughout society.
The internet, which started as an open and decentralized communication
network, has evolved into a backbone of countless applications that
propel and bolster globalization and interconnectivity. The ripple effect
of internet-driven disruption is evident in virtually any industry sector,
including the transportation and mobility industry. We have witnessed
the rise of Intelligent Transport Systems (ITS) that allow for improved
transportation and traffic management systems in and around cities
while lowering traffic congestion and CO; emissions.

The importance of transportation and traffic management systems to
society is underscored by Goal 11 of the United Nations' Sustainable
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Subsequently, the increased attention to transportation and mobility has
stimulated the emergence of new sustainable transportation concepts
such as Mobility as a Service [1], where different types of mobility modes
are integrated into a single service. This concept includes, for example,
ride-sharing, public transportation, and ride-hailing services such as
Uber. However, these offerings seem to function as isolated services that
do not offer platform interoperability. For example, public transportation
systems in cities are notoriously highly isolated. In particular, the tick-
eting systems are dependent on a single transportation operator that is
linked to the city or country. This fragmentation prompted the European
Union to envision a smart ticketing solution that offers interoperability
between public transportation authorities across Europe by 2050 [2].
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This smart ticketing solution should allow users to have a single entry
point into any public transportation system within Europe.

The current public transportation landscape is highly fragmented due
to the prevailing variety of different solutions, pricing models, languages,
and data formats. Some systems offer integrated solutions for different
transportation modes within a country, whereas other systems only work
within a specific network of a city or region. The ticketing solutions range
from paper tickets and smart cards to account-based billing. One of the
main challenges of this fragmentation is the management of user ac-
counts across independent public transportation systems. Issues like data
integrity, data privacy, and data ownership are important considerations
if we aspire to a pan-European or even global transportation system.

Moreover, the internet is a double-edged sword that offers easy data
exchange and connectivity at the increased risk of compromising confi-
dential data. However, in combination with technologies like blockchain,
the internet allows for maintaining data integrity and data ownership
across a network of stakeholders. Blockchain systems are known for high
transparency, which is important when dealing with multiple stake-
holders such as the different transportation authorities. However, the use
of any service requires an account management system that allows users
to access and manage their data. In public transportation, for example,
accounts can be used to manage account balances, ride histories, or user
settings. Thus, public transportation providers can allow users to manage
their accounts while also creating the best possible user experience.

Usually, identity management systems are hosted in centralized data-
bases that are controlled and managed by the service-providing authority.
However, organizations such as the World Wide Web Consortium (W3C)
have been working on new concepts and standards for decentralized
identity solutions. The decentralized identifiers allow for linking users
with their associated data without relying on third parties. Thus, users not
only gain more control over their data but also gain overall sovereignty
from the existing centralized systems, which inherently expose them to
risks of data breaches and misuse. The ability to own and control one's
private data is one of the core principles of self-sovereign identity, and
these fundamentals are also rooted in the concept of blockchain technol-
ogy. A unified identity management system for public transportation in
Europe must involve many stakeholders from different countries. Such a
system will generate sensitive user data through ride histories, GPS loca-
tions, account balances, and other account-related personal information,
thus exposing users to many new data risks potentially handled by a va-
riety of publicly and privately held transportation companies. This raises
the overall question of what such an identity management system for the
public transport sector could look or be like.

The ITS Directive 2010/40/EU? of the European Commission outlines
the goal of establishing a Europe-wide public transportation system that
allows for seamless door-to-door mobility within and across member
states. It provides a foundation for deploying an interoperable public
transportation system by 2050 [2]. The envisioned ecosystem, which
comprises a variety of independently-controlled public transportation
systems, poses many technical challenges. Thus, promoting the devel-
opment of a Single European Transport Area requires a thorough exam-
ination of the possible technical solutions. Moreover, the various types of
implementations of public transportation networks in Europe lead to
many challenges concerning cross-system data handling, like fare man-
agement. These challenges require a suitable solution that allows for
cross-platform identity management.

A cross-platform solution requires establishing a trustworthy and
transparent identity management system that can serve the many
different stakeholders in the network. Naturally, this requirement opens
the sector to a blockchain-based solution that enables trust between each
stakeholder and aims at creating an interoperable system with a trans-
parent accounting mechanism for each entity. Thus, the resulting

2 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:3201
0L0040&amp;from=EN.
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solution needs to provide data privacy and trust for all the different en-
tities in the blockchain network. Moreover, the need for high data pri-
vacy and trust between those systems needs to be considered to minimize
fraud. As sensitive user data, such as ride history and personal informa-
tion, will be aggregated, users should be in full control of how their data
is being used. This relates to the idea of Self-sovereign Identity (SSI),
which is gaining popularity within the identity space. When we examine
current system implementations and the goal of a Single European
Transport Area, we can observe that there is a research gap with regard to
designing a feasible identity solution aligned with emerging SSI stan-
dards in identity management and blockchain technology. In this vein,
we explore the following research question in this paper.

How can self-sovereign identity management be designed for a public
transportation sector that spans different countries?

To answer the above research question, we will first explore how
users can be given full control over the management of their own iden-
tities and then explore how blockchain provides support for a decen-
tralized identity management system via the use-case of self-sovereign
identity management in the context of the public transportation sector.
Finally, we will also explore the key requirements (both functional and
non-functional) for such a system and test them by building a prototype.
The rest of the paper is organized as follows. Section 2 presents the
theoretical background of the underlying concepts. Section 3 reviews the
prevailing blockchain-based SSI management systems. Next, section 4
briefly explains the research method. Section 5 then describes the use-
case of self-sovereign identity in the context of public transportation.
This section considers how blockchain-based decentralized identity
management conforming to self-sovereign identity principles could help
to achieve interoperability across different public transportation au-
thorities. Finally, section 6 discusses the implications of the proposed
system, and section 7 concludes the paper.

2. Theoretical background

In this section, we first review the fundamentals of identity types and
management and then describe how blockchain technology can support
identity management.

A plethora of research has focused on the notion of identity in
different research areas of the social sciences, such as psychology, social
psychology, and information systems (IS). The concept of identity in
information systems has been studied at both the individual and the
collective level [3,4], which is different from electronic identity [5] or
digital identity [6]. At the collective level, Tajfel and Turner [7] proposed
social identity theory, which is mainly focused on studying how identity
arises from interactions and memberships among social groups. At the
individual level, identity, role-identity, and identity control are promi-
nent theories that explain how the roles and relationships of individuals
within the networks influence their relational and personal identities [4].

In parallel to the notion of identity in psychology, researchers in IS
have studied the management of digital identities for the purpose of
embracing transactions in the digital space among citizens, businesses,
and governments. Governments at both the local and the national level
have invested heavily in implementing electronic identities (e-ID) and
identity management technologies to ensure trust between service pro-
viders and clients or service consumers [5]. However, an editorial on
identity and identification in the European Journal of Information Systems
[6] pointed out that the research on identity in the IS field is sporadic and
limited to organizational identity, practices, and organizational learning
and knowledge work. In this paper, we focus on digital identity at the
individual level and digital identity management that is used by multiple
stakeholders in a decentralized and distributed manner.
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2.1. Identity types

According to Windley [8], digital identity management is the concept
of managing records of different identities. Such management can
include, for example, creating, managing, using and destroying records
linked to a specific identity (e.g., the real name of the represented agent).
The external agents represented by digital identities include not only
individual persons but also devices, organizations, and applications.
Thus, digital identity management is the overall layer that handles per-
missions and authorizations to execute certain tasks within a system.
Whoever controls a digital identity has access to certain actions within a
closed system that are defined by rules and permissions encoded into the
digital identity. Thus, security and access management are crucial tasks
of any identity management system [8]. These identity holders usually
get access to their identities through credentials which they can use to
authorize various tasks. Moreover, digital identity systems are becoming
more complex since they need to provide access to an increasingly het-
erogeneous technology environment. Thus, digital identity systems are
moving from centralized systems to more federated or even decentralized
solutions. According to Christopher Allen [9], decentralized identity
systems offer the benefit of increased portability and user control across
different applications. Digital identities can be sorted into four classes:
centralized, federated, user-centric and self-sovereign [9,10], which can
be categorized along the dimensions of user control (how much control
users have over their own identities) and portability (how easily an
identity can be reused across systems or applications).

Centralized identities are issued by a centralized authority where
the access to a user identity is issued and controlled by an underlying
authority or third-party company (e.g., an online service provider like
Amazon), generally for a specific purpose [11]. In general, centralized
identities give more power to the issuing authority than the users asso-
ciated with the identities. Centralized identity systems also lead to bal-
kanization of identities, as many websites and online services force users
to create separate identities, resulting in data silos that give less control
to users and more control to the website or service. Such third-party
services are not in the best interest of users because they have no bind-
ing commitment for service continuity and they can easily block users
from using their own data without due process [12].

Federated identities can be used across multiple IT services or even
across multiple organizations, allowing users to log in using the same
credentials to different services that form a federation. For example, users
can use their Google account credentials to log in to YouTube and other
applications, as they share a federated identity across multiple services
(popularly known as single-sign-on, or SSO). However, federated identity
management is usually referred to as a circle of trust, where identity
providers never share user credentials with external service providers
[12]. Although federated identity may be offer users with convenience,
the control is still with the identity provider.

User-centric identities are designed to delegate to the users more
control their digital identity. In this approach, users are able to maintain

Table 1
Guiding principles for a self-sovereign identity.
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and manage their digital identities independently using digital identity
services such as OpenID [13] or OAuth [14]. User-centric identities
require users to grant permission to a designated service provider that
can verify their identity to third parties without disclosing any confi-
dential information. For example, the “Login with Facebook” feature
allows people with a Facebook account to verify their identity to any
third-party that integrates this feature without exposing their identity
credentials. However, while user-centric identities improve the porta-
bility of an identity, they do not give users full control over it. Thus, if
users are, for example, banned by a designated identity provider, such as
Facebook, they also lose access to any related third-party application that
they have been using. Although user-centric identity is intended to pro-
vide more control to users, the ownership and control over the user
identities remain with the designated identity providers [9].

Self-sovereign identity (SSID) is designed to provide users with full
control of their respective identities. In contrast to other systems that
require users to rely on a designated identity provider, SSI is autonomous
and decoupled from any centralized services that can block, alter, or
delete the identity credentials [15]. The ten common guiding principles
for an SSI are listed in Table 1 along the dimensions of security,
controllability, and portability [9,10]. However, these are only guiding
principles and not hard requirements. While there is no clear consensus
yet regarding the definition of an SSI, it is widely acceptable that identity
becomes self-sovereign if a user has full control over it and if establishing
the identity does not rely on a centralized system. Thus, moving towards
a decentralized identity management solution where no central institu-
tion holds control over it would pave the way to an SSI system. Subse-
quently, in addition to Allen's ten principles for self-sovereign identity,
Toth and Anderson-Priddy [16] proposed the following complementary
considerations for designing systems: 1) Usability, 2) Counterfeit pre-
vention, 3) Identity verification, 4) Identity assurance and 5) Secure
transactions. Overall, these principles are helpful in evaluating systems
that implement SSI including scenarios in which users lose their digital
identities.

2.2. Identity management ecosystem

Identity management is a central concept in the context of managing
access rights and authentication of services. The prevailing online iden-
tity management systems comprise three principal roles: identity owner,
identity provider and service provider. Identity owners are those who
receive credentials from different services. The wallet software that
stores the credentials of the owner's identity may also contain further
personal information about the identity owner. The identity owner could
present the full credentials set, parts thereof, or even combinations of
multiple credentials as proofs to service providers. The credentials can be
entirely or selectively disclosed, and therefore the identity owners have
full control over how their data are used and what is shared. An identity
provider is a trusted system that manages identities on behalf of an entity
and provides authentication and authorization for external service

Principle Description

Security Dimension

Protection The freedom and rights of individual users are the top priority.

Persistence User identities must persist as long as the user wishes. Even if the underlying data (such as public and private keys) change, the user identity must remain the same.
Minimization Disclosure of the user data should be minimal, and only the necessary data to verify a claim should be exposed.

Controllability Dimension

Existence An identity must be linked to a real person outside the digital world. Thus, users must have an independent existence outside the digital world.
Control The users should have full control and ultimate authority over their identities and the privacy settings of their identities.

Consent The sharing of data can only happen when a user provides consent.

Portability Dimension

Interoperability Identities should be able to work with any type of system and be available globally without losing user control.

Transparency The system that operates and manages identities needs to be fully transparent.

Access A user needs to be able to access all claims and data related to his or her identity.

Portability

Identities cannot be held by a single entity and must be transportable to any other type of system.
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providers when requested. Thus, identity providers act as third parties
that are responsible for a seamless exchange of credentials in order to
authenticate users with services that are integrated within the ecosystem.
Service providers are those who verify identities in order to provide a
specific service. Many service providers are at the same time also issuers,
as many services use their proprietary identity management system and
databases to authenticate and onboard new users [8]. Finally, Know Your
Customer (KYC) processes describe due diligence processes, often used in
the banking sector, that facilitate the onboarding of new customers. This
process is initiated when a customer intends to work with a financial
institution. It includes the exchange of documents between parties and
the collection of bare bones identity information of the beneficiary. Due
to the growth of technology and regulations, the domain of KYC is un-
dergoing fundamental changes that rely on distributed ledger technology
(DLT). This provides more cost-efficient and faster identity verification
processes when onboarding new customers [17].

2.3. Blockchain technology in identity management

Even though awareness of blockchain technology is widespread due
to the rising popularity of the cryptocurrency Bitcoin, for the last few
years, it has been the testing ground for countless new applications. Thus,
many applications that use blockchain technology are built around trust-
related issues, as blockchain technology can enable trustless networks.
Through its inherent technology, blockchain can ensure that assets
cannot be duplicated or double-spent even if the parties do not trust each
other [18]. In general, identity management networks utilize blockchain
technology to eliminate the need for any intermediary as an identity
provider. For example, Sovrin facilitates a decentralized network to
provide authentication services to identity holders [13]. Compared to a
centralized federated identity system, a decentralized identity network
cannot be shut down, use data without consent, or block users from using
their identities. Therefore, controlling one's own data through crypto-
graphic keys enforces the notion of controlling one's own identity. Thus,
with regard to SSI, blockchain can be considered an important technol-
ogy to give users control over their identities. Identities are linked to
so-called decentralized identifiers (sometimes abbreviated as DIDs),
which are created and stored on blockchains. These identifiers can be
linked to certain documents and credentials, which users are able to
control without the need for a third-party provider [19]. Moreover,
interoperability between systems can be ensured, since users are not
locked into one specific identity provider that is unwilling to integrate
into services outside its own defined scope. This leads to an independent
system that can be integrated by any service without any restrictions on
content type, location or government [20].

Fig. 1 shows the main components of a DLT-based SSI system.
Compared to a centralized identity management system, a distributed
system relies on a shared ledger, which is validated and stored by several
network nodes. The stored information belongs to different users, which
in a decentralized identity system can be split into identity owners, ser-
vice providers, and identity providers. However, user-sensitive

F
Identity Owners
~. @@/

Service Providers
.~

Ledger/Blockchain

Identity Providers
~_

Off-Chain Storage

Fig. 1. Components of a blockchain-based self-sovereign identity system.
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information is stored off-chain and is not accessible to anyone other than
the controlling entity. Therefore, storage can be off-chain or on-chain
depending on the use case. On-chain storage is responsible for verifica-
tion and revocation of claims and identities, whereas off-chain storage is
used for static data like private data [21].

3. Blockchain-based SSI management system conceptualizations

In this section, we will first review blockchain-based SSI management
systems and then review related research in blockchain-based public
transportation.

3.1. Blockchain-based digital identity conceptualization

The research on blockchain-based identity has evolved during the last
few years, but it is still nascent. Liu et al. [22] provided an extensive
survey of blockchain-based identity management covering some of the
current applications, such as Sovrin, uPort, ShoCard, and a comparison
thereof using Cameron's law of identity [23]. Similarly, Bernabe et al.
[24] provided a taxonomy of privacy-preserving techniques with a good
overview of the various mechanisms, such as Secure Multiparty
Computation and Zero-Knowledge Proofs. Their research also elaborated
on how these privacy-preserving techniques could be used as part of SSI
models for blockchain-based applications. Furthermore, Kuperberg [25]
reviewed blockchain-based identity management systems from an en-
terprise and ecosystem perspective and evaluated various identity man-
agement systems from three perspectives: a) compliance and liability b)
end-user experience and c) technological, implementation, integration,
and operations criteria. Their evaluation found that none of the current
blockchain-based identity management systems satisfy the requirements
of their evaluation criteria. Most of the systems lack standard compliant
interfaces, such as OAuth and SAML tokens.

Another stream of research focused on using blockchain-based digital
identities in various application domains. The healthcare sector is one of
the domains that seek to use blockchain and DLT technology for
addressing the challenges of healthcare sectors, especially for secure data
sharing of medical data and using self-sovereign patient identities. Zheng
et al. [26] explored how DLT technologies like IOTA can be combined
with Internet of Things (IoT) and wearable devices for secure sharing of
healthcare data by building and validating a prototype. Another study by
Alsayed Kassem et al. [27] on personal data sharing explored using
blockchain technology along with self-sovereign identities. The authors
proposed a blockchain-based decentralized identity management system
using Ethereum blockchain with smart contracts to manage access to the
self-sovereign identities. The security analysis of their proposed decen-
tralized identity management system revealed that it is possible to build a
secure and robust identity management system that can overcome the
shortcomings of centralized identity management systems. Moreover,
Houtan et al. [28] explored the usage of blockchain technology for of-
fering decentralized electronic and patient health records, especially by
focusing on self-sovereign-based identities to give patients more control
over their healthcare data. Similarly, Faber et al. [29] proposed a
blockchain-based personal management system combined with identity
management. Their proposed conceptual design pertains to personal data
sharing rather than a decentralized identity management system based
on SSI principles. A systematic literature review was conducted by Sol-
tanisehat et al. [30] to identify the challenges of using blockchain tech-
nology in the healthcare domain by looking into the technical, temporal,
and spatial aspects of blockchain-based applications in the healthcare
domain.

Concerning the transportation and mobility sector, a new concept
called Mobility-as-a-service was proposed to achieve unified access to
transport services by bridging the gap between public and private
transport operators using a single digital platform [31]. Blockchain and
DLT technologies have also been explored to offer open platforms
focusing on mobility as a service. Bothos et al. [32] examined how
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blockchain technology can be used for seamless integration of different
transport providers and other stakeholders to enable unified mobility for
travelers. Under the smart cities and smart communities initiative,
Bhushan et al. [33] surveyed the usefulness of blockchain technology in
transport, smart grid and other sectors, then outlined some of the
research challenges for enabling and developing decentralized applica-
tions for the advancement of various application domains. Furthermore,
authentication and identity management using blockchain-based tech-
nologies have also been explored in wireless mobile networks as an
alternative approach to the centralized management of identity infor-
mation with the network operator. Xu et al. [34] proposed a
self-sovereign based identity and authentication scheme for managing
user identities in wireless mobile networks using a particular type of
blockchain—redactable blockchain. Redactable blockchain [35,36] al-
lows the blockchain to be redactable by allowing the following actions: 1)
rewriting of blocks (e.g., to remove inappropriate content from blocks in
a controlled and GDPR-compliant manner); 2) compressing blocks into a
smaller number of blocks for efficiency purposes; and 3) inserting one or
more blocks by using a new type of hash function (chameleon hash
function). The performance evaluation presented in Xu et al. [34] shows
that their proposed self-sovereign-based identity scheme can reduce
network access delays in addition to reducing storage overhead.

In addition to the above-mentioned research on identity and identity
management systems, there are explicit calls that suggest blockchain
technology to enhance the security of public digital identity systems [37,
38], especially to gain anonymity and pseudo-anonymity [39]. The
research so far has focused on improving the Public Digital Identity
System by preventing information leakage through the employment of
various anonymity schemes, including the native pseudo-anonymity of
blockchain, to support applications that need to be identity-aware.
Moreover, Buccafurri et al. [38] used identity-based encryption to link
the notion of identity with a role by allowing a direct link between
asymmetric cryptographic keys (private and public keys) to the identity
of the user who signs the transactions. As part of the Identity-based
encryption, they used the private keys generator technique to allow a
third party to generate a public key based on an identity value. A trusted
third party can then generate a private key corresponding to the public
key. For this to be feasible, a setup is needed in which public master key is
published by the trusted third party while the corresponding master
private key is kept securely with the trusted third party.

3.1.1. Comparing the proposed system with current research

The proposed system in this paper focuses on using self-sovereign
identities and decentralized technologies such as blockchain in the
context of transportation management. Specifically, the proposed system
is designed to offer a unified and interoperable identity management
solution that can be adopted by different public transportation providers
that are spread across multiple jurisdictions. Therefore, the proposed
system comes under Mobility-as-a-service to a certain extent and thus
relates to Bothos et al.’s [32] discussion of the role of blockchain tech-
nology for enabling Mobility-as-a-service. However, we used an engi-
neering approach to derive the requirements of a self-sovereign-based
identity management system for the transportation sector and validated
them by building a simple prototype application modeling the bare bones
use cases. Similarly, the proposed system is also related to the research on
using blockchain for digital identities and self-sovereign-based identities
[24,27,28]. In the above-cited studies, the focus was on data sharing in
healthcare and other related sectors; however, this paper focuses on the
transportation sector. Specifically, we aim to draft the specifications for a
unified and interoperable public transportation system that spans mul-
tiple countries in Europe.

3.2. Blockchain-based SSI management systems

Next, we present four solutions—those of Sovrin, uPort, Civic, and
Namecoin—which have used blockchain technology to develop SSI
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systems (or, more specifically, a blockchain-based system that resides at
the application layer).

3.2.1. Sovrin

Sovrin® Foundation is a private non-profit entity that aims to stan-
dardize and create an infrastructure for SSI by utilizing its proprietary
blockchain, called Sovrin public ledger, based on Hyperledger's Indy.
Sovrin uses a consensus algorithm called Plenum, that is responsible for
validating new transactions [10]. The SSI model of Sovrin is independent
of any available distributed ledger, but it has the flexibility to work with
any blockchain that satisfies the fundamental prineiples. Sovrin utilizes a
public permissioned blockchain using nodes also known as Stewards to
achieve a global consensus. It also provides functionality for issuing and
managing credentials in a privacy-preserving way by generating
Zero-Knowledge Proofs. Sovrin's public-permissioned ledger requires a
governing body to approve the participating nodes in a trusted way
depending on the reputation of the Stewards (Protection). Although the
Sovrin foundation has power over the ledger, user attributes are not
shared with Stewards and administrators without the consent of the
identity owners (Consent). All the private information is encrypted by the
identity owners' keys, thereby giving the users full control over their
identity. It can also be deployed on any distributed ledger that meets the
requirements, making it interoperable with other ledgers (Interopera-
bility). Selective disclosure of verifiable claims based on Zero-Knowledge
Proofs is provided by Sovrin decentralized identifiers and public keys
(Minimization). Users' private data are stored on their device or a
selected Agent and do not reside in any of the system's databases (Ac-
cess). Also, a Sovrin agent can enable secure messaging between the
clients and maintain an encrypted backup of private storage by utilizing
local containers (Persistence). The only way to unlock the users' identity
is by using their key pair, which enables everything else in the system
(Control). Portability of data can be ensured to some extent by utilizing
system-independent data formats like JSON-LD.

3.2.2. uPort

uPort” is a decentralized identity system that supports the SSI model
and is built on top of the Ethereum platform [40]. It comprises a mobile
app and several Ethereum contracts, including a public registry of uPort
identity. The uPort mobile app generates a key pair that allows a user to
create, update and share identity information with other users. On the
backend, three smart contracts are utilized to control the users' data. The
bulk of identity data is stored on a distributed file system (IPFS), while
the corresponding private key of a uPort identity is stored on the mobile
app. The public registry is used to create a correlation between IPFS data
and a uPort identifier. uPort allows users to create, update and control
their identity (Control) and also share personal information with third
parties at their discretion (Consent). The core identity is stored on the
Ethereum Blockchain and therefore replicated and stored on several
computers worldwide (Persistence). The private information is stored on
the users’ devices as well as off-chain with IPFS, which makes it always
accessible by the users (Access). However, uPort is only partly decen-
tralized due to having few centralized elements in their architecture. The
application manager allows developers to create and manage identities
for their applications (Portability).

3.2.3. Civic

Civic® is a blockchain-based ecosystem that is designed to facilitate
low-cost access to identity verification and KYC processes. Civic utilizes
the Ethereum blockchain and has created an ERC20 token called CVC
that is stored in an Ethereum wallet. The token is used to reward and pay
for services in the ecosystem, and it has a fixed supply. Identity

3 https://sovrin.org/.
* https://www.uport.me/.
5 https://www.civic.com/.
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information is stored on the user's device, and Civic receives only hashes
of the data, which are stored on the blockchain [41]. Since the identity
information is stored on the user's device (Control), it is always accessible
to the user (Access). Although the network is likely to be available in the
foreseeable future, the actual data storage lifespan depends entirely on
the user (Persistence). Applications connected to the Givic ecosystem can
use the identity information (Protection), although the information
cannot be ported to any other devices. Civic, among others, can provide
claimed and verified identity attributes for all types of services and
password-less login (Interoperability). Since all the information is stored
on the user's device, the Identity Owner selects what information to share
and with whom (Consent). The user decides what information to reveal,
and this information is stored with hashes in a Merkle tree
(Minimization).

3.2.4. Namecoin

Along similar lines, Namecoin® is an open-source decentralized
framework for the management of decentralized identities and decen-
tralized domain-specific names. It is built on the Bitcoin network as an
altcoin and primarily focused on supporting free speech and the fight
against censorship. If someone wants to use their identity or a domain-
specific name on Namecoin, then he or she needs to acquire Name-
coins to register and update names or identities. These Namecoins can be
purchased in decentralized exchanges like Bitcoins. However, Namecoin
also offers wallet services, which can be used to store Namecoins and
perform operations on the names and identities.

3.2.5. Existing standards SAML and XACML

In the context of industrial applications on authentication and
authorization, there are two primary standards: SAML’ and XACML® for
the specification of authentication, authorization and policy-based access
control mechanisms. The current SAML standard refers to version 2.0 of
Security Assertion Markup Language, which is mainly meant for
exchanging of security information between different online service
providers. The SAML standard primarily operates using security tokens,
which contain assertions about the user profiles and their authorization
to access various web resources. Along similar lines, XACML refers to
version 3 of eXtensible Access Control Markup Language, which is a
standard introduced in 2017 for defining fine-grained access controls
using attributes for defining the security policies. However, both these
standards are mainly XML-based languages, are consistent with each
other, and are used as part of cross-domain single-sign-on authentication
applications. These standards can only be used to define fine-grained
access controls when an identity management system is already devel-
oped and in place. Moreover, these standards are primarily aligned with
federated identity systems, and their utility for the decentralized identity
management systems still needs to be explored.

3.2.6. Comparison of the proposed design with existing systems

As discussed previously, the ten principles that SSI represent an
ideal system for building an SSI-based identity management system. In
this section, these principles will be used as criteria in comparing the
current blockchain-based systems for SSI with the proposed conceptual
design for a blockchain-based decentralized identity management
system.

All four SSI systems—namely, Sovrin, uPort, Civic, and Name-
coin—provide the identity owner with full control over his or her identity
and the ability to disclose claims and attributes selectively. They all also
offer portability and persistence to a limited extent by utilizing estab-
lished data formats and self-hosting of data. More specifically, uPort

5 https://www.namecoin.org/.

7 http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview
-2.0.html

8 http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.html.
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utilizes IPFS (InterPlanetary File System, a distributed file system) for
storage, while storage and backup are facilitated by Sovrin with trusted
network Agents. In the case of uPort and Civic, both of the systems store
the identity information on the user device by using blockchain for
verified and signed hashes of the data. Although these systems leverage
decentralization to a limited extent, none of them is entirely decentral-
ized. For example, Sovrin is running on a Hyperledger blockchain, and its
consensus algorithm is based on approved nodes (also known as Stew-
ards), which are run by organizations interested in maintaining the
network health. In addition, Civic utilizes the verification providers and
validators to verify the identity information of the users, therefore their
role is centralized in the ecosystem. Similarly, Namecoin is also built on
the network of Bitcoin, which makes it inherently bound to the under-
lying limitations of bitcoin, such as proof of work, network latency and
other issues. Moreover, identity owners who want to use Namecoin for
maintaining their identity need to buy Namecoins, which is an inherent
built-in cost for the systems that use Namecoin as an identity provider.
The portability of the identities that use Namecoins might also be an issue
to consider. Moreover, other blockchain-based digital identity schemes
such as identity-based encryption assume that there exists a setup of a
trusted-third party provider. The primary role of this trusted-third party
is to maintain the master private key securely so that any other party can
generate a public key based on the identity value, which is a limitation
for a fully decentralized identity management system.

This paper focuses primarily on examining blockchain-based
decentralized identity management conforming to the SSI principles,
especially in the context of public transportation, mainly aiming at of-
fering interoperability among different transport service providers that
spread across many countries. As described in the next section, the
proposed conceptual design is based on decentralized identifiers and
standard schemas defined by the respective stakeholders to generate
credentials for an identity owner. These credentials can be shared be-
tween different stakeholders for the validation of transactions and
claims (such as a student registered in a university gets discounted
travel) made by the identity owner. Moreover, the proposed conceptual
design for a decentralized identity management system took into
consideration the requirements from different stakeholders that are
involved in the decentralized identity management with the help of use-
case scenarios. The feasibility of these requirements in sharing cre-
dentials among different stakeholders is validated by developing a
simple prototype.

4. Research design

In this paper, we aim to elicit the requirements for and provide a
conceptual design of a blockchain-based decentralized SSI management
system that can be used for a pan-European public transportation system.
We draw on the applied design science research approach [42] to identify
the opportunities, define the objectives, elicit the requirements, and
design a conceptual framework for the envisioned system.

We first identify the specific research problem and justify the value of
the solution. In a second step, we define the objectives of the solution and
knowledge of what is possible and feasible. The next step is concerned
with designing and developing artifacts as well as evaluating how well
the artifacts support the proposed solution [43-45]. The design science
research process is based on three research cycles. The Relevance Cycle
connects the requirements from the contextual environment of the
research project with design science activities [46]. The Rigor Cycle links
the design science activities to grounding theories and methods. It in-
corporates new knowledge into the knowledge base of scientific foun-
dations, domain experience and expertise generated by the research. The
Design Cycle loops over the core activities of developing and evaluating
the produced artifacts and processes of the research [44,46].

Sonnenberg and vom Brocke [47] suggest that each design science
research activity, including identification, design, construction, and use,
shall be followed by an evaluation activity [44]. In a design science
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research process, an evaluation activity can occur ex-ante (i.e., before an
artifact is constructed) or ex-post (i.e., after an artifact is constructed)
[47]. The evaluation helps in demonstrating the utility and quality of the
designed artifact. Though there are different evaluation methods, we
used informed arguments as the descriptive evaluation method [48].

Collecting ex-ante feedback from external stakeholders like industry
experts or potential end-users would not have been effective given the
technological immaturity of decentralized systems and the unfamiliarity
of the stakeholders with it. However, their ex-post feedback from in-
terviews and user testing following the first design cycle could have been
potentially incorporated into the final artifact.

Design science research projects typically are characterized by either
more product-centric approaches or more process-oriented approaches
[49]. In this project, a product-centric approach was followed to address
the underlying objective—developing and testing a solution that facili-
tates digital identity management for public transportation providers.
Furthermore, this paper places a greater focus on the usefulness of the
situated artifact over its theoretical characteristics, since the latter has
already been addressed in pertinent studies. Moreover, deductive or
“theory-first” design science research is another approach to ensure that
the solution fits the requirements [49]. Finally, this paper opens up new
research possibilities based on the produced artifact that outlines an
initial version of a self-sovereign decentralized identity management
service that can be integrated into different systems that span across
multiple jurisdictions.

5. Self-sovereign identity in public transportation

This section focuses on identifying the system objectives and re-
quirements for a decentralized identity management system that can be
implemented in the public transportation sector based on blockchain and
SSI principles. The objectives are extracted from current implementa-
tions of identity management systems as well as requirements that can be
derived from specific interactions and relationships between different
stakeholders in the public transportation sector. Here decentralized
identity concepts like Decentralized Identifiers, schemas, credentials, and
the overall identity verification process are modeled in the context of
public transportation.

5.1. Business context

The idea of a Single European Transport Area was first proposed in a
white paper by the European Commission [50] to ease the movement of
citizens and freight while making European transport more sustainable.
According to the ITS Expert Group [2], one of the key issues to investigate
is the concept of smart ticketing solutions, which provide a seamless
ticketing experience for end-users and also covering multimodal trans-
port fares. Smart ticketing solutions allow for the interoperability of fares
and ticketing systems between different transportation providers. Several
implementation options exist for smart ticketing solutions. One of these is
smart ticketing based on secure identity and back-office processing. This
option raises concerns about how user data is processed and how users
are authenticated to use the system, thus emphasizing the need for
trustworthy and secure data processing across different transportation
systems.

Similarly, several initiatives promote cross-national travel using rail
travel passes that allow people to travel across Europe. The Interrail,
which was introduced in 1972, allows unlimited travel for a month across
30 countries in Europe [51]. Even though Interrail has been quite popular
and served as a unified pass for travel across many countries in Europe, it
has some intrinsic challenges. As pointed out by Jensen et al. [51], even
though interrail tries to serve as “transport ‘key’ to a borderless Europe”,
it failed to assume such a status due to some inherent obstacles in the
pan-European transportation system. For example, the existence of
several operating systems and management systems hosted by the indi-
vidual transport providers, transport zones of rail Europe, and the

Blockchain: Research and Applications 2 (2021) 100014

privatization of transport sectors. In addition, even in the interrail /Eurail
pass, maintaining transparently the user-identity and user-credentials is a
significant challenge as it lacks unified and interoperable identity man-
agement that is accepted by all the different public transportation pro-
viders across multiple jurisdictions.

5.2. System objectives and requirements

An inherent objective of a pan-European transportation ticketing
system is its ability to take care of the different types of stakeholders,
including their requirements, relationships and concerns, by using
decentralized identity management. These relationships will form the
foundation for trust among the various stakeholders of the system and
ensure a seamless travel experience between different public trans-
portation systems across Europe.

5.2.1. Stakeholders

The stakeholders involved in public transportation using decentral-
ized identity management include 1) public transportation authorities
and 2) passengers, public and private institutions, identity owners, and
identity providers. Public transportation authorities provide access to
specific transportation modes and are responsible for issuing and veri-
fying tickets. They are considered the service-providing authority that is
continuously requesting access rights from users to provide trans-
portation services. Moreover, they also act as trusted partners in any
country. They can issue certain types of verifiable credentials to users
within the system—for example, eligibility for discounted fares for youth
and students. Passengers, in turn, are the service-seeking entities who use
their credentials to authenticate themselves to a public transportation
authority. In the current system, passengers act as identity owners.

In addition to public transportation providers who request credentials
from the users, we have also included public and private institutions into
the prototype implementation with a key focus on providing verifiable
attestations into the model. For example, a public institution like a uni-
versity will issue a verifiable attestation saying that a student is currently
enrolled at the university. Hence, a certain passenger is eligible for a
student discount. Similarly, a private institution like a bank can issue a
verifiable attestation saying that a student has a sufficient account bal-
ance, e.g., to purchase a ticket. Along these lines, public and private in-
stitutions are all stakeholders that can issue verifiable credentials, which
attest to specific user attributes like age and student status, and thus
institutions act as Identity Providers. For example, universities are
responsible for providing attestations of student enrollment that can be
used to claim discount fares on public transportation. Moreover, the
stakeholders also include institutions, such as governments that issue
national identities and banks that can attest to payment liquidity, which
qualify users to pay for services.

A domain-specific trust framework must be established to institute
trust between the different verifiers. For example, in order to function on
a European level, each participating transport authority needs to know all
the other respective authorities that provide similar services in the
relevant countries. Here, the European Union Transportation Authority
could act as a framework that pulls all domain-specific trust partners
together. To ensure trust between stakeholders, it is important that each
of them is uniquely identifiable in the system by using decentralized
identifiers. These identifiers can be used to facilitate connections be-
tween the different stakeholders, which in turn can verify the credentials
that were issued by each other.

5.2.2. General data protection regulation (GDPR) considerations

Personal data privacy through GDPR [52] is an important objective to
be considered in the design of the system, as the system deals with per-
sonal information and therefore needs to account for privacy concerns
and act in accordance with the guidelines of GDPR regulation. According
to GDPR, any personal data of an individual shall be accessible by other
entities only subject to the informed consent of the underlying person. In
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Table 2
Schema registration by different entities.
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Schema Designer Credential Issuer Purpose

European Transportation Public Transportation Provider
Authority (PTP)
European Banking Authority Banking Provider (BP)
across Europe
European Education Authority
National Government

University Office (UO)
National Office (NO)

Providing consistent proof to travel for users to enable seamless travel across different public transportation
systems in Europe
Providing consistent proof of liquidity for users to enable seamless pay for rides on public transportation

Providing consistent proof of student status across European universities
Providing proof of national identity within a national jurisdiction

addition to this requirement, GDPR also strongly encourages to provide
means that allow individuals to control and manage their given consent
in a fine-grained manner. Consequently, a blockchain-based system can
provide suitable functionality, such as smart contracts to grant and
revoke consent, by recording such contracts on the ledger in an immu-
table fashion. Article 17 of GDPR, which states the right to erasure (or the
so-called “right to be forgotten™), constitutes a major consideration for
blockchain-based systems, as the blockchain maintains an immutable
ledger. According to Article 17, any records of personal data owned by
other entities shall be erased when requested by the subject. Therefore,
the decentralized identity management system will not record any per-
sonal or other information that can identify the individuals explicitly on
the blockchain. Alternatively, personal and other information that can
identify the persons explicitly can be stored in off-chain storage re-
positories. Hash-pointers to the data storage location can be stored on the
blockchain ledger, as suggested by Faber et al. [29], and using
hash-pointers to the external data storage will make the process of storing
data on the blockchain in compliance with GDPR. As the hash function is
pre-image resistant, if the data are removed from the off-chain storage,
there is no way to reconstruct the original data, such as personal infor-
mation, using the hash pointers. Thus, it is GDPR-compliant to store only
hash pointers to the personal information stored in off-chain repositories,
as the right to be forgotten can be easily honored. To ensure secure
peer-to-peer data exchange, the overall system's objective is to integrate
with off-chain data storage solutions, such as cloud-based storage pro-
viders like Amazon Web Services and Microsoft Azure.

5.2.3. Schema registration

Schemas are an essential part of any decentralized identity system
because they define the overall structure of credentials that allow users to
issue and validate the system's credentials. In a broader sense, schemas
should be created by an overarching authority (such as the European
Transportation Authority) entrusted with defining a common structure
for all the participants. For this reason, a fully functional system needs to
maintain the schema definitions on the ledger so that they can be
discovered and used by any participant. As shown in Table 2, three Eu-
ropean agencies are responsible for registering a schema to achieve
consistency across the system. These are the banking, education, and
transportation industries that are currently managed at a European level.
With regard to national identity, the system acknowledges the sover-
eignty of each state. Thus, each government is responsible for its schema
design, which can be used by national institutions to issue their
credential definitions on the ledger.

5.3. System functional and non-functional requirements

According to technical specifications of functional and non-
functional requirements, the keywords used in the requirements are
“MUST” and “SHOULD”. More specifically, “MUST” keyword is used to
indicate that the requirement is an absolute requirement, while
“SHOULD" is used to describe an optional requirement that may not
need to be fulfilled in the full implementation of the system, but the
implications for choosing not to implement must be understood. As an
example, the core functionalities of the system have been identified and

are viewed as a MUST. Moreover, the requirements have been separated
into functional requirements (FR) and non-functional requirements
(NFR) [53].

5.3.1. Establishing a digital identity

The identity subjects need to be able to register an identifier in order
to participate in the decentralized system. Thus, the Identity Owner
needs to be in control of the identifier to ensure that data can be asso-
ciated with a specific identifier.

e FR1: The system MUST allow any natural person to create a decen-
tralized identifier.

e FR2: The system MUST allow the subject to create as many decen-
tralized identifiers as needed.

e FR3: Users MUST be able to control their data associated with the

corresponding identifier.

NFR1: The system MUST provide a public-private key pair to the user.

NFR2: The system MUST operate on a decentralized information

system to issue identifiers.

5.3.2. Establishing relationships

Managing different relationships and interactions between stake-
holders requires a way to establish connections between the actors. Thus,
the system needs to provide a way to discover the users based on their
decentralized identifiers to allow for a connection to be established. This
ensures a secure data exchange without leaking data to any outside
relationship.

e FR4: Users MUST be able to connect with each other using decen-
tralized identifiers.

e FR5: Users SHOULD be able to accept and reject connections.

e NFR3: The system MUST support secure data exchanges.

e NFR4: The system SHOULD display relationships in a human-
readable way.

5.3.3. Issuing credentials
In order to prove claims to other stakeholders, it needs to be possible
to issue verifiable credentials or self-issued credentials.

FR6: The system MUST allow entities to act as Identity Providers to

issue verifiable claims to a subject.

FR7: Users SHOULD be able to create self-issued credentials.

FR8: Users SHOULD be able to approve and reject Verifiable

Credentials.

e FR9: Users MUST be able to register Schema definitions in a non-
programmable way.

e NFR5: The system MUST issue claims in a human-readable format
with standard semantics.

e NFR6: The system SHOULD be able to integrate with external

databases.

5.3.4. Credential management
Identity subjects need to have access to their credentials in order to
manage them. The system should be able to connect to user-defined
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identity hubs so that it can securely access all issued credentials. Thus,
data need to be stored in an encrypted form and decrypted on request by
the identity subject.

e FR10: Users MUST be able to manage and store credentials securely.

e FR11: Users SHOULD be able to decide where to store credentials.

e FR12: Users SHOULD be able to revoke claims or attestations to
claims that have been issued.

e NFR7: The system MUST enable data encryption.

e NFR8: The system MUST expose authentication methods with Iden-
tity Hubs and Registries.

5.3.5. Proving/asserting claims

In order to prove claims from certain credentials, the system needs to
be able to ask the identity subject to give consent in order to share specific
claims. Thus, the user always needs to be informed regarding what type of
claims are requested by outside parties and what data is presented to the
requested stakeholders. This aspect will increase the transparency of the
system and aligns it with the overall principles of self-sovereign identity.

e FR11: Users MUST be able to prove claims.

FR12: Users MUST be able to give consent to request proof of claim.
FR13: Users MUST be able to request Verifiable Credentials.

FR14: Users MUST be able to disclose requested data selectively.
NFR9: The system MUST handle claims in a transparent manner.
NFR10: The system SHOULD enable data minimization through Zero-
Knowledge proofs.

5.4. User scenarios and use cases

For illustrative purposes, the following use cases involve stakeholders
from a domestic country system that are required to apply for a travel
credential. A university office, a banking provider, and a public transport
provider are used to model a domestic system and thereby showcase the
overall functionality of the system in a Europe-wide context. Any
instance in the system such as a university office could be replaced
through a stakeholder within the same institutional context. The
following section describes two scenarios that might occur when a user
engages with the system. The scenarios assume that the user who is the
identity holder is already in control of his or her decentralized identity.
Use cases are described using Unified Modeling Language (UML) to
present how core functionalities could be facilitated in the system [54].
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5.4.1. Scenario 1: Requesting travel credentials

After a student has gone through gathering all necessary base cre-
dentials to apply for a travel credential, she must approach their local
transportation authority. If all the documents presented by the student
are valid, then the student receives a travel credential that can be used for
public transportation all over Europe at a discounted price. As shown in
Fig. 2, the student and the Identity Provider (in this case, the trans-
portation authority) establish a trusted relationship. The student presents
a set of claims that are needed for successfully issuing the travel
credential.

The identity provider then validates the correctness of the provided
claims through cryptographic proofs. After the successful validation by
the system that the transportation authority can issue a new credential,
the travel credential will become an authoritative digital document like
any other verifiable credential. Finally, the student stores the credential
for future use in her digital wallet or Identity Hub.

5.4.2. Scenario 2: Using the travel credential across europe

After successfully obtaining a travel credential, suppose the student
wants to travel from one European country to another and uses the card
to travel from A to B via the metro. She uses her digital wallet and pre-
sents the travel credential to the validator machine, and it checks the
validity of the credential. Following the verification, the validator cal-
culates the student fees and passes them on to the digital wallet. This
information can be treated as a transaction credential as well as a receipt
for a specific journey, which entails price, location, and time after the
check-in and check-out. In parallel to this process, a payment request is
issued to the bank account, which is referenced in the travel credential.
As shown in Fig. 3, the use case diagram depicts the process that occurs
when the student uses her card. After establishing the trust relationship,
the proof needs to be presented by the student through the system. After
validating the proof issued by the service provider, another trans-
portation authority can give access to the system. While providing access
to the service, the system treats the service offered as a credential. This
credential can be used as a receipt for a journey to prove to anyone else
that a particular check-in or check-out has happened. Moreover, the
system can engage with any off-chain solution to trigger additional
events (e.g., a charging request).

5.5. Sequence diagrams

After defining the most important use cases in the system, a sequence

Identity System

Student

Established
Relationship

Student
Credential

University
Office

Fig. 2. Use-case diagram for requesting a discounted travel credential.
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diagram can be designed to showcase the different interaction flows
between the different stakeholders in the system. The interactions be-
tween stakeholders can be clustered as actions on a national and Euro-
pean level.

5.5.1. Sequence diagram 1: Travel credentials

The sequence diagram in Fig. 4 describes the process the user needs to
go through to acquire all the necessary base credentials in order to satisfy
the requirements of applying for a travel credential. The system assumes
that the user first acquires a government ID. This happens through the
attestation by the government, which is requested by the user. Following
a successful attestation by the government, the user receives a govern-
ment credential. The same process is used to request attestation for a
university transcript at a university office or a bank account statement by
a banking provider. Every time a new credential is issued, the user stores
these credentials in a personal wallet, and these credentials are referred
to as base credentials.

5.5.2. Sequence diagram 2: Using the travel credential to travel

As shown in Fig. 5, after receiving all the necessary credentials for
applying for a travel credential, the users continue with the application
process at the local transportation authority. Here the public transport
provider asks the user to present the required attestations in order to
issue a travel credential. After requesting the attestation, the user pre-
sents all three acquired attestations. These attestations are processed by
the public transport provider and checked for validity through crypto-
graphic proofs which are encoded inside the credential. After the proofs
have been validated and confirmed, a travel credential is issued and is
saved in the user's personal wallet. In the last step, the user uses the travel
credential to travel to a European country (PTP2). The user presents the
travel credential to the transport provider in the country where he in-
tends to travel, then the transport provider validates the travel credential
and allows the user to use the service. This is achieved through crypto-
graphic proofs and the general understanding between the transportation
service providers in Europe. Therefore, the validity and usage of travel
credentials across borders can be ensured (see Fig. 6).

5.6. Prototype implementation

After outlining the overall system design of a decentralized identity
application in the forms of requirement specifications, use cases and
sequence diagrams, in this section, we outline how a simple prototype
implementation can be developed to check the feasibility of a

Blockchain: Research and Applications 2 (2021) 100014

decentralized solution for identity management in the context of public
transportation in Europe. As part of the prototype, a specially designed
travel credential for the public transportation sector is defined and issued
to passengers for their travel in European countries. We call this a Euro
Mobility Card (EMC). The EMC allows passengers to travel across
different public transportation systems in Europe, where the card repli-
cates a verifiable credential that can be issued by any Public Transport
Agency (PTA) in Europe. By providing this card, the traveler can prove
that he or she is eligible for certain discounts and has sufficient bank
liquidity to pay for transportation on the go. The EMC is a digital card
that users can access from their mobile device and present whenever
there is a need for proof of credentials. Such credentials can be requested
programmatically by validator machines on entry/exit systems or by a
manual request using ticket inspectors’ handheld devices while traveling.

Table 3 describes the issuing and usage of the EMC, where each
stakeholder is mapped to a real-world entity in the Danish context. In a
decentralized system, the roles of certain stakeholders can overlap with
each other when compared to the roles in any traditional identity man-
agement system (e.g., the roles of a service provider and issuer). This is
because credentials are stored with the user by default, and thereby
eliminating the need for any third party to act as the identity-providing
authority. However, since there is a one-to-one validation process be-
tween the verifier and issuer, the issuer plays a role similar to an identity
provider in a centralized system. Without the cryptographic proof
encoded into the credential by the issuer, the validation process would
not be possible without an intermediary.

Thus, the stakeholders within the system roles are not mutually
exclusive, allowing certain stakeholders to play multiple roles. To create
a secure communication channel between the two stakeholders, a rela-
tionship first needs to be formed. For this reason, each party creates and
exchanges with its counterpart a unique pairwise decentralized identi-
fier. The created pairwise identities are unique to the relationship and
cannot be reused across other relationships. Depending on the design
choice, the decentralized identifiers are either registered on the ledger or
stored inside the wallet. In the developed prototype, the pairwise
decentralized identifiers are registered on the ledger. Thus, a student
forms relationships with all parties with which he wants to securely ex-
change information. In the prototype, the student establishes relation-
ships with the government, Danske Bank, Copenhagen Business School
(CBS), and Danske Statsbaner (DSB), which are four pairwise identifiers
with a unique relationship. The creation of isolated identifiers for each
relationship helps to defeat the correlation between the student and each
stakeholder, thus increasing the level of privacy within the system and
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Fig. 3. Use-case diagram of requesting a discounted travel credential.
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Fig. 4. Sequence diagram of base credentials between stakeholders: Public Transportation Provider (PTP), Banking Provider (BP), University Office (UO), and Na-

tional Office (NO).

helping to create a multidimensional identity that is able to control
multiple decentralized identifiers. Screenshots of the prototype imple-
mentation for a decentralized identity management showing various
operations, such as sending relationship requests (Fig. Al), accepting
relationship requests (Fig. A2), an overview of the accepted relationships
(Fig. A3) are presented in the appendix.

5.6.1. Schema definitions

Schema design is an essential aspect of decentralized identity man-
agement and the identity management system allows for system-wide
schema discovery and enables the different stakeholders to create their
own schema definitions based on existing schema designs. This is
particularly useful with regard to issuing the EMC from different trans-
portation authorities in Europe. Fig. 7 presents schema definitions, where
each schema has an overarching authority (e.g., transport, banking) to
standardize the schema definitions. Moreover, the prototype assumes
that a national government is responsible for its own identity card
schema, which can vary on a European level. However, we assume that
banking, transportation, and education can be overseen on a European
level. For an authority to issue a schema definition to the ledger, the
prototype allows for adding attributes through an input form. For
example, the EMC schema could be added to the system by adding the
following array to the input [“first name”, “last name”, “photo”,
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“is_student”, “card_number”, “bank account”] and submitting the form.
At the current stage, the prototype issues schema definitions on the
ledger.

5.7. Other business considerations and challenges

This section explores various business considerations and the context
under which the prototype can be extended further. First of all, we have
used the train as the primary transportation mode in the prototype
implementation. The train/rail is the primary public transportation mode
used in the European region [55]. Moreover, many European countries
already implemented an integrated multimodal single ticketing system at
the national level that covers different transportation modes such as
busses, metros, and ferries. Therefore, even though we have used the
train as a public transportation mode explicitly in the prototype, handling
multiple modes of transportations will not significantly change the pro-
totype's design. Additionally, several country-level national public
transportation providers such as Deutsche Bahn also offer international
travel tickets that cover multiple countries to provide passengers with
further ease of travel. Similarly, there are also other initiatives at the
European level, such as Interrail and Eurail, that offer international travel
tickets and a seamless travel approach. As pointed out in the EU report
[55], there are several challenges in implementing such systems. For
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Fig. 5. Sequence diagram of using the travel credentials between the student and different public transportation providers (PTP).

Government

University

Transportation

Bank
= Authority

Student

Passenger/Wallet

A

v

Pairwise DIDs registered on Ledger or stored in Wallet

Ledger

example, ensuring proper access to traffic, travel, and fare data among
the service providers is essential due to a lack of trust between the

-@ Pairwise DID

Fig. 6. Forming relationships and creating pairwise decentralized identifiers.

operators. Also, the lack of common and interoperable standards in the
data formats is a significant challenge for implementing technical

12
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Table 3
Role definitions of actors in the system.

Blockchain: Research and Applications 2 (2021) 100014

Institution Overall role Identity Management Role

Danske Bank Bank Identity Provider/Issuer

Danske Statsbaner (DSB) Transportation Authority Service Provider/Identity Provider/Issuer
Copenhagen Business School University Identity Provider/Issuer

Danish Government/NemID Government Identity Provider/Issuer

Student Passenger Identity Holder

solutions for handling such integrated international ticketing systems. In
that context, the proposed prototype implementation uses common and
interoperable standards such as schema registrations and decentralized
identifiers, more in the direction of the development of common
standards.

In the prototype implementation, we have modeled different stake-
holders such as public transportation providers, passengers, public and
private institutions to display their own specific stakeholder re-
quirements. For example, a transportation provider might want to make
sure that the credentials provided by the identity provider are valid and
the attestations provided by institutions can be verifiable. Similarly, the
institutions might have their own requirements that the attestations
provided by them are not easily falsifiable. In the prototype, we included
different stakeholders, but we have not conducted a detailed stakeholder
analysis, which we propose as part of our future work.

Another critical challenge in the proposed system might be the vali-
dation of the user credentials as part of the passenger ticket's verification.
In checking the tickets, the user credentials need to be validated, which
will put additional constraints on the handheld mobile devices used to
verify the tickets. Typically, these handheld mobile devices have limited
network connectivity, especially when trains/busses/ferries travel through
remote areas. As the validation of the user credentials and attestations
provided by public/private institutions (e.g., university certifying that the
passenger is currently enrolled as a student) needs interactions with the
backend blockchain, those handheld ticket-checking mobile devices need
to have an internet connection. Therefore, validation of user credentials
during the offline ticket checking process is a significant challenge that
should be addressed before implementing a decentralized identity man-
agement system. A solution might be based on using a cached version of
information related to user credentials based on the passengers' reserva-
tions or else to perform the ticket checking only when the network con-
nectivity is available. However, it is evident that this challenge should be
explored further in search for a suitable pragmatic solution that can sup-
port the offline ticket checking process.

In our prototype, we propose decentralized identity management,
where the decentralization aspect is achieved through blockchain. In this
design, the transactions related to users' identity credentials must be
verified and mined into blocks, which is the typical job of miners in a
decentralized application. Depending on the type of mining scheme
chosen in a decentralized system, sometimes it can lead to high trans-
actional costs. For example, public blockchain and cryptocurrencies like
Bitcoin use an expensive mining scheme like proof-of-work; thereby,
transactions and mining costs are pretty high. In the case of decentralized
identity management, if it is designed as a private blockchain with
appropriate permissions, where specific stakeholders, like public trans-
portation providers, have permission and take responsibility to mine the
transactions. Then the costs of the transactions are very low.

In contrast, if blockchain is designed as a public blockchain, then the
permission to mine the transaction will be decided by some method like
proof-of-work or proof-of-stake, then the cost of the transactions will be
significantly higher. Similarly, the performance of the transactions is also
entirely dependent on the type of blockchain. In the case of public
blockchains, the transactions' performance will be constrained by the
choice of the mining scheme, e.g., proof-of-work offers low transaction
performance. Alternatively, if the blockchain is designed with permis-
sions, then the performance of the transactions is, in general, relatively
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high, unlike the public blockchains. However, a further detailed study
should be done regarding which type of blockchain and mining scheme
will be suitable based on stakeholders and their roles in implementing a
decentralized identity management application as the cost and perfor-
mance of the transactions are heavily dependent on them.

6. Discussion

In this paper, we have explored how blockchain-based decentralized
identity management conforming to self-sovereign identity principles
could help to achieve interoperability across different public trans-
portation authorities. In the following sections, we discuss the need for
decentralization of user identity in public transportation and the entailed
particulars of the proposed system.

6.1. Decentralization of user identity in public transportation

There is limited research on using blockchain technology for public
transportation. A literature review on blockchain applications [56] stated
that the usage of blockchain in the transportation sector is still in the early
phases of development. However, a reputation-based system for intelligent
transportation was proposed by Hirtan et al. [57]; in this system, users
share their data in a secure manner using crowd-sourcing and collective
validation. In the genre of intelligent transportation, dynamic key man-
agement using blockchain was proposed [58] to enhance security in
vehicular communication networks. A blockchain-based mobi-
lity-as-a-service [59] using Edge computing was proposed to enhance trust
and transparency among all stakeholders. Moreover, a conceptual design
for intelligent transportation based on blockchain [60] was proposed for
real-time ride-sharing services. In the European Union, the current public
transportation system across Europe is highly scattered and needs to be
further developed into a coherent transportation solution. In order to
achieve the goal of a single European transport market by 2050, the way
user accounts are managed needs to be adapted and to adhere to a common
format. This means that systems that are currently implemented must use
common standards in order to create an interoperable solution that can be
used by all existing services and any upcoming services. The imple-
mentation of a decentralized identity management solution will be a
crucial turning point for driving a new paradigm in public transportation.
The conceptual design for the proposed new system is focused on user
control, privacy, and interoperability. However, the state of the current
systems is characterized by many different standards and a high de-
pendency on different vendors. This dependency leads to vendor lock-in,
wherein the private software solutions lock the services into their own
exclusive software architectures and proprietary data formats, thereby
creating hurdles for integration and interoperability among various
transport operators. This phenomenon causes high switching costs and
results in isolation between the different transportation management sys-
tems. In order to arrive at a combined public transportation solution,
standardized common data formats and system architectures need to be
developed and adopted among all the participating countries in Europe.

However, designing a one-size-fits-all solution for identity manage-
ment could lead to the centralization of power, resulting in a monopolized
access management landscape in the public transportation sector. Public
transportation is a public good, and the underlying identity architecture
should not be managed similarly to structures that have been seen by social
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Fig. 7. Schema definition.

media services and other data harvesters. Moreover, a self-sovereign
identity-based solution for user management in public transportation not
only can enforce privacy by design and user control but also can improve
the efficiency of the overall system. The reuse of existing information leads
to faster service integration, higher efficiency, better interoperability, and
a better user experience across the entire public transportation sector.
Moreover, the focus on privacy improves the overall security and reduces
costs for public transportation agencies with regard to storing and man-
aging private data. The improved user experience that adheres to an ever-
growing need for privacy will incentivize more and more users over time to
shift their mobility habits. To profit from the benefits of decentralized
identity management in transportation, the European Union must come
together not only as a political and fiscal union but also as a transportation
union that engages all public transportation stakeholders.

6.2. Relevance to intelligent transportation system

The notion of a cyber-physical-social system integrates interactions
among cyber space, physical space, and social space [61].
Cyber-physical-social systems focus on coordinating and integrating
human-machine interactions in cyberspace with human and social
characteristics so that management and control of such complex
socio-technical systems can be achieved efficiently [62,63]. In the
context of cyber-physical-social systems, an intelligent transportation
system is a typical use case that demonstrates two types of complexities:
1) engineering complexity that arises from transportation infrastructural
elements and 2) social complexity that arises from traffic participants,
climate, culture, and management [61]. Due to the emergence of social
media, it has become easier to obtain and share user-generated infor-
mation, which contains users' opinions, preferences, and sentiments. As
part of the intelligent transportation system, individuals’ travel prefer-
ences and travel-related information can be integrated by combining
information from multiple sources from cyber, physical, and social spaces
for traffic behavior analysis and control, thereby offering a
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better-customized experience to the traffic participants.

The concept of self-sovereign identity can be considered one of the
drivers that help to achieve an intelligent transportation system in the long
run. Due to its user-centric nature and fine-grained control over access to
the user's identity credentials, self-sovereign identity can be shared in a
transparent way across different sectors (e.g., transportation, energy) and
layers (e.g., cyber, physical, social) using various devices (e.g., sensors, IoT
nodes). In fact, the concept of decentralized identity management is not
limited to the transportation sector; rather, it can be applied to any in-
dustry and public governance sector where there is a need for maintaining
user identity, which should be shared across different entities in a self-
sovereign manner. The concept of decentralized identity provides neces-
sary privacy for the users among these transactions since a set of decen-
tralized identifiers can be created for each transaction among the
stakeholders, while at the same time only revealing the bare minimum of
user information that is needed to complete the transactions. As mentioned
before, since the decentralized identifiers and claims are not reused across
different relationships/transactions, isolated identifiers provide necessary
security and privacy for the users as well as enable self-sovereign identity
management that is wholly controlled by the identity owners. Moreover,
institutional actors, such as banks and healthcare, can potentially allow
clients to use their identity management systems for third-party applica-
tions. However, the reuse of these systems in a wider context poses security
risks due to the inherent link of the user identity to confidential data (e.g.,
financial records in a bank). Therefore, institutional actors would prefer to
use a common decentralized identity management system, like the one
proposed in this paper, to exchange credentials with third-parties rather
than providing access to their internal identity management systems.

6.3. Towards unified mobility

The low-fidelity prototype developed in this paper models the process
of issuing an EMC based on the principles of decentralization using
blockchain technology, which can be assessed according to two core
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principles of self-sovereign identity—namely, user control and porta-
bility. The EMC allows for a high level of user control due to its nature as
a verifiable credential that is under the full control of the user and stored
in the user's personal wallet. Moreover, the EMC is part of the user's
identity, which will consist of many different credentials, such as an
identity card. Thus, issuing a card is only dependent on its direct verifi-
cation by the issuer, but it is not reliant on the goodwill of any identity
provider. The independence from the identity providers allows the user
to gain full control over his or her identity. With regards to portability,
the prototype also scores high, mainly because of the underlying tech-
nology. The prototype follows the guidelines of the W3C working group
on decentralized identity that advocates application-agnostic utilization
of credentials. The users can easily restore any of the acquired credentials
by using their private keys.

To assess the practicality of the proposed system, an assessment of the
process of validating the technical capabilities could be conducted. This
would shed light on the technological challenges that the integration of the
proposed system into existing ticketing systems brings in order to be a fully
operational unified transportation. The developed prototype constitutes a
small subset in the solution space for the identified problem, which entails
a lot of technical effort on the side of identity and service providers. In the
context of public transportation, these initiatives would require advance-
ments in upgrading the current ticketing system and terminals to support
the final solution. Specifically, the identities provided to passengers, such
as the EMC card, need to be presented in a form that is recognizable by the
ticketing terminals to check-in and check-out on a journey in a seamless
manner. Additionally, the infrastructure needs to be upgraded in such a
way that the inspection devices can successfully read the presented
mobility card. Therefore, a more exhaustive technical feasibility study is
required to assess the full implementation of an identity management
system that facilitates cross-border travel at a European level.

Another pillar of feasibility for this project is operational feasibility.
This involves the legal aspects of the system as well as the organizational
conflicts and policies that the system entails. Since the underlying tech-
nology of the proposed system does not rely on a central authority, a
governance trust framework needs to be in place to support the use case
of identity management for the public transportation sector. Following
how the Sovrin network is operated by its Stewards organizations, few
governmental bodies should be formed to take care of the responsibility
of governing and maintaining the network. This would help to mitigate
any concerns regarding the credibility of the system as well as enable
individuals and service providers to join the network. Since the parties
cannot trust anyone to assert claims, the governing bodies should be
present and have their own identity on the network through which they
implement the functionality of issuing verifiable credentials. Several
bodies need to be defined via a consortium by the European Commission
such as one for transportation, one for banking, and another for educa-
tional institutions. Another benefit of establishing a more regulated and
governed ledger is that in this way the legal aspects of data privacy can be
addressed by the involved entities, which can ensure that the data pro-
cessing within the system conforms to legislation such as GDPR.

7. Conclusion

Based on the self-sovereign principles of identity, in this paper, we
proposed a decentralized identity management system that can eliminate
the need to use multiple travel cards when people travel with several
transportation providers across multiple jurisdictions. Accordingly, we
derived the key requirements and developed a low-fidelity prototype
using the Hyperledger Indy blockchain as a proof-of-concept, and we
demonstrated how individuals can have better control over the use of
their identities while using interoperable ticketing systems across
Europe. The proposed system is aligned with the EU goal of achieving a
single transportation market among the member countries by 2050.
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Finally, we presented a low-fidelity prototype version of the decentral-
ized identity management system in the public transportation sector that
utilizes the building blocks of self-sovereign identity and blockchain
technologies. This paper provides insight into designing a decentralized
identity management system in the public transportation sector that is
based on the self-sovereign identity principles.

In most of the prevailing identity management solutions, users delegate
the control of their identity to the identity providers. To give users full
control over their own identity, a direct identity layer between a verifier,
an issuer, and an identity holder needs to be established based on the
principles of decentralization using a blockchain-based identity manage-
ment system, where trust is delegated to a network instead of a single
party. Thus, a trusted, reliable, transparent, and immutable network, as
well as cryptographic proofs, are the fundamental layers needed to grant
full control to users. In terms of the practical implications of our research,
the prototype introduces a verifiable credential, the EMC, which can act as
an identity card throughout the public transportation network in Europe.
The design and requirements of the EMC are built upon a set of global
technical standards defined by the W3C. Through standardized issuing and
validation processes, the overall market would benefit from reduced costs
of identity management. Finally, a decentralized system would improve
the overall landscape of the market and break free from vendor lock-in by
third parties. Through self-sovereign identity-embedded principles, users
could simply port their data to the next-best solution without leaving the
underlying system architecture. A self-sovereign identity-based solution
for public transportation is therefore seamlessly compatible with any other
type of service that builds on W3C identity standards. The proposed system
design acts as a first step towards implementing decentralized identity
management in public transportation.

Future related research could work towards building more thorough
and robust prototypes by taking into consideration more real-world use-
case scenarios from the transportation sector. In addition, one could also
take the cyber-physical-social system and intelligent transportation sys-
tem perspectives to explore the complexities, challenges, and opportu-
nities in integrating the data from cyber, physical, and social spaces for
offering a better-customized experience to traffic participants using
traffic behavior analysis and other methods. Finally, future work could
explore the challenges associated with adopting such decentralized and
self-sovereign-based identity management systems by the respective
stakeholders in a multi-transport provider environment by taking the
European single transportation market as a use case. For example, the
proposed prototype implementation can benefit from involving stake-
holders such as Deutsche Bahn and other public transport providers from
various European countries to explore how self-sovereign-based identity
may help share user credentials data among various transport providers.
Furthermore, the proposed prototype can benefit from conducting a
comprehensive stakeholder analysis to assess the system from the
respective requirements of different stakeholders.
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Appendix. Exemplary Prototype Screenshots
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