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Abstract 
As the digitalization of economies and societies has become seemingly all-encompassing, the 

governance of cyber risks has evolved into an issue of strategic importance across public and 

private organizations. Struggling to develop effective responses to this new type of risk, 

decision-makers operate in an environment of epistemic uncertainty and interdependence. 

Statements about risks that emanate through cyberspace are not simply representations of 

objective and observable phenomena. Instead, the diagnosis of cyber risks involves 

interpretations and judgments. As such, the politics of cyber risk opens the door for professional 

contestation and competition. How such authoritative understandings are produced is a recurrent 

concern throughout the separate parts of this dissertation. Concurrently, authoritative 

understandings of cyber risk demarcate policy options and drive the organization of 

cybersecurity more generally. As such, processes of diagnosis and treatment are closely 

entangled. Addressing the definition and organization of cyber risks as interrelated phenomena, 

I draw on insights from International Relations theory, the Sociology of Risk, the Sociology of 

Professions, and Science and Technology Studies to advance an analytical framework of 

embedded social action. In doing so, I highlight the critical role of private actors in shaping the 

parameters of cyber risk governance across jurisdictional and sectoral domains. This is not to 

suggest that public actors are irrelevant to these processes. Rather, I underscore how the dual 

condition of epistemic uncertainty and interdependence has de-monopolized public claims to 

authority and rendered the functional separation of actor-types on the basis of public-private 

dichotomies less useful. Experts act as managers of uncertainty and mobilize their claims to 

authority not only through formal interaction with the state, but through markets and market-like 

settings. I illustrate variations of this argument across four case studies. First, I emphasize the 

ambiguous character expert profiles through an analysis of expert committees in Denmark. 

Second, I document how private actors assert authority over transnational cyber risk issues 

through skillful framing, alliance-building, and the early mobilization of organizational 

resources. Third, I explore how representations of cyber risk are inscribed into calculative 

infrastructures. For this, I turn to an analysis of the cyber risk insurance industry. The final case 

zooms in on the market for surveillance and intrusion products to illustrate how private actors 

operate within environments that are enmeshed in geopolitical dynamics and forms of 

weaponized interdependence. 
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of epistemic uncertainty and openness, I maintain, is the enabling condition for battles of 

interpretation to take place.  

Third, I argue that this process is best understood within a theoretical framework of embedded 

social action. The emphasis on embeddedness (Beckert, 2007; Granovetter, 1985) draws 

attention to the collective social processes through which risk definitions are produced and 

translated into policies at the unit level (Arena, Arnaboldi, & Azzone, 2010, p. 660). In so doing, 

I take a dynamic view on social structure and embrace the emerging and ambiguous 

environment that is characteristic of cyber risk governance (Branch, 2021; Deibert & 

Rohozinski, 2010, p. 20). Control over risk objects can hence not be declared unilaterally. 

Instead, those that pursue control projects must operate through - and actively shape - social 

structures by skillfully creating alliances and acting as guardians over the entanglements of 

diagnostic and prescriptive representations of risk. How such multi-professional control projects 

unfold across disparate cases of cyber risk is the main concern of this dissertation. Reflecting 

these considerations, the guiding research question reads as follows:  

How do experts coordinate and compete for control over the organization of 

cyber risks? 

Throughout the requisite parts of the dissertation, the entanglements of risk, authority and 

interdependence provide for the undercurrents of discussion to highlight how experts and 

markets perform central functions in the governance and management of cyber risk. A notable 

extension of the above research question is therefore the proximate aspect of who is in control 

and what profiles are associated with these experts. I hasten to add that what follows is not a 

cybersecurity analysis proper. I do not make recommendations on the operational or technical 

level. Rather, I provide analyses about the ways in which understandings of digital risks are 

shaped, how these understandings structure the organization of risk work (Power, 2016), and 

how markets and experts play key roles within these processes.  

The central argument is that the political significance of cyber risk management derives from 

the recursive processes through which the diagnostics of cyber risk come to be amplified 

through open systems of organization and shape shared understandings of what cyber risks are 

and what should be done about them. The construction of risk perceptions is therefore 

inseparable from the organizing practices through which uncertainties are managed (Power, 

2007, p. 20). Through the integration of insights from International Relations, the Sociology of 
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an obvious choice. Here, global cyber risks are addressed through the transfer to, and build-up 

of, capabilities in low-capacity countries. But which risks should be addressed, how these risks 

are distributed, and what exactly should be done about them is subject to continuous negotiation. 

Because the process of CCB is actively encouraged by donor countries and international 

organizations in order to address the macro-variant of the weakest-link problem outlined in the 

opening to this introductory chapter, private actors operate within a field of heavy state-

involvement and must navigate the politics of interdependence (Pawlak & Barmpaliou, 2017). 

As I show in the article, this constraining condition does not negate the possibility for private 

actors to achieve diagnostic authority and shape the formation of best practices and routines 

through careful alliance-building and strategic investments during periods of field formation.  

Third, I address processes of diagnosis and inscription-building as interrelated phenomena. This 

theme emerged tacitly in the analysis of the previous case and warranted further exploration. A 

rich tradition within science and technology studies suggests that inscriptions act as stabilizers 

of uncertainty and ordering-mechanisms (Jordan, Mitterhofer, & Jørgensen, 2018; MacKenzie, 

2006; Muniesa, Millo, & Callon, 2007; Themsen & Skærbæk, 2018). An issue of particular 

salience in the management of cyber risk is the development of quantified risk statements 

(Jones, 2019). To understand how the development of such calculative devices hinges upon 

professional settlements, the cyber insurance industry was chosen. With a long history of 

quantifying risks (Callon & Muniesa, 2005; Jordan et al., 2018) and an urgent need to develop 

technologies for the valuation and categorization of cyber risks (Biener, Eling, & Wirfs, 2015), 

the industry seemed ideal to delve into the politics of inscription-building (Power, 2015; Qu & 

Cooper, 2011).  

While the previous cases provided ample evidence that markets and experts are critical to the 

definition of and response to cyber risks, their analytical focus remained on areas that only 

qualify as security issues in a broad sense. That is, they apply to aspects of societal security and 

transnational cooperation. For the fourth and final case, I turn to an empirical investigation of 

how private actors and their perceptions of risk operate within environments that are deeply 

enmeshed into forms of weaponized interdependence (Farrell & Newman, 2019b). The 

objective, therefore, was to illustrate the perspective in the context of a case that lies at the core 

of international security concerns: The proliferation of offensive cyber capabilities. As such this 

final article builds upon the insights gained from previous articles and applies them to the 
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and issues. In short, these observations served as familiarization (Nicholls, Mills, & Kotecha, 

2013). The second form of participant observations was more strategic and conducted in the 

context of concrete research projects. These typically followed initial rounds of desktop research 

and represented a second round of data gathering during which information from interviews, 

documents, and participant observations would come into conversation with each other. The 

venues would typically resemble conferences and sometimes (especially during travel 

restrictions) online seminars and workshops. Venues were selected using one or more of the 

following three strategies: First, venues emerged from interviews. This happened either in the 

context of interview preparations where the interviewee was listed as a keynote speaker or 

discussant for upcoming events, or the information emerged during the interview itself. Second, 

conferences and workshops would be held by organizations that emerged as central during 

initial rounds of desktop research. Third, and more rarely, new venues of interest would emerge 

during the participant observation itself. 

The second issue to discuss is the form of participation. This is unusual but necessary given the 

implications of the corona pandemic that have defined large parts of the dissertation-writing. 

Because of prolonged travel restrictions, in-person participant observations were limited to the 

first one and a half years of research. For the remaining part, observations were limited to online 

conferences, workshops, seminars etc. Obviously, this limits the utility of the approach because 

large parts of information are derived from the informal mingling and conversations that happen 

outside of the main venue hall. On the other hand, many conferences moved online, and the 

number of seminars and workshops exploded, providing otherwise unimaginable access to 

expert discussions across the world.  

Naturally, the implications of online versus in-person participations had ramifications for the 

gathering and utilization of data. For in-person events, I would take handwritten notes during the 

day and sometimes record thoughts on the phone. During evenings, I would translate these notes 

and audio files into detailed memos. Importantly, reflections that resulted from the memo-

writing could oftentimes be followed up on during the next day. This was of course not possible 

for online events. However, online events also have advantageous. Oftentimes, sessions would 

be recorded so that I could note interesting sequences and go back later to re-watch them. 

Further, many events allowed for Q&A sessions that proved very useful to test initial findings 

and explore issues of interest further.  
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In total, in-person participant observations have taken me to several countries, including Poland, 

the Netherlands, Norway and Ethiopia, with a further trip to South Africa being canceled last 

minute due to the beginning pandemic. Online events allowed for participation in events held in 

the U.S., U.K., Belgium, Canada, Germany and more. While the effects of the pandemic 

therefore clearly had some drawbacks, they also allowed for far broader participant observations 

than initially planned.   

To sum up, the methodological framework reflects core conceptual concerns about the contested 

nature of risk representations and accommodates the analytical focus on embedded social action 

which derived from the theoretical framework. Employing a case-driven exploratory research 

design, I attend to the contextual and temporal factors that are crucial for investigations of 

diagnostic and inscription-building processes. The multi-method approach to data collection 

reflects the oftentimes emerging and opaque social structures that characterize the organization 

of cyber risk, and it proved critical in the process of bringing empirics and theory into 

conversation.  
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The early compliance focus was evident with one in five speakers at the conference from public 

agencies such as the FBI, DHS, or the Federal Communications Commission, and 28 internet 

service providers present. Over time compliance faded into the background and the role of 

public actors decreased. By 2006 they accounted for only one in eight of the listed speakers.  

While ISS World started off as an American exercise with as little as two non-US vendors 

presenting in 20035, this situation changed quickly as the parallel European and American 

markets started to integrate. In 2006, almost one third of the presenting LI vendors were 

European (22) with an additional 8% (6) being located outside the transatlantic market.6  With 

Detica, Atis Uher, and Siemens, three of the seven lead sponsors were German. Mirroring the 

increasing integration with European suppliers, the number of countries represented equally 

increased from 15 in 2003 to 33 in 2006. 

Thematically, product offerings remained limited to basic lawful interception and 

telecommunications infrastructure, slowly expanding into mobile and wireless interceptions in 

2006. With global demand increasing and a seemingly unstoppable growth of online 

communications and digital data, the industry entered a phase of rapid expansion over the years 

2007-12. With little or no public scrutiny, and digital security remaining low on the public 

agenda, the period of the early global market was marked by an increasing product 

differentiation as telecommunications companies started to leave the market and a growing 

number of specialized small companies competed for new customers. 

Early global market 
In 2007, ISS World expanded into Europe and the Middle East, with South-East Asia following 

in 2008. In 2011, a fifth annual conference was added in Latin America. This expansion reflects 

the globalization of demand which is characteristic for this era. By 2013, 110 states would 

attend the conferences annually, a staggering increase of 233% since 2006. At the same time, 

the supply remained almost exclusively western, clustered around the US-Europe-Israeli triad. 

Notable exceptions, like Indian firm ClearTrail or Chinese ZTE Corporation were present but 

remained on the margins of the market. It was therefore a lopsided globalization: Global in 

demand and Western in supply. While largely confined to western suppliers, the increased 

demand led to a corresponding increase in vendors entering the market. According to 

 
5 Accuris (Ireland) and Aqsacom (France). Additionally, Verint should be mentioned, being US-Israeli. 
6 Primarily Israeli 
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procurement of expensive targeted cyber intrusions packages offered at the upper scale of the 

market. In its place, intelligence agencies and military representatives are becoming the most 

important customers. The combined impact of new agencies entering the market and rising 

demand from outside the original marketplace has lent renewed urgency to the question of 

market-based control. 

Re-asserting control over global surveillance markets 
While the question of control is a consequence of vanishing state monopolies over security and 

intelligence functions, it makes little sense to compare the current market for surveillance and 

intrusion techniques to idealized notions of pure state agency and advocate for a return to an era 

in which public agencies would produce and operate surveillance tools themselves. Absent a 

paradigm shift in the structural relationship between states and digital markets, digital 

surveillance will have to involve some role for private companies. Additionally, rapid cycles of 

innovation have placed high barriers to the development of sufficient in-house capabilities 

within public agencies (Lachow, 2016; Pattison, 2020). As long as public security actors deem it 

necessary to incorporate offensive cyber capabilities, the private sector will have a role to play. 

Without such self-sufficiency, control exercises operate through principal-agent dynamics. To 

minimize agency slippage, principals rely on the ability to monitor and sanction undesirable 

behavior. However, such capacities hinge on the market position of the buyer. While 

monopsonies and oligopsonies facilitate market-based control, competitive markets will not 

afford any individual buyer the market-power to steer developments unilaterally.  

Mahoney suggested that intelligence contracting operates in a monopsony (Mahoney, 2017). 

While this remains relatively true for the top segment of vendors contracting with US 

agencies14, we have documented that the global market has a markedly different structure. The 

problem of exercising control through buying power in the global marketplace is exacerbated by 

the fact that the market has increasingly gravitated towards the Middle East and Southeast Asian 

regions. As the relative buying power of US and European countries declines, the enforcement 

power over PISCs becomes distributed across regions and agents. Here, no single actor can 

control and define the operations of the marketplace (Garud & Karnøe, 2003; Quack, 2007). 

 
14 There are notable exceptions to this rule. For example, French Vupen has contracted with the NSA while 
simultaneously working with the German agency BSI. 
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Appendix 1: Empirical Material 

Conference Data 

Region Period Conferences 
covered 

Missing Data Presentations & 
trainings 

America 2003-2019 1723 2005; 2009; 
2018 

1762 

Europe 2008-2020 13 None 1802 

Middle East 2008-2020 12 2018 967 

Asia 2008-20019 12 None 885 
Latin 
America  

2011-2019 7 2014; 2017 369 

Africa 2014-2016 3 None 188 
Total  64  5973 

Interviews 

Interview # Interviewee 
Identifier 

Date Sector Duration (minutes) 

1 A1 07/09 2020 NGO 67  

2 A2 09/01 2020 Research 
Institute 

64 

3 A3 09/07 2020 Politician 35 

4 A4 09/08 2020 NGO 75 

5 A5 09/09 2020 NGO 58  

6 A6 (joint with A5) 09/09 2020 Political 
Advisor 

58 

7 A7 09/10 2020 Political 
Advisor 

67  

8 A8 09/23 2020 Private Sector 64 

9 A9 10/22 2020 Public Sector 56 

10 A10 10/23 2020 Private Sector 75 

11 11/05 2020 Private Sector 60 

12 A11 10/28 2020 Private Sector 37 

13 A12 11/17 2020 Public Sector 30 

14 A13 11/17 2020 Private Sector 62 

 
23 For the period 2004-07, the US conference was held bi-annually.  
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